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1 Introduction

1.1 Abbreviations and conventions
IAM in this article refers to the SANGFOR 1AM device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Scenario

SMS-based authentication integrates with customer’s current using ISP to achieve SMS authentication.

3 Requirements

List down the requirements for this configuration, for instance:

1. IAM.
2. Webservice parameter provided by ISP.

4 Steps

Step 1: Configure External authentication server

[Users] — [Authentication] — [External Auth Server], click [Add] and choose [SMS Based
Authentication]
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} System l ndd'l Delete | + Enable @ Disable | S\ LDAP Options | & Syncw

» Proxy I SMS Based Authentication I

WeChat Based Authentication

» Objects

I_I QR Code Based Authentication
¥ Users

LDAP Server

4 Authentication
L . RADIUS Server
» Authentication Policy

POP3 Server
External Auth Server

Database Server

» Single Sign-0On

H3C CAMS Server
» Custom Webpage

Third-Party Auth System

» Internal Portal Server

4 \Users
» Local Users

> User Import
» User Binding
» IP&MAC Binding

» Advanced

SMS Based Authentication template:

SMS Based Authentication

Authentication
SMS
LDAP

Radius

[¥]Enable

Marme: sms
Message Cl:untentq:l

Password is <WERIFYCODE=, or simply click <WERIFYURL=,

Restore Defaults

[]Bind user with MAC and enable open authentication if user has logged in
Period{days): an
[T Perform WeChat based auth after SMS auth

weChat Server: b

Message Delivery Module

@ Use built-in M3 rmodule

(71 Use SMS module installed on external server
Message Delivery Program: Download
Server Address: 127.0.0.1

SMS Center Port: G7E7
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M5 Based Authentication

Restore Defaults “
Bind user with MA&C and enable open authentication if user has logged in
Perform WeChat based auth after SM= auth
W
Message Delivery Module
* ze built-in SMS module
lse SMS rodule installed on external server
Download

Settings

Type: GSM rmodern 7

Country Code: 86

SMS Center: G613500100500 ':i-;'

COoM Part: CaMa ~

COM Baud Rate: (115200 w

Test Walidity...

Cormmit Cancel
(These parameters should be provided by ISP)

Settings Description
Type : GSM Modem
Country Code . Fill in respective country code
SMS Center : Fillin the phone card's SMS center. (Can call the phone card operator to ask)
COM Port . The COMO port is selected by default, that is, the COMO port on the device.

If there is a problem with the COMO port or it is occupied by other devices,
you can connect the GSM Modem to the COM1 port of the device, and also

Your Future-Proof IT Enabler

Sangfor Technologies
Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China
T.: +60 12711 7129 (7511) | E.: tech.support@sangfor.com | W.: www.sangfor.com



&> SANGFOR

—

need to set it to COML1 here
COM Baud Rate : 115200 (The baud rate for both GSM and CDMA is 115200)

Test Validity
Click "Test Validity", you can enter your mobile number to test if you can receive SMS normally.

Test Yalidity »

Send SMS message;

Maobile phone number

Commit || Cancel |

Step 2: Configure authentication policy

[Users] — [Authentication] — [Authentication Policy], click [Add], choose [Password based] for [Auth
method] and the newly created SMS external authentication server for [Auth Server].
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Authentication Policy

[V]Enable
Mame: Password authenctication
Description:
Cbhjects
! Auth Method: ()
auth Mathod @ Password based
) Single Sign-0n(SsS0)
Action (") Disabled {requests are rejected always)
Auth Server: b
Captive Portal:  Page: without Slideshow Y |Preview|
Login Redirection: Login successful webpage
Commit | | Cancel

5 Testing Results

1. PC access to Internet webpage will be redirected to SMS authentication page. Enter the phone
number to get the OTP code. Type in the received OTP code to complete the authentication.
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File Edit Wew Higtory Bockmarks Tools Help =8 ]

B network nic [l Metwork =r SMSMode

c @ @ 192.168.19.3/2c portslfpreviewhtm ImeduleType=d

. Identity Authentication System

Remember me

2. Under [System] — [Status] — [Online Users], users who authenticated with SMS will be listed.
When [Audit Policy] is enabled, customer can search user’s logs by using corresponding phone
number.

6 Precautions

=

Single-arm mode does not support SMS authentication. The related page is grayed.

COM port setting, if the Modem is connected to the device, set it from the comO port.

3. When using SMS authentication, IAM will send a command to the GSM Modem. If the GSM
Modem does not respond, IAM will treat the SMS modem is abnormal and the SMS
authentication policy will become invalid, then user goes online with the IP address. This
requirement is used when the GSM Modem is abnormal and does not affect the user's Internet
access.

N
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