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1 Introduction

1.1 Abbreviations and conventions

NGAF in this article refers to the SANGFOR NGAF device.
VPN in this article refers to the SANGFOR VPN function.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Background

VPN full name “Virtual Private Network™ is “Specialize for Virtual Network”. VPN is define by pass
through the internet and build a temporary safe connection, is a safe connection tunnel that pass
through internet. By using this tunnel, the data able to encrypt few times and achieve to surf the
internet safely. VPN is expand on company internal network. VPN able to help remote on customer
site, company branch, business partner and supplier able to establish a save internal network
connection, it is cost efficiency for business partner and company to connect to each other through
VPN. VPN mainly is use tunnel, encrypt and key management with device credential technology.

3 Test scenario

Brief introduction for topology for SANGFOR VPN.

1) Suitable for Windows User to connect to SANGFOR VPN for access the company application
2) Suitable for HQ and Branch to establish network connection using SANGFOR VPN:
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Network topology briefly describe:
HQ:

1) AF device route mode is deploy on the top of core switch, internal network port ETH1 in
connect with internal network core switch, ETH2 port will connect to public network, ETH1
info: 172.168.1.1 ETH2 info0:10.0.1.2/24, core switch interface port IP as 172.168.1.0

2) Device that connect to core switch, internal network as:172.168.1.0/24

172.168.3.0

Branch:

1) Branch AF as route mode also, ETH1 port as internal network:172.168.3.1/24
2) The internal layer 2 device as switch, internal network device gateway point to AF interface,
network as:172.168.3.0/24

4 Requirement

1) 1 AF device with usable user
2) The user is use to install Pdlan in the Windows PC
3) Another AF device on branch site

5 Configuration Checking

1) AF device have license for VPN User

2) Install PDLAN on Windows PC

3) Configure VPN correctly on the NGAF device using Web Ul.
4) Configure correctly on PC’s VPN
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5) VPN to VPN connection from site to site, the branch SANGFOR unit also need to have correct
configuration on Branch VPN.

6 Configuration and Guide

6.1 License checking

1) Kindly confirm AF device have Mobile VPN license as below:

Navigation L8l || System
b Status | System Time || Mebwork || Web UL || SMTP Server | Licensing I Privacy Options
F Metwork
Device License
» Objects ) .
{In gateway mode, it decides how many WAN links to branch sites
b Policies are allowed)
~ System Gateway ID: DEBCBG&EC
license Key: CAPSOATGMWIWGIGS
< Bl Status: Valid
1. Branch VPN Sites:5
Logging Options 2. Lines:2
Alarm Options 3. Mobile VPN Users:10

Edit

Administrator

[* Maintenance =] License of Function Modules

) = {Activated as customer required)
Troubleshooting
1. S5L WPN: 20 users

High Availability 3. Antivirus
3. S5L Decryption
4. Advanced Functionality

Central Management

6.2 Install PDLAN software

1) Download Link:
http://community.sangfor.com/plugin.php?id=service:download&action=tool
Kindly install the software into Windows PC.
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6.3 Configure VPN

HQ AF configuration
1) [Network] -> [Interface] -> [Edit physical Interface] -> ETH1 port, as shown picture below:

a‘“gahon I Interfaces
b Status A 2= Edit Physical Interface
* Network ~" Enable Enable
vame | h
ame:
: s etho - ethl
Routing Description:
o » [etha]
Virtual Wire Type: Route(layer 3)
» eth2
Advanced Options Added To Zone: Lan
» eth3 . . 7 pi
e eI ma i Re e Basic Attributes: Pingable
» etha ] WAN attribute
» eths [J1IPsec WPN outgeing line: Line 1 o
» Security Databases -
» ethe
F VPN IPv4 IPvG
y eth7
F Objects IP Assignment: (®) Static () DHCP () PPPOE
» eths
¥ Users .
» ethg Static IP: 172.168.1.1/24
¥ Firewall
¥ Access Control @
P IPS Wext-Hop IF: 172.168.1.0 @
bk Carmrar Carneibr

[Network] -> [Interface] -> [Edit Physical Interface]—ETH2 port, as shown picture below:
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EYEL ] || Interfaces
Status N BRLTETET) Edit Physical Interface
" Network +" Enable Enable
e |, h
ame:
3 » etho T e
Routing Description: ETHZRight
B | Wi » ethl -
Virtual Wire ype: Route(layer 3)
>
Advanced Options Added To Zone: Route
s eth3 o -
Optical Bypass Module Basic Attributes: [«] Pingable
e [] WAN attribute
» eths |E IPSec VPN outgoing line: lnel |+ )]
Security Databases
» ethé
VPN IPw4 IPvE
» eth7
Objects IP Assignment: (®) Static ) DHCP () PPPOE
» eth8
Users )
» eth Static IP: 10.0.1.2/24
Firewall
Access Control (
1PS Heat HopjiE: 10.0.1.1 (
Server Security
Scanners Line Bandwidth
Bandwidth Mgt Outbound: 128 e
. L i ——
(V] The interface is being used by VPN settings. YPN se_ | QK | |
Maintenance -

2)[Network]->[Routing]->[Add]->[Static Route], add new static route, insert internal network IP
address as destination, and next hop insert IP as layer 3 device, as shown on picture below:

e ——
Status ~|| | Static Route || Policy-Based Routing || OSPF || RIP || All Routes || Route Test
Network Pv4 | 1Pv6

Interfaces I-I-Addvl X Delete | [HImport [FExport | 2 Refresh

[] Mo. | Destination | Subnet... | Next-Hop IP

) , 0 1 o.0.00 0.0.0.0 10.0.2.1
Virtual Wire
i Add Static Route b4

Advanced Options

Optical Bypass Module Destination: 172.168.1.0 @

Subnet Mask: 255.255.255.0

Security Databases Mext-Hop IP: 172.168.1.1 w |
VPN Interface: Auto -
Dbjects Metric: 0
Users

i QK | | Cancel |
Firewall
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3) [VPN] -> [IPSec VPN] -> [Basic], insert [Primary Web Agent] as own public IP address on
ETH2.

Navigation L4 || Basic Settings [RQIENECCER

FELITE ~ I Primary WebAgent: |'1|].D.1.2:4C|l}9 ¥| I Change Password
b Network Secondary WebAgent: | | Change Password
} Security Databases MTU Value(224-2000): Shared Key
~ VPN Min Compression(93-5000):
N — VPN Listening Port{default 4009):
] Modify MSS(only for use of UDP)
4 IPSec VPN
. ® Directly connects to Internet O Indirectly connects to Internst
Local Users Advanced Test Save
VPN Connections
Virtual IP Pool
Multiline Options
VPN Interface

4) Add [Virtual IP pool] (If peer site is hardware device, you may ignore this), configuration as
shown below:

avigation R e

. Status A IP Range Subnet Mask Subnets Tvp
5.5.5.5-5.5.5.54 255,255.255.255 50 Bral
" Network
: Security Databases m Advanced
* VPN /&J Add virtual 1P Pool -- Webpage Dialog x|
i L WY @ https: /110,252,252, 252 hkmlfdlan)vip_operate. html @ Certificate error
4 [PSec WPN SiTins
HENE \ssigned To: II‘-'IDhiIe user .
Basics The mobile VPN users
Local Users Gtart IP: |9.9.9.9 |

WPN Connections

Virtual IP Pool

Multiline Options

=nd IP: [1111.11.11] x|

B This IP range can't have conflict with internal netwark IP
Multiline Policy
Local Subnet

Tunnel Route Save Cancel

[ IPSec VPN
[* Objects

[ Advanced l

5) In[Local User] menu add [New User], If is mobile user kindly configure as picture below:
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avigation &«
b Status A
* Network

» Security Databases

" VPN

[ S5L VPN

41PSec VPN
Status
Basics
VPN Connections
Virtual IP Pool
Multiline Options
VPN Interface
Multiline Policy
Local Subnet

Tunnel Route

PR

==_. SANGFOR | nGaF
- —_—

avigation «“
} Status A
» Network

} Security Databases

* VPN

[ SSL WPN

4 1PSec VPN
Status
Basics
VPN Connections
Virtual IP Pool
Multiline Options

VPN Interface

g SANGFOR

Mew User -- Webpage Dialog

@ https: /10,252,252 252 htmlfsubfrm. hkml

Group/User nterfac
Username: Authentication: Local
Detect USB Key Download U .
Password: Algorithm: DES
Groups:0 Total Users:3 =
Confirm PWD: I User Type: IMoblIe user I
[ wame Status  Use Description: l:l User Group: Default group
Inherit t
B Default group 3 e
Enable
O Local user:AF1 .
[] Hardware verification Certificate: l:l
0 Local user:Gu Enable
est d [] Enable USB Key USE Key:
i [ Assign virtual IP IP Address: 0.0.0.0
Disable
Default user
valid Time: All day
Delete | New Use .| L B
[] Enable expiry time Expired At: 0-00-00 0] : o
If the peer site is Sangfor Device, kindly configure as below:
@ https: 110,252,252, 252 htmlfsubfrm, hkml
Group/User
Username: Authentication: Local
Detect USB Key Download U .
Password: Algorithm: DES
Groups:0 Total Users:3
Confirm PWD: User Type:
[0 Mame Status  Use Description: I:l User Group: Default group
Inherit group attril
E Default group 3 O el
Enable
O Local user:AF1 .
[ Hardware verification Certificate: I:l
0 Local user:Gu  Enable
est d [] Enable USBE Key USE Key:
i [] Assign virtual IP 1P Address: 0.0.0.0
Disable
Default user
Valid Time: all day
Delete I New Use I N B
[] Enable expiry time Expired At: 0-00-00 o] : 0 ;0

Multiline Policy
Local Subnet

Tunnel Route

6) Configure [VPN Interface], [Add] then choose internal interface as shown picture below:
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} Security Databases Add Delete

FOIWSLWELR R

* VPN Interface Status LAN Interface Sub

b SSL VPN [] Enabled #£] Interfaces -- Webpage Dialog x|
@ htkps: /10,252,252, 252 /html/dlan+nc_operat @ Cerkificate error

4 [PSec VPN
Status VPN Interfac
, Interface:
Basics (® Auto
Local U Metmask: [n.0.0.0 |
ocal Users .
IP Address: |21 Metmask 0.0.0.0 indicates the netmask
WPMN Connections : keeps consistent with that of the specified
i O Specified interface.
Virtual IP Pool

Multiline Options Choose internal network interface

I VPN Interface I

Save Cancel

Multiline Policy

7) Add [Local Network IP], as shown as below:

avigation Rl | coca suone [

IP Address Subnet Mask

} Status A MNo.

o

} Security Databases

-~ VPN £ Subnet -- Webpage Dialog x|
= 7 =
@ https: 10,252,252, 252 fhtmlfsystem/mlan_op @ Certificate error

[* S5L VPN

4 [PSec VPN
Status

Basics

Local Users IP Address:  |172.168.1.0 |

VPN Connections Netmask: [255.255.255.0 x|

Virtual IP Pool
Multiline Options
VPN Interface
Multiline Policy

Local Subnet Save Cancel

Tunnel Route

[ IPSec VPN

[ Objects

Branch site Configuration

1) Configure [VPN connection], add HQ web agent IP address and HQ new User name and
password as shown below:
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g Bl 2§ Edit Outgoing Connection -- Webpage Dialog x|
————J= . = -
avigation J| & hitps:fi10.252, 252,253 hkml{dlan cm_operate. html 134 Certificate error
b Status
|
» Network
» Security Databases Name: [ToHQWPN |
> VPN Description: | |
4 IPSec VPN I Primary WebAgent: |1D.D_1_2:4[H]B I |
Status Secondary WebAgent: | | Test
Basics Shared Key: |.l....l..l..l......|
Local Users
Confirm Key: |.I....I..I..I......|
VPN Connections
: Username: |Branch x|
Virtual IP Pool
. X Password: |.I....I..I..I......|
Multiline Options
VPN Interface Confirm PWD: |.l....l..l..l......|
Multiline Policy Protocel: UDP
Local Subnet W] Enable traversal @®
Tunnel Route [] cross-1SP Access Opt. Low packet loss EI Packet loss rate: |10 %o
[ IPSec VPN ) Enabled
[ Objects
[» Advanced
b Object LAN Service Cancel

2) Configure the [VPN Interface], add internal network port, as shown below:

AL I8 IVIN.9

b Security Databases Add Delete

* VPN Interface Status LAMN Interface Sub

/=) Interfaces -- Webpage Dialo X

I SSL VPN [] Enabled _ kel ) — x|
@ https: /10,252,252, 252 html/dlanvnc_operat @ Certificate errar

4 [PSec VPN
Status VPN Interfaci
. Interface:
Basics ® Auto
ey Metmask: |U.[Hlﬂ |
ocal Users .

SRR Netmask 0.0.0.0 indicates the netmask

VPN Connections . keeps consistent with that of the specified
O Specified interface.

Virtual IP Pool

Multiline Options Choose internal network interface

I VPN Interface I

Save Cancel

Multiline Policy

Mobile User End Point configuration:
Configure the main connection, as show on picture below:
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Change Usernarme and Password

Llzemarne: IGUESt Y'ou can change uzername and password here. In

caze of Dkey uzer, only password can be changed.
Pazgword: I “““““ Change I

W ame; Ilest
Tranz Mode: ILIDP j Change Dnline
New PSw: [~
Crozz-15P Optimization
™ Enable |LOW PACKETS LO5 ~| Packet lost rate[3] |1EI Confim: |

I (1]:4 I Cancel

7 Attention

1) Branch and HQ need to configure the VPN interface setting.
2) If WAN interface use PPPOE to go to internet, you can call to Sangfor for apply WEBAGENT
address.
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