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Declaration 

Copyright © SANGFOR Technologies Inc. All rights reserved. 

No part of this document may be reproduced or transmitted in any form or by any means without prior 

written consent of SANGFOR Technologies Inc. 

SANGFOR, SINFOR and  logo are the trademarks of SANGFOR Technologies Inc. All other 

trademarks and trade names mentioned in this document are the property of their respective holders. 

Every effort has been made in the preparation of this document to ensure accuracy of the contents, but 

all statements, information, and recommendations in this document do not constitute a warranty of any 

kind, express or implied. 

The information in this document is subject to change without notice.  

To obtain the latest version, contact the international service center of SANGFOR Technologies Inc. 
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1 Introduction 

1.1 Abbreviations and conventions 

NGAF in this article refers to the SANGFOR NGAF device. 

VPN in this article refers to the SANGFOR VPN function. 

1.2 Feedback 

If you find any questions of this documents, please feel free to give us feedback, email: 

tech.support@sangfor.com. 

2 Background 

VPN full name “Virtual Private Network” is “Specialize for Virtual Network”. VPN is define by pass 

through the internet and build a temporary safe connection, is a safe connection tunnel that pass 

through internet. By using this tunnel, the data able to encrypt few times and achieve to surf the 

internet safely. VPN is expand on company internal network. VPN able to help remote on customer 

site, company branch, business partner and supplier able to establish a save internal network 

connection, it is cost efficiency for business partner and company to connect to each other through 

VPN. VPN mainly is use tunnel, encrypt and key management with device credential technology. 

3 Test scenario 

Brief introduction for topology for SANGFOR VPN. 

1) Suitable for Windows User to connect to SANGFOR VPN for access the company application 

2) Suitable for HQ and Branch to establish network connection using SANGFOR VPN: 
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Network topology briefly describe: 

HQ: 

1) AF device route mode is deploy on the top of core switch, internal network port ETH1 in 

connect with internal network core switch, ETH2 port will connect to public network, ETH1 

info: 172.168.1.1 ETH2 info:10.0.1.2/24, core switch interface port IP as 172.168.1.0 

2) Device that connect to core switch, internal network as:172.168.1.0/24 

Branch: 

1) Branch AF as route mode also, ETH1 port as internal network:172.168.3.1/24 

2) The internal layer 2 device as switch, internal network device gateway point to AF interface, 

network as:172.168.3.0/24  

4 Requirement 

1) 1 AF device with usable user 

2) The user is use to install Pdlan in the Windows PC 

3) Another AF device on branch site 

5 Configuration Checking 

1) AF device have license for VPN User 

2) Install PDLAN on Windows PC 

3) Configure VPN correctly on the NGAF device using Web UI. 

4) Configure correctly on PC’s VPN 
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5) VPN to VPN connection from site to site, the branch SANGFOR unit also need to have correct 

configuration on Branch VPN. 

6 Configuration and Guide 

6.1 License checking 

1) Kindly confirm AF device have Mobile VPN license as below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

6.2 Install PDLAN software 

1) Download Link:  

http://community.sangfor.com/plugin.php?id=service:download&action=tool 

Kindly install the software into Windows PC. 
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6.3 Configure VPN 

HQ AF configuration 

1) [Network] -> [Interface] -> [Edit physical Interface] -> ETH1 port, as shown picture below: 

 

 [Network] -> [Interface] -> [Edit Physical Interface]—ETH2 port, as shown picture below: 
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2)[Network]->[Routing]->[Add]->[Static Route], add new static route, insert internal network IP 

address as destination, and next hop insert IP as layer 3 device, as shown on picture below:  
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3) [VPN] -> [IPSec VPN] -> [Basic], insert [Primary Web Agent] as own public IP address on 

ETH2. 

 

4) Add [Virtual IP pool] (If peer site is hardware device, you may ignore this), configuration as 

shown below: 

 

5) In [Local User] menu add [New User], If is mobile user kindly configure as picture below: 
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If the peer site is Sangfor Device, kindly configure as below: 

 

6) Configure [VPN Interface], [Add] then choose internal interface as shown picture below: 
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7) Add [Local Network IP], as shown as below: 

 

 

Branch site Configuration 

1) Configure [VPN connection], add HQ web agent IP address and HQ new User name and 

password as shown below: 
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2) Configure the [VPN Interface], add internal network port, as shown below: 

 

Mobile User End Point configuration: 

Configure the main connection, as show on picture below: 
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7 Attention 

1) Branch and HQ need to configure the VPN interface setting. 

2) If WAN interface use PPPOE to go to internet, you can call to Sangfor for apply WEBAGENT 

address. 

 

 

 

 


