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1 Introduction

1.1 Abbreviations and conventions
NGAF in this article refers to the SANGFOR NGAF device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Scenario

To ensure company and department can operate normally and increase work efficiency, the application
control policy and URL filtering should be configured in NGAF.

The purpose is to control LAN users use application and access website in working hours. This testing
is to demonstrate how to block users watching online video and restrict users accessing shopping website.

Test environment is shown as below:

Router

NGAF

PC 192.168.19.55/24

e WAN gateway: eth2.
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e LAN gateway: eth3.

e LANPC: 192.168.19.55.
e Deployment: Bridge mode (access).

2.1 Prerequisite

I. Make sure that Application Signature and URL Database upgrade to the latest version.
ii. The data flow of PC accessed to Internet must pass through NGAF.

3 Configuration Steps

3.1 Basic setting

I. Login to NGAF web console, configure the types of eth2 and eth3 as bridge mode and
connection type is access with vlanl in Network>Interfaces>Physical Interface. Besides,
divide eth2 as WAN zone with select “WAN properties” and eth3 as LAN zone.

Navigation e
} Status I Physical Interfacel ” Sub-Interface ” WLAN Interface ” Aggregate Interface ” GRE Tunnel ” Zone ” Link. State Propagation |
Iv Network I v Enable @ Disable | 5 Refresh
Marne Interface Status  WAMN Attrib... Ping Type Zone IP Assignment
Rauding ethd gy Mo Allow Routeilayer 3} Management Static IPvw4/Ste
e ethl gy Mo Deny Routeilayer 3} LaMNArea Static IPw4/Ste
irtual Wire
. Access
Advanced Options ELE lil e o ErdmeilEr 2) et access:l
_ . Access
Optical Bypass Module eth3 lil Mo --- Bridge(layer 2} LAN acemssil
MNAT etha gy Mo o= Virtual Wire
[ SSLVPN eths gy Tes --- Virtual Wire

ii. In Objects>Network Objects to add “IP Group” for LAN zone PC with IP address
192.168.19.0/24.

b Status Metwork Objects || Discovered Servers |
}Dhjects I |
[ Marne:
I Metwark Objects I LA BE
Services Description:
4 Security Policy Template D|
Exploit Protection I:|| IP Yersion:
wieb App Protection O ®) TPy IFvE
APT Detection |:|| IP Address: (i)
Content Security r ! |192,1|5E|,19,D,f24 I
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3.2 URL Filtering

I In Objects > Security Policy Template > Content Security to create a Content Security

Template for “Forbid online shopping”.

Name: Forbid online shopping
Description:
Protection

["]Email Protection{email body detection, attachment filter and anti-virus)

Server Port: g

Malicious Email Alert: |1t contains malicdious conte
[ URL Filter
Sites: Online Shopping |
[C]File Protection(file filter and file anti-virus}
Schedule: All week -
|Advanced Sel:tings| | oK | | Cancel |

ii. In Policies > Network Security > Policies Create a Policy, click add > Policy for Internet
Access Scenario to create a new policy for Forbid online shopping.

Add Policy for Internet Access Scenario X

Basics *+* Protection + Detection and Response

Name: Forbid online shopping
Description: Optional, 0 to 95 characters
Status: ¥/ Enable
Source
Zone: LAN e
Network (@) Network Objects
Objects/Users:
LAN PC i
) User/Group
a
Destination
Zone: WAN T
Network Objects: All @
 Next | | cCancel

Your Future-Proof IT Enabler

Sangfor Technologies

Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China

T.: +60 12711 7129 (7511) | E.: tech.support@sangfor.com | W.: www.sangfor.com



g SANGFOR

Add Policy for Internet Access Scenario X
Basics + Protection + Detection and Response
Basics Protection (for any scenario)
[} Intrusion Prevention (i)
Default Template_Internet Access Scenariow | Action:
¥/ Content Security (i)
Forbid online shopping ~  Action: (U Allow (@ Deny
Next | | Cancel |

Back

Add Policy for Internet Access Scenario

I

Basics + Protection <+ Detection and Response

Detection (for any scenario)
("] APT Detection (i)

Default Template v | Action:

Response (for any scenario)

Affiliated Source Lockout (i)  Seltings
[#| Log event

Back OK ‘ | Cancel
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3.3 Application control

I In Policies>Access Control>Application Control to create a new policy “Forbid using
application” to restrict users.
e Network Object: Target IP Group (Example: LAN PC)
e Zone: LAN
e Application: Select all the application which are related with QQ.

Add Application Control Policy

¥ Enable
Name: Forbid stream media
Group: Default group v
Priority: above entry No. i1
Source

Network Objects/Users: (® Network Objects

LAN PC @
() User/Group
)
Zone: LAN @
Port: (o) All

() Specified Port (i)

Destination

Network Objects: All 5
Zone: WAN [
Service/Application
Service/Application: [ Service
|
(@) Application

Streaming Media/All @
Schedule: All week v
Action: () Allow @ Deny
Advanced Settings: Settings
Remark: Optional, up to 256 characters

il
Save and Add | OK | | Cancel
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4 Test Results

4.1 Unable to access online shopping website. (Example: taobao.com )

1 o |
|2 hitpytacbaa.comy P~ ¢ | & tacbav.com |

I\ Access is denied

According to the access control palcy, you are not a owed to access this website. I you have any doubt, please contact the natwerk administratar.

4.2  Failed to watch online streaming media.
@3 YouTube sangfor
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5 Precautions
I. Should not configure LAN users to Global Exclusion in NGAF.
ii. Application Signature and URL Database must be the latest version.
iii. If you want to check the log, you can tick “Log Event” in Policy, therefore can check the

records in Internal Report Center.
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Content Security (Path: Internal Report Center> Logs>Content Security)
Application Control (Path: Internal Report Center>Logs>Application Control)
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