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Declaration 

Copyright © SANGFOR Technologies Inc. All rights reserved. 

No part of this document may be reproduced or transmitted in any form or by any means without prior 

written consent of SANGFOR Technologies Inc. 

SANGFOR, SINFOR and  logo are the trademarks of SANGFOR Technologies Inc. All other 

trademarks and trade names mentioned in this document are the property of their respective holders. 

Every effort has been made in the preparation of this document to ensure accuracy of the contents, but 

all statements, information, and recommendations in this document do not constitute a warranty of any 

kind, express or implied. 

The information in this document is subject to change without notice.  

To obtain the latest version, contact the international service center of SANGFOR Technologies Inc. 
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1 Introduction 

1.1 Abbreviations and conventions 

IAM in this article refers to the SANGFOR IAM device. 

1.2 Feedback 

If you find any questions of this documents, please feel free to give us feedback, email: 

tech.support@sangfor.com. 

2 Application Scenario 

  SNMP management software is run to monitor logs information of devices in a network environment. 

To know what the supported SNMP versions are and how to configure SNMP network management 

software for device management. 

3 Conditions to run SNMP test 

IAM device and SNMP network monitoring software. 

4 SNMP configuration flow 

i. Configure SNMP  

ii. Download the MIB library 

iii. Configure third-party software 

5 Configuration and screenshots 

5.1 SNMP configuration 

Navigate to System -> General -> Advanced -> SNMP 
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Enable SNMP v1/v2: Tick to Enable SNMP v1/v2 and set a community name. The SNMP 

community name must match with the SNMP community name that is configured in the SNMP 

management software. 

Enable SNMP v3: Tick to Enable SNMP v3 

USM User: Set USM username 

Authentication required: Enable and set authentication method, you can choose between MD5 and 

SHA. 

Encryption: Tick encryption to enable DES encryption mode and set a password for encryption. 

Download MIB: Click this button to download the MIB library of the device to import it into the 

SNMP management software. 

5.2 Download MIB library 

Navigate to System -> General -> Advanced -> SNMP -> Download MIB 



 

Sangfor Technologies  

Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China 

T.: +60 12711 7129 (7511)   |   E.: tech.support@sangfor.com   |   W.: www.sangfor.com 

 

6 Precautions 

7.1 SNMP is supported from IAM 3.4 to later firmware version, such that network administrators are 

able to monitor device status via SNMP network management software. 

7.2 For firmware version IAM 3.4 to IAM 4.1R2, the default community string in Sangfor is sinfors 

while IAM 11.x is using sangfor as community string. 

 

 

 


