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Chapter 1 Application Scenario

GRE over IPsec VPN, as shown in below:

Firewall A Firewall B

eth2: 10.1.129.52/24 eth2: 10.1.129.51/24

eth2: eth6:
50.50.50.1/24 40.40.40.1/24
2.2.21/24 3.3.3.1/24

IP:2.2.2.2/24
GW:2.2.21 IP: 3.3.3.3/24
GW: 3.3.3.1
Requirement:
1. The version of NGAF must at least 7.1.
2. NGAF is able to communicate with peer.
3. Both end need to use IPsec VPN to establish connection.
4. In VPN LAN interface a different network segment IP should be added on top of the existing

gateway IP. The new IP is used to troubleshoot the effect of VPN inbound policy and outbound
policy which directly allow LAN IP communicate via VPN tunnel.
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Chapter 2 Configuration Method

1. The basic network configuration needs to ensure that the interface, default route and zone is
configured correctly. The content security policy should be allow all. The details may refer to
“SANGFOR_NGAF_V8.0.5_Route Mode Deployment Guide”, as shown in below:

http://community.sangfor.com/plugin.php?id=sangfor databases:index&mod=viewdatabase&tid

=975
An additional network segment was added in NGAF LAN interface, Firewall A add 50.50.50.1,
Firewall B add 40.40.40.1

Firewall A
Edit Physical Interface b4
#| Enable
Mame: ethl
Description:
Type: Route (layer 3)
Added To Zone: lan
Basic Attributes: «| Pingable
WAN attribute
IPSec VPN outgoing line: -
IPv4 || IPvE
® Static DHCP PPPoE
Static IP: 2.2.2.1/24
50.50.50.1/24
®
Mext-Hop IP: @
Line Bandwidth
Outbound: 1024 Mbps ~
Inbound: 1024 Mbps ~
Link State Detection
Specify link state detection method(s). | settings |
OK || Cancel |
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Firewall B
Edit Physical Interface x
|# Enable
Name: eth1
Description:
Type: Route (layer 3) =
Added To Zone: LAN |v|
Basic Attributes: |_| Pingable
| WAN attribute
|_| IPSec VPM outgoing line: Line 1 v
IPv4 IPvE
(® Static () DHCP () PPPoE
Static IP: 333.1/24
40.40.40.1/24
O]
Mext-Hop IP: )
Line Bandwidth
Outbound: 1024 Mbps ~
Inbound: 1024 Mbps -
Link State Detection
Specify link state detection method(s). ‘ Settings |
| 0K ‘ | Cancel ‘

Note: Except NAT does not need to configure, other configuration may refer to the file provided.
2. After the basic network configuration has been done, then in Network > Interface > GRE Tunnel

to configure GRE interface, as shown:

Firewall A
Add Tunnel a

No.: 52 ®

Zone: WANZ >
Basics
IP Address: e.g., 0.0.0.0/0 @
Source Address: 50.50.50.1 @
Destination Address: 40.40.40.1 ‘@
GRE Key: @

Remark:

Optional, up to 256 characters

Advanced oK | | Cancel
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Firewall B
Edit Tunnel X
No.: 51 ':D
o WAN1 v
Basics
IP Address: e.g., 0.0.0.0/0 @
Source Address: 40.40.40.1 @
Destination Address: 50.50.50.1 @
GRE Key: @
Remark:
Optional, up to 256 characters
Advanced QK Cancel
Note:

IP address: GRE interface IP address, this IP is a new IP address, the local PC and peer interface IP

should not have IP conflict. The configuration of OSPF scenario must be configure.

Source IP address: Local WAN interface IP address

Destination IP address: Peer WAN interface IP address

GRE Key: Must be same on both side, it can be not configured.

3. Configure IPsec VPN, by using the interface newly add IP address to build the CPN connection,

the detail of the configuration as shown:
Firewall A

Phase 1 configuration:

& Edit Peer Device - Google Chrome = |0 x
A Notsecure | /clu~d75eedd0-706b-4399-9668-/ff...

Device Name: Firewslla

D ion:

Outgoing Line: Line 1 @

Address Type: Static IP

Static IP: 10.1.128.51

Authentication: - v

Pre-Shared Key:

3
b
i
@
&
d
2
=
5
2
- -

Confirm Key:

Work as secondary appliance (1)

#| Enabled #| Auto connect

Advanced 0K Cancel
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Phase 2 configuration:

Inbound Policy:

[EEs
A Not secure \ Jclu~d75eedd0-706b-4899-9668-71f...
Name:
Source: | Subnet ¥

Subnet: 4040400
Netmask: 255.255.255.0

Peer Device: | Firewalla r

Inbound Service: All Services A

| Enable expiry time
Expiry Time: 0-00-00 1] Bl o

\#*| Enable This Policy

0K Cancel

Outbound Policy:
Google Chrome
A Not secure | \/clu~d75eedd0-706b-4899-9668-71f...
Name:

4
Source: | Subnet v
Subnet: 50.50.50.0
Netmask: 255.265.265.0

Peer Device: | Firewall& v
SA Lifetime: 25800 {s)

Qutbound Service: | All Services hd
Security Option: Default security opl ¥

|| Enable expiry time
Expiry Time: 0-00-00 o Hli] ]
|#] Enable This Policy

|| Perfect Forward Secrecy(PFS)

QK. Cancel
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Firewall B

Phase 1 configuration:

P Edit Peer Device - Google Chrome

A Not secure

Device Name: Firswall A
Description:
vf
Outgoing Line: @
Address Type: Static IP v
Static IP: 10.1.129.52]
Authentication: Pre-Shared Key v
Pre-Shared Key:
Contim Key:

Work as secondary appliance :'J

#| Enabled #| Auto connect

Advanced 0K Cancel

Phase 2 configuration:

Inbound policy:

nbound Policy Settings - Google Chrome

A Mot secure | =

Name:
Description:
Source:
Subnet: 50.50.50.0

Netmask: 255.255.255.0

Peer Device: Firewall A A

Inbound Service: All services v

Enable expiry time
Expiry Time: 0-D0-00 o :0 D

#| Enable This Policy

0K Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



NGAF Configuration Guide Version 8.0.8

Outbound policy:

5 Outbound Policy Settings - Google Chrome

A Not secure | 2/clu~d75eedd0-706b-4899-9668-71f...
Neme:
Source! | subnet v
Subnet: 4040400
Netmask: 255265255 0|
Peer Device: | Firewall & v
SA Lifetime: (s)

Outbound Service: | All Services A
Security Option: Default security opl ¥

|| Enable expiry time
Expiry Time: 0-00-00 o ] )

|#| Enable This Policy
| Perfect Forward Secrecy(PF5)

0K Cancel

4. Configure a static route that will route the packet into GRE tunnel, as shown in below:

Firewall A:
Add Static Route X
Destination: 3.32.32.0 @
Subnet Mask: 255.255.255.0
Mext-Hop IP: 0.0.0.0
Interface: Tunnel52 |V|
Metric: 0
Link State Detection: Disable v @
| QK | | Cancel |
Firewall B:
Add Static Route X
Destination: |2_2_2_|:| |®
Subnet Mask: 255.255,255.0
Mext-Hop IP: 0.0.0.0
Interface: Tunnel51 h
Metric: Q0
Link State Detection: Dizable w {D
| QK | | Cancel
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As the VPN tunnel has been encrypted, therefore if the packet is capture from WAN interface is
not able to capture GRE encapsulated packet. But the GRE tunnel in this testing environment
must be build up, then LAN PC and server IP is able to ping each other. This is because VPN
inbound and outbound policy does not contain LAN PC and server IP, PC’s ping packet is unable
to enter VPN tunnel. Therefore, if there is any misconfigured, the packet will not enter GRE

tunnel, PC is not able to ping server.

Chapter 3 Precautions

1. In VPN LAN interface a different network segment IP should be added on top of the existing
gateway IP. The newly added IP will act as the VPN route address.

2. Need to configure a static route to let the packet go through GRE tunnel. GRE tunnel interface
will be choose as the static route interface, next-hop IP will be 0.0.0.0

3. The VPN service need to be enabled in Network > IPsec VPN > Status.
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