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Chapter 1 Application Scenario

NGAF failed to establish IPsec VPN.

Chapter 2 Troubleshooting Methods

4.

Go to Network > IPsec VPN > Status check whether the standard IPSEC connection is successful.
As shown below we can see a normal VPN connection.

Dashboard | I

Local VPN: Running Remaining License for Third-party:[3]

WAN Traffic:  Inbound: 0.00 bps Outbound:0.00  bps

VPN Traffic: Inbound: 0.00 bps Outbound: 0.00 bps

Entries Per Page: 50 <> » 1/1 Page Total 1 entries Pagel Y Tunnel NAT Status Refrash Display Options Disable VPN Fuzzy match E

Disconnect | Connection Username Description| Type Realtime Traffic (In/Out) Internet IP LAN IP Time Connected Protocol
test(IN)-test(OUT) test SANGFOR device 0.00bps/0.00bps 192. 22 10 0/255.255.255.0 2019-11-28 10:56:02 IPSEC_ESP

We need to pay attention to the following information.

[Internet IP]: The public IP of the peer device connected to this device is displayed here.
[LAN IP]: Internal network segment of the peer device.

[Time Connected]: VPN connection success time.

[Protocol]: The transfer mode used by the VPN connection.

Confirm that the network environment of the devices at both ends includes: device deployment
mode, NGAF version information, network topology, whether the exit is a dial-up or fixed IP
address, and whether a dynamic domain name exists.

(1) If the VPN devices on both sides have a NAT environment, they must use the aggressive mode,
and the UDP 500 and 4500 port mapping must be done on the front device.

(2) If both parties have fixed IP and no NAT environment, then they can be in aggressive or main
mode.

Go to System > System > Authorization check if NGAF has sufficient VPN authorization.

D Network License
FEE]
Device License SSL VPN
Determine how many WAN links and VPN branch Determine the maximum number of concurrent
sites are allowed users
Expiration Date: Never expire Expiration Date: Never expire
« Branch VPN Sites: 3 « Max Concurrent Users: 3

. Bandwidth Tlicense: 400 Mbps

Check whether the basic parameters of the devices at both ends of the VPN are configured correctly.
(1) Go to Network > IPsec VPN > Phase I check basic parameters.
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5] Device Address Authentication Conn € Advanced Options - Gaogle Chrome _ o
@ Edit Peer Device - Google Chrome - 2 X | A FZe | 1929 "0 /html/dlan/device_advance.html
A F#2e | 192 mwst4/html/dlan/device_operate.html
ISAKMP Lifetime: 28800 (s)
Device Name: test -
Max Attempts: 107
= Mode: Aggressive Mode ¥
Outgoing Line: ®
D-H Group: MODP1024 Group(. ¥
Address Type: ‘ Static IP v ‘
Static IP: 192.168.19.22 Local Identity Type: 1P address(IPV4_Al ¥
Authentication: Pre-Shared Key A Local ID: 192.168.10.96
Peer ID Type: IP address(IPV4_Al ¥
pre-Shared Key: reddessEA ALY
#| Enable DPD |} Enable NAT traversal
[_] Work as secondary appliance (i) DPDSettings
¥ Enabled ) Auto connect Detection Interval: 5 (s)(5-60)
Max Timeout Count: 5 (1-6)
ISAKMP Algorithm
oK L — Authentication: Encryption:

= MD5 v 3DES v

OK Cancel

(2) Go to Network > IPsec VPN > Phase II > check basic parameters.

€ outbound Policy Settings - Google Chrome — O X
A &% | "=y mmwsm/html/dlan/policy operate.html

Name: [test(OUT)| |

Description: g

Source: ‘ Subnet v |

Subnet: 192.168.10.0 |

Netmask: 255.255.255.0 |

Peer Device: ‘ test v |

SA Lifetime: 28800 | (s)

Outbound Service: | All Services v |

Security Option: | Default security opt! ¥ |

|_| Enable expiry time
Expiry Time: 0-00-00 0 : 0 ;[0

¥ Enable This Policy
|| Perfect Forward Secrecy(PFS)

OK Cancel
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(3) The specific parameters that need to be compared at both ends of the VPN are as follows.

Phase

Auto connect

Whether need to Consistent

Sangfor Device Options|

Third-party Decive

Compare Results

Phase |

WAN [P No Related
Auto connect No Need
IKE Version Must be consistent Only V1 in NGAF8.0.13

Pre-shared Key

Must be consistent

ISAKMP Lifetime

Must be consistent

Mode Must be consistent
D-H Group Must be consistent
Local Identity Type aggressive need to compare
Local ID aggressive need to compare
Peer ID Type aggressive need to compare
Peer ID aggressive need to compare
Enable DPD Must be consistent

Enable NAT traversal

Must be consistent

ISAKMP Authentication Algorithm

Must be consistent

ISAKMP Encryption Algorithm

Must be consistent

Phase Il

IPsec Protocal

Must be consistent

D-H Group Must be consistent
SA Lifetime Must be consistent
Seurity Option Must be consistent

Authentication Algorithm

Must be consistent

Encryption Algorithm

Must be consistent

Perfect Forward Secrecy(PFS)

Must be consistent

Inbound Policy

Peer intranet network segment

Qutbound Policy

Local intranet network segment

5. After checking all configurations, there is no problem, but the VPN still cannot be established. Go to
System > Troubleshooting > Logs check VPN service Error or Warning log. If the error log cannot

analyze the cause, you can also try to analyze info and debug info. For more common log cause

analysis, you can refer to Chapter 4.

Logging X

Logging

[ ] Info
|«) Error

|| Warning

| | Debug

Select programs to view the related logs:

OO0OO000O0OXO

Programs

VPN Service

TCP Application
MLineDetect

SSLVPN

Access Log System
Traffic Statistics
Anti-Virus DB Update

. oK

H Cancel ‘

6. If the above troubleshooting does not solve your problem, you can try go to System >
Troubleshooting > Capture Packets capture the packet to analyze the VPN interactive process.
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Chapter 3 Guide for VPN packet analysis

The three packets in Phase I of Aggressive Mode, as shown below.

12 10.003195 192.168.19.22 192.168.19.14 ISAKMP 346 Aggressive
1310.010702 192.168.19.14 192.168.19.22 ISAKMP 366 Aggressive
1410.012927 192.168.19.22 192.168.19.14 ISAKMP 94 Aggressive
2. The six packets in Phase I of Main Mode, as shown below.

710.353395 192.168.19.14 192.168.19.22 ISAKMP 182 Identity Protection (Main Mode)
810.355530 192.168.19.22 192.168.19.14 TSAKMP 182 Identity Protection (Main Mode)
910.372499 192.168.19.14 192.168.19.22 ISAKMP 222 Identity Protection (Main Mode)
10 10.386788 192.168.19.22 192.168.19.14 ISAKMP 222 Identity Protection (Main Mode)
1110.391100 192.168.19.14 192.168.19.22 ISAKMP 102 Identity Protection (Main Mode)
12 10.405654 192.168.19.22 192.168.19.14 ISAKMP 102 Identity Protection (Main Mode)

3. According to the parameter information of the data packet, we can check the parameters and locate
the problem. By analyzing the data packet, we can know whether the basic parameters at both ends

are consistent. The Phase I of the data packet, as shown below:

User Datagram Protocol, Src Port: 500 (500), Dst Port: 580 (500)
vInternet Security Association and Key Management Protocol
Initiator SPI: @c7e7fd8ffdaec29
Responder SPI: ©000000000000000 | *==——
Next payload: Security Association (1)
Version: 1.0 | <= |KE VVersion
Exchange type: Identity Protection (2)
Flags: 0x00 -
Message ID: 9xB80000000
Length: 14@
vType Payload: Security Association (1)
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: 00000001
vType Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (©)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: @
Proposal transforms: 1

all is 0 mean this is the first packet

Main Mode

vType Payload: Transform (3) # 1

Next payload: NONE / No Next

Payload length:

32

Transform number: 1
Transform ID: KEY IKE (1)

Payload

(@)

Other basic parameter

/

Transform IKE Attribute
Transform IKE Attribute
Transform IKE Attribute

Type
Type
Type

(t=4,1=2) Group-Description :
(t=11,1=2) Life-Type :

Seconds

(t=12,1=2) Life-Duration : 28800

Transform IKE Attribute Type (t=2,1=2) Hash-Algorithm : MD5
Transform IKE Attribute Type (t=1,1=2) Encryption-Algorithm : 3DES-CBC
Transform IKE Attribute Type (t=3,1=2) Authentication-Method : PSK

Alternate 1024-bit MODP group

4. Ifitis stuck in the Phase II and the configuration cannot be checked, you can let the peer initiate a
connection. We capture the data packet to decrypt and decrypt the second-phase parameters of the
peer and then analyze and compare.

1310.407118 192.168.19.14 192.168.19.22 ISAKMP
1410.419404 192.168.19.22 192.168.19.14 ISAKMP
1510.419416 192.168.19.14 192.168.19.22 ISAKMP

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Chapter 4 Common Log Cause Analysis

Scenario 1: Shared keys are inconsistent
Warning Logs: Please make sure [MYS-HDC] shared key of both parties are coherent!
Delete SDLAN from SN

[lsakrhp_éefver]Plgaie make sure [MYS-HDC] shared key of both parties are cbhereht!
[Isakmp_Server] Receive& nc:tification from [SGP-HDC]:PAYL&AD:MALFORMED(Possibly because the pe
Root Cause: Pre-Shared Key of both parties are different.
Solution:
Go to Network > IPsec VPN > Phase I change Pre-Shared Key Configuration.

Scenario 2: It contains too many payloads

Warning Logs: Received an invalid IKE packet, for it contains too many payloads

9 VPN Service [ 10:38:56 [ipsec_vpn][message:246] [ 5<25623>] received an invalid IKE packet, for it contains too many payloi

10 VPN Service 10:38:56 [ipsec_vpn][message:246) [! s RE-20A3 L casnisndaniomlid IME ancdlibeoiteseteing (00 Many peyloBt
[ipsec_von][message:246)

11 VPN Service 10:38:56 [ipsec_vpn][message:246) 9<i | 95<25623>] received an invalid is too many payloads

12 VPN Service 10:38:55 [ipsec_vpn][message:246) [ .8(1.1:/? _oa‘:_k_e_l,__f'o_r_nicq'an_r'\_s_tg&nlir\_y_(?.ylga_?s_._'__"‘s too many payloads

Root cause: There is limitation in payload number in DLAN version 6.2.0 and above.
Solution:

Contact Sangfor support.

Scenario 3: No proposal is chosen

Warning Logs: Received notification from peer: No proposal is chosen.

Ee VPN Service Varning  19:52:17 [ipsec_vpn][payload_notify:198] [@HeadOffice: S0l ... -0 4<500><b36ae8054bba858d:00000000> JReceived notification from peer

45 VPN Service 19:52:07 [ipsec_vpn][exchange:826] [@HeadOffice<VLAN 200-VLAN 222>:7 1< 50N> < h3KaeRNSahhaRSAA 141f5124 > 1Negotiate SA
[ipsec_vpn][payload_notify:198]

46 VPN Service 19:52:07 [ipsec_vpn][exchange:826] [@HeadOffice<VLAN 205-VLAN 220>:| [@HeadOffice: <500>]Received legotiate SA

47 VPN Service 19:52:07 Linsac yvonllexch :8261 [@HeadOffice <1 AN 205-VI AN 222> Notification from peer: No proposal is chosen Neaotiate S£

Root Cause: Local did not receive peer ISAKMP Algorithm in Phase II.

Solution: Try to use other authentication Algorithm and encryption Algorithm.

Scenario 4: Integrity Algorithm inconsistency

Warning Logs: Integrity Algorithm inconsistency occurs, for it set to [SHA1] and [MD5] at peer and
local devices respectively.

46 VPN Service Warning  12:04:34 [ipsec_vpn][proposal:583] Integrity Algorithm inconsistency occurs, for it is set to [SHAL) and [MDS] at peer and local devices respectively.

47 VPN Service 12:04:34 [iPsec_{ [insec_vpn]ipropossl:583] Integrity Algorithm iguration test:lus. 2<0> and starts creating SA.

48 VPN Service 12:04:31 [ipsec_y Inconsistency accurs, for it is set to [SHAL] and 7e7fdB0e3d64a8:00000000> JReceived invalid packet and failed to parse payload.
[MDS] at peer and local devices respectively.

a9 VPN Service Warning  12:04:31 [ipsec_vpN[PaYIOAT_Manager: [45] [QIesT 192, 168, 19:22<500> <0c7e7fd80e3d64a8: 00000000 > |Failed to parse payload (sa payload v1). Returnec

Root Cause: Integrity Algorithm inconsistency
Solution: Modify Phase I the ISAKMP Algorithm configuration to be consistent.

Scenario 5: DH-Group inconsistency occurs

Warning Logs: DH-Group inconsistency occurs, for it is set [2] and [1] at peer and local devices
respectively.

10 VPN Service 14:50:27 [ipsec_vpn][propesal:587] DH-Group inconsistency occurs, for it is set ta [2] and [1] at peer and local devices respectively.

11 VPN Service 14:50:20 [ipsec_vpn][payload_notify:198] [@test:1. ) 145005 <Nc7a7frA42945aa3-0000NNNN > Received notification from peer: No propesal is chos
N . N | [ipsec_vpn][proposal:587] DH-Group inconsistency

12 VPN Service 14:50:17 lipsec_vpn][exchange:688] [@test: 1 $ accurs, for it is set to [2] and [1] at peer and local [6d invalid packet and failed to parse payload.

13 VPN Service 14:50:17 lipsec_vpn][payload_manager:148] [@test| devices respectively. > Failed to parse payload (sa payload v1). Returnec

Root Cause: DH-Group inconsistency.
Solution: Modify the DH-Groups at both ends to be consistent.
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Scenario 6: Does not support IKE v2
Warning Logs: Message for ip with a uncorrect ISAKMP_MAJOR_VERSION value!

Message for i ¢.L.2¢.* =i with a uncorrect ISAKMP_MAJOR_VERSION value!
Message for <% 1) with a uncorrect ISAKMP_MAJOR_VERSION value!
Message for | B ! with a uncorrect ISAKMP_MAJOR_VERSION value!

Root Cause: Third-party devices initiate negotiation using IKE v2.

Solution: Setting up third-party devices to use IKE V1.

Scenario 7: Establishing connection timed out

Warning Logs: Establishing connection with ip <500> timed out.

1 VPN Service Warning  15:57:15 [ipsec_vpn][ike_sa:1572] [@test:100 4<500><0c7e7fd8d21463f5:00000000> |Establishing connection with 8. [0 _5..2 <5003 timed oL
bebug .57 . ete R,
2 VPN Service 15:57:15 Upsec_vpni[ike_sa:1758] Delete = =0 =< 2onem o
3 VPN Service Debug 15:56:57 [ipsec_vpn][exchange: 1338] Fail| [@test: LB <500> t(IN)-test(OUT)]), for Phase 1 cannot be found.
<0c7e7fd8d21463f5:00000000> ]Establishing
4 VPN Service 15:55:23 [ipsec_vpn][exchange:859] Start J = 20 Cer 15 222500 timed out
5 VPN Service 15:53:05 [ipsec_vpn][exchange:1077] [@t Status: out-1_in-0 7fd879633b70:4d79e038 > Negatiate SA in Phase 2 successfu

Root Cause: Port 500 on both devices cannot communicate normally.

Probable Cause:

(1) The network of the two devices is unreachable.

(2) A device in the middle intercepted the VPN negotiation packets.

(3) NGAF is not deployed on the public network, and the export device does not map port 500 normally.

(4) The connected packets are intercepted by the DOS or security policy of NGAF itself. It is
recommended to enable BYPASS for debugging on a specific IP

Chapter 5 Collect Information

If the problem still unable to be resolve through the troubleshooting steps above, you can collect the
below information and escalate the problem to Sangfor Technical Support with the Community Open a
Case feature. Technical Engineer will contact you to provide assistance on resolving the issue.

Information need to be collected:

(1) Network Topology.

(2) VPN negotiated packets.

(3) Screenshot of the System Logs for both sides.
(4) Specific parameter comparison table.

(

5) What troubleshooting step you had gone through.
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