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Chapter 1 Application Scenario

Establish IPSec VPN on NGAF and a third party device like CISCO RV042:

INTERNET

X.X.X222
X.X.X.251 / \

192.168.0.0
250.253.252.0

1192.168.75.0
1255.255.255.0

Requirement:
1. Require a NGAF device and a third party device such as CISCO RV042 device. Both of the

device must be able to communicate normally.
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Chapter 2 Configuration Method

1. CISCO configuration

1) Select gateway to gateway connection mode.

To Gatewa

iGateway

VPN Passthrough

2) Select the corresponding WAN interface, configure the name of policy.

3) Configure the connection mode and subnet range

POnly v

192.168.75.0
ssass 2550 |
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IP Address

IP by DNS Resolved |

1192.168.0.0

4) Parameter configuration of phase one and phase two

s v
&
s V]

v
v
v
v
v
v

2. NGAF configuration
1) Network > Interface to configure the interface, tick IPSec VPN outgoing line (before
version 6.8 does not have this module) or else the VPN service is unable function well.

Edit Physical Interface

[+ Enable
Name: ethl
Description: I
Type: Route (layer 3) ¥
Mdeﬂ To Zone: |..3_l.ll'|tl'l.l5t_A R
Basic Attributes: |« Pingable Need to correspond
|@ IPSec VPN outgoing line: |,_i,,, 1 |v|(9 |
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In Network > IPSec VPN > VPN interface add corresponding LAN interface. If the
LAN interface is not added, the VPN service is also not able to function. (WAN

interface with route mode should not be chosen as the VPN interface)

- Network

Interfaces

Routing

Virtual Wire

Adwvanced Options
[» SSLVPN

4 IPSecVPN
Status
Basics
Local Users
VPN Connections
Virtual IP Pool
WPM Interface

Multiline Options

2) In Network > IPSec VPN > Phase I to configure the parameter.

9 Edit Peer Device - Google Chrome

A Not secure i_r."html,-'dlan,.-’deui-:e_c perate.html A Not secure | _ «/html/dlan/device_advance.html
Device Name: ] ISAKMP Lifetime: 28300 (s)
7
Outgoing Line: (i) Select the outgoing line Mode:
. q Al
SRS TR SEEE D-H Group: MODP1024 Group(: ¥
static : —
|#| Enable DPD
Authentication: Pre-Shared Key A
DPDSettings
Pre-Shared Key:
Detection Interval: (s)(5-60)
Confirm Key: Max Timeout Count: (1-6)
|| Work as secondary appliance (i) ISAKMP Algorithm
¥/ Enabled ¥ Auto connect Authentication: Encryption:
MDS hd 3DES hd
oK Cancel
aK Cancel
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3) In Network > IPSec VPN > Phase II to configure the inbound policy and outbound

policy.
9 Inbound Policy Settings - Google Chrome = |0 x 9 Outbound Policy Settings - Google Chrome
A Not secure yhtml/dlan/policy_operate.html A Not secure | STINERRENE/html/dlan/policy_operate.html
Mame: hk Name: sh-HK
Description: P Description: p
Source: Subnet v Source: Subnet v
Subnet: 192.168.75.0 Subnet: 192.168.0.0
Netmask: 255.256.255.0 Netmask: 255.255.255.252
Peer Device: test A Peer Device: test r
B Need to select the correct tunnel

Inbound Service: All Services A SA Lifetime: 23800 (Sjra-v

Outbound Service: | All Services v

#| Enable expiry time
Expiry Time: 0-00-00 1] Hi] ] Security Option: Default security opl ¥

Enable expiry time
Expiry Time: 0-00-00 1] H(i]

#| Enable This Policy

#| Enable This Policy

Perfect Forward Secrecy(PFS)| Need to correspond with peer

aK Cancel OK Cancel

4) In Network > IPSec VPN > Security Options configure phase 2 authentication

parameter.
Mame Protocol| Authentication Algorithm Encryption D
esp-mdS-des ESP MD5 DES
esp-mdS-3des ESF MD5 3DES
esp-mdS-aes ESF MD5 AES
esp-mdS-aes256 ESP MD5S AES256
ezp-shal-des ESP SHAL DES
esp-shal-3des ESP SHA1 3DES
esp-shal-aes ESP SHA1 AES
esp-shal-aes255 ESP SHA1L AES256
Default securnty option ESF SHAL AES

Add Ok
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Chapter 3 Precautions

1.

Between two device’s UDP500 and UDP4500 need to be ensure that they are able to
communicate normally, or else unable to connect.

The lifetime for phase I and phase II is recommended to use 28800 seconds, if the lifetime use
3600 seconds it will be ended very fast.

When doing testing in LAN, the source IP and the destination IP must match the inbound and
outbound, otherwise the data is not able to enter the VPN tunnel.

Bridge mode does not support third party connection.

Before configuring IPsec VPN on NGAF, you need to Go to Network> IPsec VPN> Status
enable VPN service.

Make sure that NGAF has sufficient VPN License.
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