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WANO Bridged Line Failover deployment configuration guide

Chapter 1 Content requirements

1 Document title
SANGFOR_WANO_ Bridged_Line_Failover_deployment_Configuration_Guide _EN

2 Product Version

Every document should be written with the latest product version unless special instructions.

3 Applicable Scenario

Bridged Line Failover mainly for the deployment when Sangfor WANO is deployed in the customer
leased-line environment with Single bridge mode. Other than the acceleration effect, the function can
also act as back up for the leased-line. When the leased-line fails, the data can be transmitted through
the VPN connection established by Sangfor WANO. When the leased-line is normal, it switches back to
the dedicated line for data transmission. Typical topology is as follows

Leased-line
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3.

3.1.1Server side Configuration

1. Navigate to [System] > [Network] > [Deployment], select “VPN and Acceleration” for Service mode,
and then select “Bridged Line Failover”

1 Configuration

MNetwork
» Status
Deployment Local Subnet
+ System
Service Mode
» System
Service Mode:
b Metwork
5 Faning Deployment Mode:
b Users
Bridge Interface
¢ Objects
» DHCP

-

-

-

-

-

-

Logic Interface
Syslog & SNMP

-

» Central Management piiolingiIE:

Subnet Mask:
Sangfor VPN

Default Gateway:

WAN Optimization
MTU (Bytes):
Bandwidth Mgt

Firewall

Standby VPN Interface
High Availability

Interface:
Maintenance
Line Type:

Username:
Password:

MTU(576-1492):

Auto Dial-up:
Status:
Dial Up

Windows Domain

Multiline WCCP/CDP/NQA NIC GRE Tunnel

() Acceleration Only
(%) VPN and Acceleration

Bridged Line Failover || W

LAN(eth0)->WAN1(eth2) | v

192.168.120.134

255.255.255.0

192.168.120.1 Enter IP address of the router or gateway for
external network
1500
Multi-IP
eth3 =~
PPPOE v
adsl@163.gd Sentf o
Received: ==
Details:
Offline
1492
[] Enable
Offline
Advanced View Log Refresh

2. Configure the Working IP, subnet mask, default gateway, DNS and the PPPoE for the Standby VPN
Interface.

3. Navigate to [Sangfor VPN] > [Basics], configure the primary WebAgent by following to the WAN port
IP. In this case, for example the public IP is 2.2.2.2. Then, include the port number 4009, the WebAgent
will look like this: 2.2.2.2:4009. The other settings can remain default.

Status

Primary WebAgent:
S Secondary WebAgent:
Sangfor VPN Shared Key:

. Confirm:
SD-WAN Path Selection

-

MTU (576-1500):

|2.2.2.2:4DDQ | Change Password

| | Change Password

|ou .. | View Shared Key
|

> B MSS (0 or 550-1460): b ]

» Basics VPN Listening Port{default 4009):

» Local Users

» VPN Connections Advanced Test OK
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4. Navigate to [Sangfor VPN] > [Local Users], click on [New User] to create a new user.

a f) A g admin

SUFFORTY  LERLTH  RerORTS

Local Users
» Status
[ search Advanced Search
» System Groups:0 Total Users: 1 Selected: Users in Selected Group: 0 Page: 1/1 Page 1 Vv
~ Sangfor VPN [1 mame Status Users Inherited Attr. Algorithm | Description Operation
» SD-WAN Path Selection Default group 1
» Status Delete New User Mew Group Import From LDAP Server Import From Text Export
» Basics

b+ Local Users

» VPN Connections

aNew User --Webpage Dialog @

| httpsiff  fhtml/subfrm bt 7anti_csrf=EZ4Vtngi0P @ Certificate error
Username: Authentication: |Local
Password: Algorithm: |AES hd |
Confirm PWD: User Type: |Branch user V]
Description: |:| User Group: |Default group
Inherit group attributes

[] Hardware verification Certificate:

["] Enable expiry time Expired At: 0-D0-00 0 Hil1] : [0

[«] Enabled [] allow users to log in concurrently

Peer Root Certificate|  [v]

LAN Service Advanced oK Cancel
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5. Navigate to [WAN Optimization] > [Server] > [Users], create a new WOC user. WOC user is used to
create a new acceleration tunnel for the Client side and associate the required acceleration policy.

ol Policy  Policy Group

» Status
© new | X Jo)

»  System
> SR ] Username: branch
» WAN Optimization Password: senene

+ Application Proxy Confirm: ssssas

B Cach -
b ErDEsED Description:
» Video Optimization .
Client Type: woc ~

-

Server
Enable user

» Client
» Advanced Select Mame Description Operation
1 (@] Default for PACC Default policy group for inbound... View
+ Bandwidth Mgt
2 O] Default for gateway Default policy group for inbound... View
» Firewall
» High Availability
» Maintenance oK Cancel
[Username] To allow Client side establish Acceleration Tunnel with the Server WANO.
[Password] Password for the WOC account
[Confirm] Confirm password for the WOC account

[Description] Simple description for the WOC account

[Client Type] Type of the account created. Includes WOC and PACC for client type. WOC is for
establish acceleration tunnel between two Sangfor WANO. While PACC is for
establish acceleration tunnel between a mobile client and a Sangfor WANO.

[Policy Group] | Select the appropriate Policy Group to apply for this User. Click on [Add] will be
redirected to [WAN Optimization] > [Server] > [Policy Group]
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6. Navigate to [System] > [Routing] > [Policy-Based Routing] > [Lines], create 2 new lines. 1 for leased-
line, 1 for VPN.

Policy-Based Routing Static Route

» Status
~ System Policy-Based Reuting: (%) Enable O Disable Help Document

» System

b Network Lines Reuting Policy

» Routing

@ MNew HK | Delete
b Users
» Objects
MName: VPN
} Syslog & SNMP
b Outgoing Interface: | VPN > | D
» Central Management Enzble Line: (%) Enable ) Disable
Link state detection
» Sangfor VPN Method: @ DNs Q Fing
» WAN Optimization DNS Server: 8.8.8.8 Get System DNS
D EECiomaes Detection Interval: 3 seconds
» Firewall Max Attempts: 3 The link is considered down if detection fails so many times successively.
» High Availabili
igh Avatlabriity OK Cancel
» Maintenance
O Name Outgoing Int... Next-Hop Status Enable Operation

No data available

Pelicy-Basad Routing Static Route

» Status
~ System Policy-Based Routing: & Enable (O Disable Help Document
» System
» Network Lines Routing Policy
» Routing
@  New X | Delete
» Users
» Objects
Name: leased-line
» Syslog & SNMP
. Qutgoing Interface: | WAN(eth3) > @D
} Central Management
Next-Hop: 2.2.2.1
Enable Line: & Enable ) Disable
igsand g Link state detection
Methed: DNS P
» WAN Optimization © O Ping
» Bandwidth Mgt DNS Server: 8.8.8.8 Get System DNS
» Firewall Detection Interval: 3 seconds
» High Availability Masx Attempts: 3 The link is considered down if detection fails so many times successively.
» Maintenance oK Cancel
L Name Outgoing Int... | Next-Hop Status Enable Operation

No data available
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7. Then, create Routing Policy by setting Leased-line with high priority, and VPN with low priority.

Policy-Based Routing

Static Route

-

-

-

-

-

-

»

System

-

System

Network

-

-

Routing

b Users

-

Objects

Syslog & SNMP

-

-

Central Management

Sangfor VPN

WAN Optimization
Bandwidth Mgt
Firewall

High Availability

Maintenance

Status

w» System

»

»

»

»

-

System

Network

-

Routing

-

» Users

Objects

Syslog & SNMP

-

Central Management

Sangfor VPN

WAN Optimization
Bandwidth Mgt
Firewall

High Availability

Maintenance

Policy-Based Reuting:

Lines

@  New b 4

Source Interface:

Source IP:

Dst IP:

Rule Desc:

Match Clause:

Line:

Precedence:

Enzble Rule

Policy-Based Routing

(%) Enable

Routing Policy

Local

All 1P
All TP

all 1P
AllTP

® Protocal

() Disable

Help Document

~ | (i) Only incoming packets from this interface will match this rule.

Add IP Group

() Application

Protocol Type: Any
Protocel No.:
Source Port:

Dst Port:

leased-line

Ports are separated by comma

Ports are separated by comma

Once the line gets in fault. System will go on matching the next applicable policy followed.

Top
(& Enable

=

() Disable

OK Cancel

Static Route

Policy-Based Routing: ® Enable O Disable Help Document
Lines Routing Policy
@ New X 0O

Source Interface: | Local v (i) Only incoming packets from this interface will match this rule.

Source 1P: All 1P Add IP Group
All P

Dst IP: All 1P Add IP Group
All 1P

Rule Desc:

Match Clause: O Application

Line:

Precedence:

Enable Rule

@® Protocol
T

Protocol Type: Any
Protocol No.:
Source Port:

Dst Port:

VPN

Ports are separated by comma

Ports are separated by comma

Once the line gets in fault. System will go on matching the next applicable policy followed.

Bottom b
@® Enable O Disable
OK Cancel
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3.1.2 Client side Configuration
1. Refer to Server side Sangfor WANO configuration from Step 1 and Step 2 to configure the deployment

mode.

2. Navigate to [Sangfor VPN] > [VPN Connections], add a new VPN connection by filling in the Server

side credentials.

VPN Connections

SUPPORTY  HEALTH  RERFORTS

b e Status Outgoing Connection Primary Webagent Secondary WebAgent Username  Protocol | Certificate-based Auth Operation
} System Add 0K
~ Sangfor VPN
aEditOutgning Connection -- Webpage Dialog @
» SD-WAN Path Selection
[2 hitps:s/L T ntmifdian/cm_aperate FirolZanti_csr=CL12GICTA3 @ Certificate error |
¢ Status
» Basics
» Local Users
Hame:
» VPN Connections
Description: L ]
> ! T it Primary WebAgent: 22.2.2:4008
b WAD R =D Secondary WebAgent: I Test
D ey Shared key: I
» Certificate Management [ certificate
» Third-Party Connection Peer Root Certificate: _
» Objects Username:
» Advanced Password:
Confirm PWD:
» WAN Optimization Protocol: TCP
» Bandwidth Mgt W] Enabled
+  Firewall
» High Availability
LAN Service Save Cancel
» Maintenance

3. Navigate to [WAN Optimization] > [Client] > [Peer WOC], add a new connection back to Server side

by using the credentials created at the Server side.

Peer WOC

Prefetching

» Status
@  MNew ¥ Delete
» System
+ Sangfor VPN
Mame:

~ WAN Optimization T

» Application Proxy Password:

» Byte Cache 1P Address:

Listening Port:

Video Optimization

» Server Transfer Protocal:
» Client

» Certificates Description:

» Advanced

Bandwidth Mgt

Firewall

High Availability

Maintenance

toHQ
branch
sessse
192.200.121.252

5400

High-speed TCP ~|| @

Param

Enable connection
Advanced

[] mMetwork transparency
[ Enable Pre-Connection
[] Auto-CIFS RST packet

Double-Way Optimization: [] Enable reverse acceleration

Reverse User: WOC

Policy Name Application
1 Speed up all ALL-TCP
2 Speed up polycom ALL-UDP

3 Speed up Remotefpp reso...
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e

<

Add

Destination IP Group

all 1P

All TP

All TP

Enable:auto Proxy, HTTPS ...
Enable:video Proxy, Restor...

Enable:auto Proxy, HTTPS ...
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[Name] Name for the Acceleration Tunnel. Can simply create a name for this.
[Username] Username that created at Server side WANO.

[Password] Password for the account

[IP Address] LAN IP address for the Server side WANO

[Listening Port] Listening port for the Acceleration service. Change only if necessary.
[Transfer Protocol] Method of encapsulation while transferring through Acceleration

Tunnel. Options include High-speed TCP and HTP(UDP). High-speed
TCP is suitable for smooth network environment, stable latency with
almost no packet drops. While HTP(UDP) works the opposite side, it
is suitable for unstable network environment, high latency with
packet drops.

[Set Parameters] Available for HTP(UDP) only. Able to adjust Network status and MTU
[# HTP(udp packet) X
Metwork:  Mormal h
MTLU: 1400
OK Cancel
[Description] Simple description for the acceleration tunnel/connection
[Network Transparency] Restore the original Source and Destination IP when traffic passes

through Acceleration Tunnel. Suitable to apply when there is
Bandwidth Management to limit the Source and Destination IP
between Sangfor WANO.

[Enable Pre-Connection] When the client PC initiates access to the server, it does not need to
wait for the real server to respond, the client WANO device proxy
responds to the connection to speed up the establishment of the local
connection and the speed of data transmission.

[Auto-CIFS RST packet] Allows the device to send TCP RST packets to disconnect established
CIFS long connections so that the network neighbor links can be

proxied and optimized to increase their access speed

[Double-Way Optimization] | In the reverse connection, when the Client device is connected to the
Server device, the Client is actively notified to accelerate the
bidirectional traffic that the Client connected to the WOC User
created by the Server device, and achieve two-way acceleration effect.

4. Then, refer to Server side Sangfor WANO configuration from Step 6 and Step 7 to configure Policy-
Based Routing on the Client side Sangfor WANO.

4 Precautions

Both Server and Client side WANO must use the same deployment mode

Device total number of WAN lines must required to have 2 or above.

Bandwidth Management DOES NOT work on back up VPN link

1

2

3. Cannot deploy under VLAN Trunk environment

4

5. Back up VPN link DOES NOT support Tunnel Route, Tunnel NAT, multicast and broadcast.
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