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Chapter 1 Application Scenario

Deployment of OSPF scenario, shown as the picture below:

Firewall A Firewall B

eth2: 10.1.129.52/24 eth2: 10.1.129.51/24

eth6: 2.2.2.1/24 eth6: 3.3.3.1/24

IP:2.2.2.2/24
GW:2.221 IP:3.3.3.3/24
GW: 3.3.3.1

Requirement:
1. The version of NGAF must above 4.X, the recommended version will be the latest version.

2. NGAF is able to communication with peer.
Chapter 2 Configuration Method

1. Basic network configuration: make sure the interface, default route and zone configuration is
correct. Content security must be allow. The details may refer to the following document below
“SANGFOR_NGAF_V8.0.5_Route-Mode-Deployment-Guide”

Download_link:http://community.sangfor.com/plugin.php?id=sangfor databases:index&mod

=viewdatabase&tid=975

Note: Except address translation can not to be configure, other configuration may refer to the
document.

2. After the basic network configuration has been done, go to Network > Interface > OSPF to
configure OSPF, advertise WAN and LAN ip address, as shown:

Firewall A:
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Add Network Segment

I

Metwork SE'gITIE'FIt: 10.1.129.0 ! 24 {D

Area ID: 0.0.0.0 @

Add Network Segment b4

Metwork Segment: 3990 {24 ()

Area ID: ||:|.n.n.|:|| |@'

l oK H Cancel ]

Firewall B:

Add Network Segment

I

Metwork SE'gITIE'FIt: 10.1.129.0 ! 24 {D
Area 1D: 0.0.0.0 )
l QK ] l Cancel ]
Add Network Segment ¥
Metwork Segment: 3.2.3.0 e (i
Area ID: 0.0.0.0 ®
QK ] l Cancel ]

3. The configuration of OSPF will be advertise to the corresponded network segment, then check
Network > Routing > OSPF, then choose 4-Status > OSPF Adjacency. If it is success status
will show as Full/DR, besides in 4-Status > OSPF Routes is able to see the route details, as
shown in the figure below:

OSPF Adjacency:

| swticroste | policyEssedroutng || muticastroute || oser | me || sep | airowes | w

¥ Enable ospF | ¥ Add Virtual Connection(for OSPFv2 only) @-Advanced

Groups < || Status

b e Ere s S s OSPF Links || 0SPF Routes || OSPF Adjacency || OSPF Interfaces

» 2-Interfaces MNo. Meighbor... | Pri State Dead Time Address Interface
1 1111 1 Full/DR 33.241s 10.1.129.. eth2:10...

¥ 3-Parameters

» 4-Status

» 5-Debugging
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OSPF Routes:

Groups < || Status

1-Network Segments 0SPF Links || OSPF Routes || OSPF Adjacency || OSPF Interfaces

Route Details
N 2.2.2.0/24 [2] area: 0.0.0.1 via 10.1.129.52, eth2
M 3.3.3.0/24 [1] area: 0.0.0.1 directly attached to eth3

2-Interfaces

3-Parameters
4-Status .
M 10.1.129.0/24 [1] area: 0.0.0.1 directly attached to eth2
5-Debugging

Note: The OSPFv2 Router ID should not be the same, in 3-Parameters then OSPFv2 Router ID to

change to ID

4. Need to configure a static route or default route, then advertise again the static route and
default route in parameter configuration, as shown in below:

Default route:

SticRoute | Poleyfsedfong | Moot | 09F | AP | 8p | Mlfods | foseTesig
IPvd | TP
+addr X Himport [ 2 Refresh Ses
[ No. Destination Subnet Mask Next-Hop IP Metric  Interface Link State Detection Status
10000 255.255.255.0 0.0.00 0 eth2 Disabled Valid
ul
Adpvertise default route:
| Static Route ” Policy-Based Routing ” Multicast Route ” OSPF ” RIF ” BGP ” All Routes H Route Testing
¥ Enable ospr | ™ Add Virtual Connection(for OSPFv2 only] @\Advanced
Groups << || Parameters
1-Network Segments 0SPFy2 Router ID: 1111
2-Interfaces 0OSPFv3 Router 1D: 48.56.83.115
3-Parameters Intra-Area Priority: 5
o (for OSPFu2 only) 10 @
4-Status ity
Inter-Area Priority: -
(for OSPFV2 only) 110 ®
5-Debugging | Priori
External Priority: =
(for OSPFv2 only) 150 @
SPF Interval: T
(for OSPFv2 only) 5 @
Route Re-Advertisement
Re-advertise Direct Route: Yes ® No
Re-advertise RIP Route: Yes @ No
(for OSPFv2 only)
Re-advertise Static Route: ® Yes No
Metric: @®
Re-advertise Default Route: ® Yes Mo
Default Metric:

After both of the highlighted function has been enabled, you can check the route details in OSPF

Routes, as shown below:
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¥ Enable aspr | ¥ Add Virtual Connection(for OSPFv2 only] @ Advanced

Groups < | Status

1-Network Segments OSFF Links || OSPF Routes || OSPF Adjacency || OSFF Interfaces
2-Interfaces Route Details

N 2.2.2.0/24 [2] area: 0.0.0.1 via 10.1.129.52, eth2

M 3.3.3.0/24 [1] area: 0.0.0.1 directly attached to eth3

M 10.1.129.0/24 [1] area: 0.0.0.1 directly attached to eth2
5-Debugging R 1.1.1.1 [1] area: 0.0.0.1 -, ASBR via 10.1.125.52, eth2

M E2 0.0.0.0/24 [1/20] tag: @ via 10.1.129.52, eth2

3-Parameters

4-5Status

Chapter 3 Precautions

1. The type of network from both end should be the same, or else OSPF neighbor in unable to
build. The NGAF version above 6.8 able to modify in dashboard.

2. NGATF version before version 7.1, after configured OSPF it will restart process, therefore it
should be take in consideration.

3. OSPF before version 7.1, around 3.00 a.m. the device will restart OSPF process. It will cause
OSPF to advertise again. If customer does not allow restart OSPF process, may consider to use
version 7.1 or above to do testing.

4. We can see that OSPF and static route will be the same, in routing table static route will be

prioritize.
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