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1. Function Introduction

Describes how to set user binding IP or MAC address.

2. Application Scenarios

Configure user binding IP or MAC address, and configure configuration to let users who already bind
with IP or MAC address are allow to access internet.

Bind the MAC address when the NGAF device is connected to the Layer 3 switch.

3. Description of Necessary Conditions

1. One NGAF device and one PC.

2. Deploy the network environment to ensure that the PC can access the NGAF device, and ensure
that the data of the test PC will pass through NGAF.

3. If the intranet user is bind to the MAC address and the NGAF device is connected to the Layer 3
switch, you need to configure the Obtain MAC by SNMP on the NGAF.

4. Configuration Ideas

1. User who bind through an authentication policy can access to Internet.

2. Users who implement binding by manually creating local users can access the Internet.

5. Configuration Mode and Screenshot

This requirement can be achieved by two methods, the specific configuration is as below:
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5.1 Through the authentication policy

Go to Authentication System > External Authentication > Policy, then enable the Enable user
authentication and choose the authentication zone:

Navigation R4 || Authentication Palicy

b Status 4 Enable user authentication |

b Network Authentication Zone!

} Objects + add X Zrefresh | [Fimport Example File

} Policies []  No.  Mame IP/MAC Server Type New User Option
p—— . 1 Default Policy

Description
0.0.0.0-285 255 258,255

Password based authentication Add to group / Default Policy
~ Authentication System

4 Local Users

Users
User Tmport
LDAF User Sync
4 External Authentication
Policy
Options

External Auth Server

Server Access Uerification

» Security Solution

2. Click on the Add button, then configure as figure below:

Authentication Policy x
-

Namne: Authentication

Description:

IP/MAC Range: (i)
192.168.1.0/24

Server Type

® None/SS0 This can follow customer requirement
# Take IP as username
Take MAC as usernarne
Take host name as usernamne

If S50 is configured, the detected username is preferable
S50, Local or external password authentication (D

Configure
External Auth Server
S50 only (i)

New User Option (for users outside local device}

# added to specified local group

Select Group: / (=]
Mot applied to new users authenticated against external LDAP server (for
they can be synchronized to a corresponding group automatically),
User Sync Policy
Other User Attributes:

Concurrent Login: (i)
# Allow coneurrent login on multiple terminals
Only allow login on one terminal
# Bind IP/MAC:  Binding Mode
@ Bind the IP on initial logan
Bind the MAC an initial logan
Bind the IP and MAC on initial l[ogon

This is to specific the
relationship

Added as casual account {not to any local group), with same privilege as

e |
Mo authentication for new users

-

QK || Cancel |

3. After configured step 1 & 2, authenticated users will automatically added to Default group (it can
choose to add to another group). Go to Authentication System > Users to check added users. If the

user in Users is identified as a local user, the user who is not in Users will be recognized as a new
user when accessing the Internet next time.
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4. Then need to wait user completes the authentication, and after the corresponding binding
relationship exists in the Users, modify the authentication policy, change the New User Option to
No authentication for new users. User under local organizational structure when matching
authentication policies will not recognized as new users. When new users go online, they will match
No authentication for new users.

5.2 Implement through Creating Local User
Manually

1. Go to Authentication System > Users, manually add groups and users and set the binding
relationship as below:

Add User X

#! Enable user

Ll Hichedl
Description:
Display Marne:

Added To Group: |, o

User Attributes

Local password (i)

[eindipimac] sinding mode

MAC Address () 1P and MAC (0)
One entry per row. Annotation is separated by #, Example: #200,200.0.1
192,168,110

| obtain Mappings from Metwork Sbject | | Scan MAC |

Allow rulkiple users to log in with an account concurrently (i)

Show Logout page if user passes password based authentication
& Auto logout the user who causes no flow in a specified period
Time Period {mins): |19 ®
Expiration Date: @ Mever expire
Date

oK | Cancel |

2. If there are more users, you can export a table and edit the table according to the format. As shown
below:

Group/Lser

Groups < | Members

Search: Fuzzy match Group Path:  / Modify

=25/ Description:
{GaDsfault group Members: Sub-groups: 3, immediate users: 0, total users: 0
TLibrary
T Office

Members

l

+ add - | X Delete G Refresh | # Edit | k Select - E]mpmlﬁ’&xpml 3 Move | Q advanced Search

No. Name address
1 @ Default group

2 @ Library

3 3 Office
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3. Go to Authentication System > External Authentication > Policy, choose the Default policy
and change the option of New User Option to No authentication for new users.

Authentication Policy b4

Description: Default Policy
IP/MAC Range: (1)
0.0.0.0-255.255.255.255

Server Type
None/S20

® 550, Local or external password authentication (i)

The browser will be redirected to an authentication page when user atternpts
to access the Internet, on which user credential are required, Configure
External Auth Server

SE0 only (D

New User Option {for users outside local device)

Added to specified local group

-

Liw|
User Sync Paolicy
Binding Mode
added as casual account (not to any local group), with same privilege as
Liw|
| ® Mo authenticatian far naw users |
| QK || Cancel |
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5.3 Binding Mac When AF Connects to Layer 3
Switch

1. Configure SNMP on the Layer 3 switch. The protocol type choose all if possible. Get the oid value
and community name of SNMP.

2. Go to Authentication System > External Authentication > Options > Obtain MAC By SNMP
then click on the Add button to add the layer 3 switch IP as below:

MNavigation £ | authentication Options
» Status
Options < | Dbtain MAC By SNMP

» Network

S50 Options | Enable SNMP Settings
» Objects

— Auth Page Redirection SMMP Server Access Timeout: (1)

» Policies

Authentication Conflict 1
» System

Obtain MAC By SHMP SMMP Serwer Access Interval: ()

~ Authentication System S

Others

4 Lacal Users SNMP Servers: (D)

Users

User Impart

Type here
LDAP User Sync

4 External Authentication

Policy

Options

External Auth Server

Server Access Verification

» Security Solution

oK

3. After the configuration, test the user’s real MAC address to test whether the user can access the
Internet or not. If yes, refer to step 5.1 or 5.2. If unable to access internet might because of the Obtain
MAC by SNMP failed.
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6. Precautions

1. If the LAN users configured MAC address binding and NGAF is connected to layer 3 switch then it
required to configure obtain MAC by SNMP on the NGAF.

2. If the user exists, automatic binding needs to delete the original user or manually re-bind it.
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