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Chapter 1 Application Scenario

To prevent thunder downloader in LAN, the application that occupy the highest bandwidth is video
browsing. If the bandwidth has been occupied by video browsing it may cause other user who needs
Internet access has very little bandwidth. Usually this is used to control the traffic in a LAN. The

following diagram is the topology to test bandwidth management:

# INTERNET

30.30.30.1/24 2% 50.20.20.1/24

30.30.30.10/25

20.20.20.0/24

Configuration Step:
(1) Set the corresponding external interface as the WAN attribute.
(2) Create a new line policy.

(3) Configure the bandwidth channel and select the corresponding application.
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Chapter 2 Configuration Method

1. Go to Network > Interfaces check which interface is the WAN attribute.

Edit Physical Interface b4

|#| Enable
Mame: ethi
Description:
Type: Route (laver 3] B4
Added To ZFone: L3 untrust & w
Basic Attributes: |#| Pingable
| [# WAN attribute |
|_ | IPSec VPN outgoing line: a1 w

2. Identify the requirement of the bandwidth control to specific application of the LAN which

includes guaranteed bandwidth. Then configure bandwidth according to requirement.

Navigation L8l | Bandwidth Channel
b Status Enable Bandwidth Management System

» Network dwidth Channel H Exclusion Rule ‘

b Objects + add - X v @ + + 2 Refresh
= Emirrs Name Src Object/User Application Destination Network O...  Schedu | Target . Min Bandwidth Ma
T @ Default chan.. Network Object: All All All All week  All > t1

4 Aceess Control
Application Control
Country Blocking

Connection Control

4 Network Security
Paolicies
Anti-DoS/DDeS
ARP Spoofing Prevention
4lpenduidth Menzgement]
Bandwidth Channel

Line Definition

Deployment Wizard
Blacklist/Whitelist

Custom Webpage

3. Go to Policies > Bandwidth Management > Line Definition, click lines and add a new line

and the interface as egress interface and configure the outbound and inbound bandwidth.

Lin Line Policy

+ add 55 Refresh
| Line
Add Line b4
Egress Interface: ethl w
Outbound: 0 Kbps =
Inbound: 0 Kbps +
| aK | | Cancel |

Precautions: Outbound and inbound are recommended to fill in the actual bandwidth of the ISP.
Otherwise, bandwidth control based on the bandwidth ratio may not take effect(1KB=8Kb, 1MB=8Mb).

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



NGAF Configuration Guide Version 8.0.8

4. Next click on the line policy to create a new line policy for the line that just created.

Line Definition -

Lines Line Policy I_
X Delete | 4

[] Meo. | Internal IP

Add Line Policy X

-

Internal Address
IP Address: (o All
) Specify IPv4 [P or Range (D

| Specify IPv6 [P or Range @

External Address
IP Address: s All
. specify 1Pv4 IP or Range (i)

. Specify IPv6 [P or Range @

Internet Line

Internet Line: Line 1 v |

=

‘ 0K || Cancel |

5. Go to Policies > Bandwidth Management > Bandwidth Channel, add a bandwidth channel.

Bandwidth Channel

Enable Bandwidth Management System

Bandwidth Channel || Exclusion Rule |
| add - Edit X Delete | v Enable €
|+ Bandwidth channel | ct/User

By using template p | Object: All

6. Configure the guaranteed channel or limited channel accordingly, the target line is the line that

you wish to control.

Edit Bandwidth Channel x

|#] Enable channel

Mame: Guaranteed Channel @

Options Bandwidth Channel

» Bandwidth Channel

# Applicable Objects

Channel Type (&

® Guaranteed channel

Outbound: Min 100 |% 128 Mbps ~
Max 100 |% 128 Mbps

Inbound: Min (100 |% 123 Mbps ~
Max 100 |% 128 Mbps ~

Priority: Low ~

©) Limited channel
Mbps ~

Mbps -

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



NGAF Configuration Guide Version 8.0.8

7. If you wish to have bandwidth limit per-ser you may turn on Per-User Max Bandwidth.
| Per-User Max Bandwidth

Kbps -

Kbps -

Advanced

[ | Make allocated bandwidth on this bandwidth channel shared evenly among

external IP addresses and Per-User Max Bandwidth setting applied to each of them
(typically selected for server providing external services)

8. Then click on Applicable Objects to configure the application that you wish to have apply

bandwidth control.

Edit Bandwidth Channel *

|#| Enable channel
L Guaranteed Channel O]
Options Applicable Objects
» Bandwidth Channel Applicable Objects
» Applicable Objects Application: O Al
® Specified
Applications: Streaming Media/all, IM/all
Src = Metwork Objects
Object/User: -
Testing IP Group L]
() User/Group
L]
Schedule: All week
Destination: ® Network Objects
All L]
i Region
i |
® Sub-Interface
All =
) VLAN (D)

9. Choose the application that you wish to apply bandwidth control.

Select Application 4

View: [ All v L | selected Selected: 2

= [m] Application category “ [|Name Type Delete
={m] Known categories

Streaming Media
=[] File Transfer
=[] Game

Hv] IM

H{ ] P2P Stream Media
@[ ]p2p

®{ ] Download Tools
H{|HTTP Application
m]FTP

@[] Mail

H=[ | DNS

Streaming Media/all Application x
M/ all Application x
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10. Choose the IP group that you wish to have bandwidth control.

Select Network Object

+ Add - Filter:| Al ~|||an v || Fuzzy match |B|| | Selected 1 objects Clean
[] MNeo. MNetwork Objec.. Type IP Range = Network ... | IP Range « De..
All iE IPG Testing IP ¢ 192.168.10.3 x
O 1 All IP addresses =+ roup Al
- 10.0.0.0-10.255.255.255
Ol 2 E:T‘f?fz "fﬁwg:' ZE IP Group  172.16.0.0-172.31.255.255
e 192.168.0.0-192.168.255.255
3  Testing IP Gro.. UEEl IP Group  192.168.10.3
Page 1|of 1 % Entries Per Page:| 50
Back to Network Object l Ok ] l Cancel

11. If you wish to have a scheduled time, you can configure through Applicable Objects > Schedule.

It allows you to have one time schedule or recurring schedule. You are able to configure the

time that you wish to have bandwidth control.

Add Bandwidth Channel b4

#| Enable channel

Mame:

®

Options

Applicable Objects

» Bandwidth Channel

» Applicable Objects

Applicable Objects

Application: o oall
® Specified
Applications: Streaming Media/all, TM/all
Src (@ Metwork Objects
Object/User: =
Testing IP Group o
() User/Group
[T}
Schedule: Al weak |v |
Destination: - Recurring Schedule--—---
All week

4 Add One-Time Schedule

‘ =+ Add Recurring Schedule ‘

@ Sub-Interface

All —
O vLAN (D)
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Add Recurring Schedule

Name: | |

Description: | |

=+ add Time Segment | X Delete
g Days Of Week Time Segment Edit Delete
Add Time Segment

Days: |Mon ¥ | to | Fri W
Time: |09: ¥ | |00 minute| ¥ | - |17: ¥ | |00 minute| ¥
Schedule Prey
oo ad 112223
Maon
Tue | aK | | Cancel |
Wed I N N (N (N (N (N N N N I

12. After successfully configured the bandwidth, it should have a added bandwidth channel as

following figure.

senawish cros L

Enable Bandwidth Management System

Bandwidth Channel ” Exclusion Rule |

=+ add - * Edit X Delete | v Enable @ Disable | 4 Move Up Filter: | Filter v | & [E] »
Mame Src Object/User Application Destination Metwork O...  Schedu... Target ... Min Bandwi

Guaranteed ..  Network Object: Testin... Streaming Me... All All week Line 1 t 128(Mb/s
Default chan... MNetwork Object: all All All All week  all -

13. In traffic ranking will show the IP that you configure in the previous step. It shows the inbound

and outbound traffic flow.

Navigation ——

Top Users by Traffic ” Top Applications by Traffic ” Top Hosts by Traffic ” Top IP Addresses by Traffic |

+ Status

» Dashboard % Refresh: 5 seconds ~ | 5 Refresh |  Filter | & Lock SLocked

» Security Operations View: Top 60, Group (/}

[[] Mo. Username Group Out... Inb... Bidi... Lock Obtain Flow Details

» Business System Security
[ 1 192.168.10.2 / 8.89(K . 6.84(K. 15.73(.. a2 Obtain  HTTP_POST

» User Securnty

4|Traffic Statistics

» Traffic Ranking

[o)}
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Chapter 3 Precautions

1. Ensure that NGAF have Internet access and the application control should be allow.
2. LAN PC must able to access firewall and the LAN interface.

3.  When testing for bandwidth management, do not use www.sangfor.com.cn download package

because it has been listed in global whitelist.

4. To test for the bandwidth management. Directly download a file to test the speed and do not use
360 speed test because it will optimize the speed.

5. VPN does not support in bandwidth management.

6. The external interface is set to the WAN attribute for bandwidth management to take effect.
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