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1. Function Introduction

As a router, it implements functions such as route forwarding and proxy internet access. In addition,
some data is transparently passed through the device.

The full name of VPN is Virtual Private Network. VPN is defined as establishing a temporary and
secure connection over a public network (normally through Internet), a secure and stable tunnel
through a chaotic public network. By using this tunnel, you can encrypt data several times to
achieve the purpose of using Internet safely. A virtual private network is an extension of an intranet.
Virtual private networks help to remote users, corporate branches, business partners, and suppliers
establish trusted and secure connections to the company's intranet for secure extranet virtual
private networks that connect to business partners and users. VPN mainly uses tunnel technology,
encryption technology, decryption technology, key management technology and user and device
identity authentication technology.

2. Application Scenarios

The Sangfor NGAF device is deployed in the mixed mode on the public network egress, as an agent
to bring intranet to Internet. In addition, the intranet needs to provide users to access through public
network, and each server is assigned a public IP. Users can access the server group directly through
the public IP without configure NAT. Users want to build a VPN to Branch LAN users able to access
to our server.
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3. Description of necessary conditions

1 NGAF device, PC and Server that configured public IP.

4. Configuration Ideas

1. Interface/zone configuration.

2. Routing configuration.

3. SNAT configuration.

4. Application Control configuration.

5. VPN configuration

5. Configuration and screenshot

5.1 Interface/zone configuration

5.1.1 Zone configuration:

1. Go to Network > Interfaces > Zone > Add, add zone as figure below:

Add Zone x j§ Add Zone b4

Mare: Lam Mame: WA
Forward Mode: _ Bridge{layer 2) Forward Mode:  Bridgeflayer 2}
# Routeilayer 3) @ Routelayer 3}
0 Mirtual wire{layer 1) 0 Wirtual wiretlayer 1)

Interface Interface

Available: Selected: Available: Selected:

etho ethd

ethz ethz

eth3 |W| eth3 |W|

eths R eths —

ethé |m| ethi |m|

eth? eth?

veth.1 veth.1

vpntun vpntun

Device Mgt Privilege Device Mgt Privilege

|« Web UI || Web UI

|| SsH | | S&H

|:| SNMP | | SNMP

Allowed IP Address: Allowed IP Address:

all L} all i}
To eliminate risk, set allowed network objects to a minimum range Ta eliminate risk, set allowed network objects to a minimum range
that have access to the device. that have access to the device.

oK | | Cancel 0K | | Cancel

Zone name: LAN/WAN
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Forward mode: Route (layer3)

MName: DMZ Marne: Public
Forward Mode: # Bridgeilayer 2} Forward Mode: # Bridgeflayer 2}
_ Routeilayer 3) _ Routeflayer 3}
o Mirtual wireflayer 1) o Mirtual wireflayer 1)
Interface Interface
Available: Selected: Available: Selected:
ethl ethl
ethd ethd
| add» | | add b |
| 1 Delete | | 1 Delete |

Device Mgt Privilege Dewvice Mgt Privilege

7 L

Allowed IP Address: Allowed IP Address:

all e all Lir ]

To eliminate risk, set allowed network objects to a minimum range

To eliminate risk, set all d network objects t ini .
o eliminate risk, set allowed network objects to a minimurn range e e b e,

that have access to the device,

ok || cancel ok || cancel

Zone name: DMZ / Public
Forward mode: Bridge (layer 2)
5.1.2 Interface configuration

1. Go to Network > Interfaces > Physical Interface, choose the interface that need to configure
as Public interface:

Edit Physical Interface

|# Enable
Marne: ethz
Description:
Type: Bridge {layer 2} v
added To Zone: |Pub|ic: |v|
Basic Attributes: || WAN attribute

TPw4/IPvE

® Access ) Trunk

Access: 2

WLAN Interface

Advanced

Configure link mode, MTU and MAC address, | Settings |

2. Go to Network > Interfaces > Physical interface, choose the interface that need to configure
as DMZ interface:
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Edit Physical Interface X

|#| Enable
Marne: ethl
Description:
Type: Bridge (layer 23 A4
added To Zone: DMz v
Basic Attributes: || WAN attribute

P4 {IPYE

# Access ) Trunk

Access: |2|

VYLAM Interface

Advanced
Configure link mode, MTU and MAC address. Settings

3. Go to Network > Interfaces > Physical Interface, choose the inter face that need to configure

as LAN interface:
Edit Physical Interface X

|#| Enable
Mame: etha
Description;
Type: Route {layer 3) hd
added To Zone: LAN |v|
Basic Attributes: |#| Pingable
|| WraN attribute
| | IPSec WPN outgoing line: Line 1 -
IPvd IPvE
& Static I DHCP I PPPoE
Static IP: 192,168.1.1/24
Mext-Hop IP: @
Line Bandwidth
Cuthound: 1024 Mbps -
Inbound: 1024 Mbps -

Link State Detection

Specify link state detection rethod(s). | Settings |
Advanced
Configure link mode, MTU and MAC address. | Settings |

4. Go to Network > Interfaces > VLAN Interface, add a new vlan2 and configure as WAN
interface as figure below:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 4



NGAF Configuration Guide Version 8.0.10

Add YLAN Interface X

Name: Veth. 2 @
Description:
Added To Zone: WAN v
Basic Attributes: |« Pingable
| « IPSec VPN outgoing line: Line 1 v (@D
IPv4 IPvE
IP Assignment: @ Static DHCP
Static IP: 1.2.1.2/24
@
Mext-Hop IP: 1211
Link State Detection
Specify link state detection method(s) | Settings
Advanced
Specify Maximum Transmission Unit (MTU). | Settings

Link State Detection: Used to detect the quality of the link. The link detection method includes
DNS resolve and PING. If you select DNS resolve, you need to configure the DNS server and resolve
the domain name. If PING detection is enabled, fill in the PING detection IP address.

5.2 Routing Configuration

1. Go to Network > Routing > Static route > Add > Static Route, as figure below:

Default route

Edit Static Route X

Destination: 0.0.0.0 ©
Subnet Masl:

0.0.0.0
Mext-Hop IP: 1711
Interface: Auta |v|
Metric: 0
Link State Detection: Disable v |@

| oK || cancel |

Destination: 0.0.0.0, default route should fill 0.0.0.0.
Subnet mask: 0.0.0.0, default route should fill 0.0.0.0.
Next-Hop IP: Device’s gateway IP, example 1.2.1.1.
Interface: Can choose Auto, or specific an interface.
Metric: Default is 0, the smallest value the highest priority

Note: If the device have few WAN, it is required to configure Policy-Based Route.
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Return route

Edit Static Route b4

Destination: 192.168.2.0 @
Subnet Mask; |255,255,255.E|| |
Mext-Hop IP: 192.165.21.254
Interface: Auto >
Metric: a
Link State Detection: Disahle v |@

| oK || Ccancsl |

Destination: 192.168.2.0, return route for LAN.
Subnet mask: 255.255.255.0, LAN subnet mask.
Next-Hop IP: Device’s gateway, example 192.168.1.254.
Interface: Can choose Auto, or specific an interface.

Metric: Default is 0, the smallest value the highest priority.

5.3 SNAT configuration

1. Go to Policies > NAT > Add > Source NAT, add the SNAT as figure below:

Add SNAT Rule x

|#| Enable
For traffic from LARM All o war All, translate source to 1.2.1.2
Basics
Mame: Proxy
Description:
Move To: below entry Mo, Vi1 @
Original Data Packet
Src Zone: LA l!_m
Metwork Objects: all o
Dst Zone/Interface! Zone w | an L[|
Metwork Objects: all L=
Protocal: all b
Translated Data Packet
Translate Src To: IF Address w
IP Address: 1.2.1.2

Name: Proxy (Define rule name).
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Src Zone: LAN (Layer 3 zone).

Network Objects: All, or specific private network.
Dst Zone/Interface: WAN (Layer 3 zone).
Network Objects: All

Protocol: If you want to configure SNAT for specific protocol, source port destination port, then
you can change this options. In this case we don’t need, so we choose All for protocol.

Translate Src To: IP Address, specific IP.
IP Address: 1.2.1.2

5.4 Application Control configuration

1. Go to Policies > Access Control > Application Control > Add, add the application control as
figure below:

Allow LAN users access Internet:

Add Application Control Policy

Basics

Mame: AllowInternet

Policy Group: 1.Default Policy Group v
Seguence Number: above ent| ¥ | 1.test v
Tag: Cptional v
Description: COptional, 1-256 characters

Source

Zone: LAN, W AN e
Address: Netwaork Objects Al L]
Part: Optional, Default is all ports )]
Destination

Zone: LAN, W AN e
Address: Netwaork Objects Al L]
Service/application: application v allal e
Others

Status: # Enable Disable

Options: ® Allaw Deny

Schedule: all week w
Advanced Settings: Settings
Save and Add QK Cancel

Name: AllowInternet (Define rule name)
Address: In Network Objects choose All. Choose source users or IP that need application control.

Zone (Source): LAN and WAN (Layer 3 zone). Choose the source zone that need to do application
control.

Port: All. Enter port number if need to specific a source port.

Zone (Destination): LAN and WAN (Layer 3 zone). Choose the destination zone that need to do
application control.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 7



NGAF Configuration Guide Version 8.0.10

Address: In Network Objects choose All. Choose destination users or IP that need application
control.

Service/Application: Application. Choose the application that need to do application control.
Schedule: All week. Filter rules take effect within the specified time.

Options: Allow.

Allow WAN users access Servers:

Add Application Control Policy

Basics

Marne: AllowServer

Policy Group: 1.Default Policy Group i
Sequence Mumber: shave enl ¥ | 1test v
Tag: Optional v
Description: Optional, 1-256 characters

Source

Zone; Public,DMZ =
Address: Metwork Objects Al e ]
Port: Optional. Default is all ports @

Destination

Zone; CMZ,Public e
Address: Network Objects VoAl e ]
Service/Application: Service ¥ | Predefined Se i@
Others

Status: ® Enable Cisable
Options: ® Allow Deny

=chedule: all wesl -
Advanced Settings: Settings

Name: AllowServer (Define rule name)

Zone (Source): Public and DMZ (Layer 2 zone). Choose the source zone that need to do application
control.

Address: In Network Objects, choose All. Choose source users or IP that need to do application
control.

Port: All. Enter port number if need to specific a source port.

Zone (Destination): Public and DMZ (Layer 2 zone). Choose the destination zone that need to do
application control.

Address: In Network Objects, choose All. Choose destination users or IP that need to do
application control.

Service/Application: In Service, choose any. Choose the service that needs to be controlled
Options: Allow.
Schedule: All week. Filter rules take effect within the specified time
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5.5 VPN configuration

1. Go to Network > IPSecVPN > Status, enable the VPN service as figure below:

Local WPN:  Stopped Connections: Remaining License for Third-party:[]
WAN Traffic:  Inbound: Outbound:

wem Traffic:  Inbound: outbound:

Entries Per Page: 50 Page Total entries Tunnel HAT Status Refresh Display Options Enable VPN uzzy mat Q
Disconnect Connctior Usernams Description Trpe Realime Traffic {In/Out Internet 1P L 1P Time Connected Frotacal

2. Go to Network > IPSecVPN > IPSec VPN> Phase I, you can refer to figures below:

& Advsnced Options - Google Chrome =@ =
£ Edit Peer Device - Gongle Chrame [=[E] &
A Mot secure | 192.168,19.2/html/dlan/device_advance.html [<73)
A Mot secure \ 192.168.19.2/htrmfdlan/device_operate.hitml
ISAKMP Lifetime: (s)
Device Name: 20.166
]
Mode:
Outgoing Line: ®
= D-H Group: MODP1024 Group( ¥
Address Type: Static IP T
Static IP: 220166 Bl B
DPDSettings
Authentication: Pre-Shared Key ¥ g
Detection Interval: :l (s)(5-60)
Pre-Sharsd Key: Max Timeout Count: :l (1-6)
ISAKMP Algorithm
Work as secondary appliance (D) Authentication: Encryption:
#| Enabled #| Auto connect MDS T 9DES
Advanced 0K Cancel

Device Name: Peer device’s name.

Outgoing Line: Choose the outgoing line that selected on WAN interface.

Address Type: Choose Static IP.

Static IP: Fill the public IP of peer device

Pre-Shared Key: Fill a shared key, must make sure noth device is use the same share key.

Note: In this scenario, we use the default parameters on Advanced options. You can change the
parameter due to your requirement, but need to make sure both device is using the same value.

2. Go to Network > IPSecVPN > IPSec VPN> Phase II, add the Inbound and Outbound policy as
figures below:
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g Inbound Policy Settings - Google Chrorme
A Mot secure | 192.168.19.2/html/dlan/policy_operate.html

Mame: from20 166
Description:

A
Source: Subnet r
Subnet: 192.1658.40.0
Netmask: 2652552550
Peer Device: 20166 v
Inbound Service: all Services A

Enable expiry time
Expiry Time: 0-00-00 o Hi} Hi}

#| Enable This Policy

Name: Policy name.

== = |

Source: In this scenario we choose subnet, you can choose Single IP if only ant to allow 1 IP to

access.
Subnet: Fill in the peer LAN segment.
Netmask: Fill in the subnet mask of the peer LAN segment.

Peer Device: Choose the peer device that configured on phase 1.

Inbound Service: In this scenario, we choose All Services. You can change this options due to

user’s requirement.

g Outhound Policy Settings - Google Chrorme

l=|@]| % |

A Motsecure | 192,168.19.2/html/dlan/policy_operate.html

Mame: 1020166
Description: P
Source: Subnet v
Subnet: 192.168.1.0
Metmask: 255285 2550
Peer Device: 20,166 v
Sh Lifetirme: 2aa00 (s)
Outbound Service: | all Services v
Security Option: Default security op ¥
Enable expiry time
Expiry Time: 0-00-00 o ] 1]
#| Enable This Policy
Perfect Forward Secrecy(PFS)

Name: Policy name.

Source: In this scenario, we choose Subnet because we want to allow all LAN segment to access

peer network.
Subnet: Fill in the LAN network segment.
Netmask: Fill in the subnet mask of the peer LAN segment.

Peer Device: Choose the peer device that configured on phase 1.
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SA Lifetime: In this scenario, we use the default lifetime. You can change it due to user’s
requirement.

Outbound Services: In this scenario, we choose All Services. You can change it due to user’s
requirement.

Security Options: In this case we use the Default security option. You can add a new security
option if you don’t want to use the default security option.

3. Go to Network > IPSecVPN> IPSec VPN > Security Options, to check the default security
option or create a new security option as figure below:

[ cutod | [T

Protocal Authentication Algorithm

Encryption Description Operation
ESP  MDS

I0ES Edit

Add ok

& Security Option - Goagle Chrome ol8] %
A Not secure | 192.168.19.2/htm/dla

Name: Defaut securty ootion

Protocol: £sp

Authentication Algorithm Encryption
Nl DES

* Mos * 305
SHAL ags
SHAZ-256 Ags192
SHAZ-384 ags2s6
SHAZ-512 SANGFOR_DES

ok Cancel

4. On peer device, follow the Step 1 to 3. You need to make sure the parameter of both device is
consistent if order to build up the VPN.
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6. Precautions

In mix mode, device will have Layer 2 and Layer 3 zone at a same time. When adding a new policy,
it can only allow to configure policy between Layer 3 to Layer 3 zone or Layer 2 to Layer 2 zone. If
the policy add both Layer 2 and Layer 3zone, the policy will not take effect.
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