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071 Cyber attacks that begin with phishing

- TrendMicro

02 |Increase of Ransomware attacks annually

- Malwarebytes

03 New malicious malware samples seen everyday
- AV Test

Average cost of a malware attack to a company

The longer discovery of a breach takes, the more it costs.

- Accenture
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- Response Is Inadequate SANGFOR
Seconds Minutes Hours Days Weeks Months Years
e A o S e e Y
Threat invasion i :
Initial Attack to Inifial | , °® o
Compromise | i
1 I o .
L 10% 75% 12% | 2% 0% 1% 0% 85% of invasions are
Threat Disclosure ! ) compIeTed within minutes.
Initial Compromise to : : ‘ ‘
Data Exfiltration 1 I
:\ 8% 38% 4% | 25% 8% 8% 0% 229 days is average fime to
MieatDiscovery. | amm- 1 1 : discovery in APAC
Initial Compromise : ‘ o i
i 1
o Bty 0% 0% 2% 1 13% 29% 54% 2% |
|
| :
Threat Governance : ‘ ® i
Discovery to : 1
Containment/Restoration 0% 1% 9% | 32% 38% 17% 2% !

Normal patching process takes too long allowing

uncontrolled rapid malware spread

The business impact increases the longer malware is
undiscovered
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Limited Protection Against Coming Unknown & Advanced Persistent Threats

Assumes Will Detect &
Block Everything

Signature DB

* Signatures ineffective against

* Testing shows only 99.5% new modular malware

effective

______________________________________________________________________________________________________________________

Behaviour Analysis

* |dentifying behavior
inadequate against new
modular malware

Response is Inadequate

* Limited ability to contain and
mitigate a breach ’

______________________________________________________________________________________________________________________
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WannaCry Ransomware infected 200,000

In a recent Barkly survey of companies who suffered

machines in four days across 150 countries.

ransomware attacks in the past 12 months:
o 100% of customers were running anti-virus
o 95% of attacks bypassed traditional firewall

o 77% of attacks bypassed email security
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Endpoint Security
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Fully Protected Network,
Endpoint & Cloud

Correlation, Detection
& Response

Continuous Evolution of Capabilities
Using Cloud-Based Tl & Al

Security Operations L
Managed Service
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— Public Cloud
; Giﬁ MWEH
ELT
D,

Private Cloud D’
Virtual/
Cloud Desktops Desktops
Laptops/Notebooks

Enterprise Asset Integration Strategy

Operating Systems

: w2 2N O s M

Windows Centos Ubuntu redhat Suse Debian Red flag Red Flag  Winning
Linux Asianux Kirin

Virtualization

d NUTANIS <S mam=T H3C / (53] Z

vmware o ace ZStack == BiRE

VMware Huawei Nutanix Sangfor HCI Hua San Zstack Alibaba  Tencent
H3 Cloud

A Different Approach
For Defending Endpoints

©

On-premise, Cloud-based
or Hybrid Management for
Scalability

@

Al powered protection
using Neural-X and
Engine Zero

Direct Integration with
Sangfor NGAF
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World-class Malware Analysis and Detection

NKNowmn Threat .
N Self-Evolution

Detection
No-Feature Revolutionary
Technology Al Detection
Advanced
Threat Attack Irge:_hg?.nce Continuous
Protection efection Monitoring/Learning

Emphasis on Containment

Emphasis on Response and Mitigation

: Fast Closed Integrated

i Loop Security Confrol
:’_"é_l_l__b___F _____ q Effective

X ifoﬁeoiil Oerﬁ(.l,\;e — Compreh?nSIve | < Ar‘lnp{nﬁnn
T ST Protection

i Threat Situationall \:’ - Comprehensive
l Awareness ! Protection

__________________
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e File Reputation Detection Engine

Gene Characteristics
Detection Engine

Al Detection Engine

Behaviour Analysis
Detection Engine

Neural-X Detection
Engine

Comprehensive,
High-Quality

Malware Database

/

/

Multiple Expert
Algorithms Refine
Ideal Identification \

\

Al Models Continuous

— SeifStudyin€lovd——————————— teomingMechonisms

Engine

\

=~ Malware Family DNA
~~ N Fingerprint
\ |dentification
De’:—ggi’;i]on l Al + Rules Identify
L Fal ' Optimal Response
oW rane to Known Threats
Report
7
e

Fast Iterative Self-Updating
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Detection I False Positive

. . 99.65
Al Malware Detection Engine 100.00% %
' Innovative Unique Al Technology 20.00%
High Detection Accuracy 80.00%
Low False Positive Rate 70.00% 61.4%
. o
60.00%
99.65% Accuracy with Unknown Malware Detection 50.00%
>99.9% Accuracy with Known Malware Detection
40.00% 32%
30.00%
20.00%
Globelmposter Ransomware
Zero-Day Detection el 0.1% 0.04% 0.09%
# YOUR FILES ARE ENCRYPTED! # 0.00% . - _
: - Sangfor Open Market
Engine Zero Source AV Benchmark
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| Neural-X: Al Enabled Cloud Platform for Threat SANGEOR
Intelligence & Analytics
--------------- Whitenl-l;i Research;r-s:- ™
. Data Scientists Security Analysts .« Real-Time Unknown Threat Detection

+ Cloud Sandbox

*  Fast Response

- 30K Devices Share Intelligence
- 33 Billion Requests/day

« 60+ Countries
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Vulnerability Scanning One-Click/Automatic Host Micro-Isolation

Patch Management One-Click/Automatic File Disposal/Restore

______________________________ 4_____________________________
Compliance Malware Sandbox
Asset Tracking Ransomware Honeypot
______________________________ » 4_____________________________
Threat Intelligence 'II Network-Wide Threat Disposal

Global Whitelists/Blacklists

NGAF Integration
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@ Sangfor Endpoint Secure Endpoints Micro-Segmentation Detection Response

Uptime 0 0 0 1 1 day(s) : 3 Anfi-Virus Datab

Security Events

Pending Events
N Aalwa Deta
: R ndpo 100 Malware Detections 100
Ransormware 44 Virus Win32 - - - - 18
Trojan 40
Trojan ELF X » S
Victim Endpoints 50 Other Malware 6
+ Victim Endpoint Distribution
- 0 2 ) 1-03 4 0 as
Global Hot Events Correlated Respo 7days ¥
& F 0
AF: 1

Occurred Not red 1 0 0 0 0
Sangfor ot occurre




- Status
Security Operations

Business System Secu

Top Sessians.
Bandwidih Management
Online Users

Correlated Address Block

» Network

user secury

Summary || Auack Events

R

v By 5

Users(56)

Severity Severny

’

Severity

Cartainty

Centainty Attack Type Attack Stage  Oetactions  Perding/Total FI.  Corraiation
Spams Iiegal Profic

Access Malware URL, DDSS Attack, Re..  Iiiegal Profit

Sangfor Technologies

‘@ Sangor Endpoint Secure

Uptime 0 8 0 1 1 dayls)

Operation

CONFIDENTIAL

Detection




SANGFOR

ldentify core business system assets

Identify vulnerabilities and risks to business assets

Distinguish between common and uncommon

assetbehavior
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| Ransomware Honeypot
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After analysis of tens of thousands of ransomware, key directories with a high probability of being

targeted for encryption have been identified

4 N 4. Malware controlling

encryption is identified

Ay -ll | [ I I mitigated

Encrypted Encrypted Encrypted Encrypted

3. Endpoint Secure kills the
4 7 7

encryption process to block

Encrypted Encrypted Encrypted Encrypted
encryption Protect Agent
Encrypting... Cannot be Cannot be
SHc/RICUINS N D/RIEd 2. Encryption of bait files highlights

running encryption process

1. Baitfiles are placed in system-critical, high

target and random directories
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Vulnerability Scanning One-Click/Automatic Host Micro-Isolation

Patch Management One-Click/Automatic File Disposal

______________________________ 4_____________________________
Compliance Malware Sandbox
Asset Tracking Ransomware Honeypot
______________________________ » 4_____________________________
Threat Intelligence 'II Network-Wide Threat Disposal

Global Whitelists/Blacklists

NGAF Integratfion
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@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection Response

Response

3] Threat Response

iF Vulnerability Fix
O Infected File Tracking

Details

om.Win32.5ave.a

nfected File

\86156\desktop\af

Are you sure that you want to Fix the threat (c:\users\86156\desktop\af

Sangfor Engine Zero .zip) on endpoint DESKTOP-

c\users\B6156\desktophal E e _— UQBMAR1(172.16.241.201)?

Malicious file cAusers\B6156\desktos 5e7332¢ Also Fix file with same MD5 on other endpoints
44F1ASC5EAFC528DE25D8
Realtime Protection

)2:30:00

If this is non- e, please quarantine or delete it and

enhance directory permission settings.

Sangfor Technologies CONFIDENTIAL




!
o
C
z
A

= &

)

FREREE
EHREE
(g

—
<
=
Z
L
@)
[T
Z
O
@)

B sangfor Technologies




=) SANGFOR

Data Center
Business Area

Security isolation and access control for
different business systems

Access confrol for different roles

Business A Business B
Security isolation and access (\@ Intranet office
control in concert with NGAF .

N area

Security isolation at different terminals

Department A Department B
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Global/Local

Threat Intelligence SANGFOR

Al Engine

Automated Sandbox Cluster Cloud

_fi
E@ Email Malicious Domain —a
. Ransomware Detection C&C Servers e
" s
Infected? C&C Communication
Ransomware
* Risk Driven * Full Protection

&

Integrated Management

Situational Threat Awareness

Connection Analysis

Malware Containment

Lateral Propagation

Incident Response

Services

Ransomware/APT

Detection
Blocking
Disinfection

Encryption

 Active Defense

Sangfor Technologies
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Message

1 want to Fix the threat (c:\users\86156\desktop\
1b43924314c439265¢b61) on endpoint DESKTOP-

UQBMAR1(172.16.244.175)?

Also Fix file with same MDS on other endpoints

Are you sure that you want to isolate DESKTOP-UQ8MAR1
(172.16.244.175,200.200.120.228)?

One Click Mitigation

Sangfor Technologies

EDR-NEW0083

r Windows 7 for x64-based

has been identified in a Microsoft sof duct that could
can help j this update

are included in
rticle. After you install

Vulnerability Scan with Remediation

CONFIDENTIAL

0d66302chb91b43924314c439265¢b61

Informative Visual Dashboard & Tl
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rudic-Cloua

Servers

Ol

Private Cloud

Virtual/
Cloud Desktops Desktops P —
aptops/Notebooks

Enterprise Asset Integration Strategy

Operating Systems

= & D N © s M %+

Windows Centos Ubuntu redhat Suse Debian Red flag Red Flag  Winning Oracle
Linux Asianux Kirin Linux

Virtualization

64-bit Ubuntu or CentOS
CPU: 4 cores

Memory: min 8GB RAM
Disk: min 500GB

443 for downloading agent
8083 for services

54120 for management

QS e Gmm HIC ¥ A O O

vmware . el i smartx ZStack (k5= BiE

VMware  Huawei Nutanix Sangfor HCI Hua San SmartX Zstack Alibaba  Tencent
H3 Cloud

Less than 200MB memory
Less than 150 MB disk
Co-exists with other NGAV
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@ Simplifies Security Operation and Maintenance
SANGFOR

Comprehensive Solution Still Integrates with Others

Quick
Response Governance, Holistic Reports and evidence

Endpoint Secure
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THANK YOU -

www.sangfor.com Sangfor Technologies Inc.




