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Chapter 1 Application Scenario

When there is two line that are connected to a Datacenter, line one is MPLS and a normal internet line
that will build a VPN from client to the Datacenter. NGAF will perform failover in this situation when
the MPLS line is failed, it will automatically switch to VPN line to connect to Datacenter.
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Chapter 2 Configuration Method

1. Go to Network > Routing > Policy-Based Routing, then add a Source-based route.

| Static Route || Policy-Based Routing Multicas

|4 add | X v @ 1+

Source-based route src Zone ]

Link lpad-balancing route

2. Then add a source zone according to the interface you have selected as LAN into the source-
based route.
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3. Link state detection can be found in the same page. Then click settings.

Add Source-Based Route
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Network Objects: | private Network Segment @
Destination
'® Network Objects
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£

Protocol /Port
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Link State Detection

This detects state of the dedicated link. Upon link
failure, data forwarding falls to the VPN tunnel.

- Egress / P

‘@ Interface

Save and Add OK Cancel

4. In the settings for link state detection, make sure the enable box is. The destination IP can be set
as any IP, it is used to check whether it is still function or not.
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Detection Method
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Resolve Domain:
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Destination IP 1: |3.5_s_3|

Destination IP 2:

Options
Interval {sec): 2
Max Attempts: 3

5. For the egress interface, the interface for the MPLS will be chosen as the egress interface. Then
click OK.
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Link State Detection

This detects state of the dedicated link. Upon link “Settings
failure, data forwarding falls to the VPN tunnel.

Egress Interface/Next-Hop
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6. Then the policy-based routing will be as shown in the figure below.
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7. To enable VPN tunnel as a standby link, it can be find in Network > IPSecVPN > Advanced >
Standby VPN Tunnel. Tick the Use VPN tunnel as standby link box and click OK.
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|+ Use WPM tunnel as standby link
MNotes:

1. Prionty for different types of routing: static routing/dynamic routing{0OSPF) = policy-based
routing(leased line} = VPN tunnel, from high to low.
2. It falls to the WPM tunnel when policy-based route fails, to ensure normal network connection.

3. Link State Detection must be enabled for all the policy-based routing entries, to make it take
effect.

Ok
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