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Chapter 1 Abbreviations and conventions

AD domain: Windows Active Directory
Integrated Windows authentications: A scheme for single sign-on referred to as IWA

Domain Monitoring Single Sign-On: One option for single sign-on is the old version of the ADSSO
solution.

Listening mode Single sing-on: A scheme for single sing-on, listening to the data of the computer
login domain and obtaining the information of the login domain.

Gpupdate.EXE /FORCE: Refresh the group policy command. After changing the group policy, you
need to execute this command to make the changes take effect immediately.

Rsop.msc: Execute on the PC that is added to the domain. You can use this command to check whether
the PC obtains the domain group policy.

Gpresult.exe: Report on the PC joined to the domain. You can use this command to check whether the
PC obtains the group policy of the domain.

Chapter 2 Demand background

AD domain single sign-on is applicable to the intranet of the customer. The intranet has been configured
to manage the intranet users. After the AC is deployed, the AC and the AD domain are required to
implement the smooth authentication. Authentication online, no need to manually pass AC certification,
transparent to end users)

I want to use the real name of the domain user to access the Internet, and the real name records the
user's online log.

The client does not want to use script mode to single sign-on, because the script mode needs to
configure logon.exe and logoff.exe on the domain, which does not comply with the company's security
management specifications.

In order to improve the success rate of single sign-on, in the actual scenario, it is necessary to integrate
Windows authentication, domain monitoring single sign-on and monitoring mode. The three single
sign-on solutions are enabled together. It is not recommended to enable any one of them separately.
Introduce the usage of these three programs.
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Chapter 3 Application method

Domain monitoring single sign-on, that is, the old version of ADSSO, the NGAF automatically detects
the event log of the user's login domain on the AD domain (event ID is 672, 540, 4624). After detecting
the log of the user login, it automatically passes the NGAF’s authentication.

PC AD

1. PClogs into domain.
2. Agent communicate with AD server to obtain domain online users’ information.
3. PC is authenticated and able to access Internet.
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Chapter 4 Testing Environment

4.1 Testing topology

A common test environment, device routing or bridge deployment, and AD domain deployment on the
intranet switch, as shown in the following figure. This article mainly introduces the test method of script
single point login in this environment.

AD SSO single sign on configuration.

Navigation & Authentication Options
b Status
Options << || 550 Options
b Network
S FE0 Options Client-Side Domain 550 | Proxy 550 || popasso || Web 550 H RADILS H Others ‘
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» System |_| Obtain login profile by executing logon script through domain @
Cbtain MAC By SNMP Downlaad Domain S50 Prograr
Authentication System
Others

4 Local Users

Users | Domain 550 @

User Impart gs on the AD server for user credentials
LDAP User Sync + add |X Delete

4 External authentication [] Domain Contr.. Domain Name  Last Obtained  Recent Users Status
Policy

External Auth Server i
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Server Access Verification

» Security Solution

| | Enable Integrated Windows Authentication @

Cownload Configuration Guide
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Add Domain Controller b4

It listens to logon/logout event and sends user credential to NGAF unit to perform 530

Domain DNS Server: Enter DNS server IP that able to resclve domain dns

Drormnain Marme: Enter the domain name Darnain name resolution

Controller IP: .
mntretier You can enter the IF address.

If not sure, vou can
click on the Rezolve Domain

Dornain Account administrator  Recommended to use administrator account

Domain Account PwD: R

|Test Validity | | o]’ | | Cancel |

Note: Figure above recommend to use the administrator account, if is using windows 2008 and above,
you also can use non-administrator account, but you need to assign wmi-permission.

If non-administrator account, please refer to attachment A.

Chapter 5 Testing Result

Result of single sign on as below.

1. User logon PC and login into domain, it will automatic pass the NGAF’s authentication, it no need open
the web browser to authenticate again, in Online users list, you can view the user is using SSO online, as

below.
—
- Status 4 Refresh: S seconds = | 55 Refresh I Filter 5, a @ Search by Name = Sesrch term
» Dashboard User Status: &l P/Username: Nome
Security Operations ‘ Groups. <(”u‘."
» Business System Security Search: Fuzzy maich [ Mo, Name(Display Mame) Group 19 Address Server Trpe Tirne Logged In/Locked ~ Qe Durstion Operation
» Usar Securlty [EET 0 1 scminstrstar ; sso 2019-10-21 14:48:20 Log In 18 minutes 09 saconds a
2 Traffio Statistics @ Rsanctor.Jacal Oz ; None 2019-10-21 14:49:39 Log In 14 minutes 50 saconds Py
S [ = EA ) =5 T AT El|

Susicicus Traffic

Tap Sessions

» Correlated Address Black

2. You can see domain user name is using as username in Internal Report Center.

Navigation Menu &4 User LoaniLogout

» Statistics & Fiiter | (3 Export Logs
~Logs Fiter: Period (2019-10-21 00-00-2018-10-21 23:53) | Sre [Ffuses {4
S No. Usemame Group Login [P Latest Login Latest Logout Qe Duration Detsils
1 administretar ] 1921681 2019-10-21 133842 15-10-21 144349 1 haur § minutes 37 seconds View
Intrusion Frevertion .
] 19215813 ] 19216819 30181021 11618 2151071 144249 3 hours 33 minutes 1 second View
Ll F el e engforlocalUsers 192168117 30181021 124143 010-10-21 124343 2 hours 47 minutes 36 seconds View |
© Do Attack 4 administrator ! 19216812 2019-10-21 115257 2018-10-71 135356 2 hours 58 seconds View
5 administratar ! 19216811 2019-10-21 11:38:20 2019-10-71 133940 2hours 1 minute 30 seconds View
Content Security

'S
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Chapter 6 Precaution

1. Domain SSO, IWA and listening mode not support domain SSO sign off from the domain and offline
from the NGAF but it can use logout through the no flow in specified period.

Navigation @ Authentication Cptions
b Status
Dptions < || Others
b Network
_ S50 Options #| Auto logout the user who causes no flow in a specified periad
» Objects X K X
Auth Page Redirection Time Period (mins): 42p 6]
} Policies

Submit user credentials over 2351

Authentication Conflict
» System «| DNS service is available before user passes authentication
Obtain MAC By SMMP

| Basic services (except HTTP/HTTPS) are available before user passes

> Authentication System authentication

Others

4 Local Users Require suthentication again if MAC address is changed
Users # Lock user if authentication attempts reachss the threshald (i)
User Import Max Atternpts: z
LDAP User Sync Lockout Period (mins): 3 @

User‘lcould log in only after root certificate is installed
4 External Authentication

Palicy

External Auth Server

Server Access Werification

2. Domain SSO, endpoint device must pass through NGAF then only can go online (can view in online user
list), the program will check for every 10 minutes, if does not have traffic pass through, it will not show
the user is online in online user list.

- Status 2 Refresh: 5 seconds ~ | 5 Refresh j Filter | /2, z:; @

Dashboard User Status: all IP/Username: Mone

Security Operations ; Users

Business Systern Security [[] Me. Mame(Display Mame) Group

User Security [ £

4 Traffic Statistics O z[test /Sangfor.local/Users/|

Traffic Ranking 0 s /
Suspicious Traffic 0«4 £
Top Sessions O s £

Online Users

3. Ifthe AD is at the WAN side, endpoint PC unable login to domain, it required to put the AD domain
server’s IP address to the NGAF’s Global Exclude list to do open auth and allow the AD communication.
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Chapter 7 Attachment A

Windows server 2008 AD domain non-administrator account configuration. If it is windows server 2008
and above domain cotroller, it can use the non-administrator account, but it required to assign WMI
permission, configuration guide as below:

Go to start -> run and type wmingmt

Right click WMI and choose Properties.

G & File Action View Favorites Window Help

&9 »m 5 B

Pl | (] Console Root
E WM
o Connect to another computer ... i

- View >

ols1
= New Window from Here

De New Taskpad View...
ne Properties
Me Help

& I

) This dialog allows you to get general information about the
computer.

‘Successfully Connected to: docal computer>
PProcessor : Intel(R) Core(TM)2 Duo CPU  T7700 @ 2.40GHz

Operating System : Microsoft Windows Server 2012 R2 Essertials
S Version : 6.3.9600

6384
WMl location : C:\Windows'system32\wbem

[ok [ cancd || ey |

—

| General | Backup/Restore | Securty |Jad d |

Namespace navigation allows you to set namespace specific security.
=N

] Foot ~
#-|)) AccessLogging
| et
E] 1 cmva |
14 DEFAULT _
L) directory =
E
E
E
E
E
E
E
E
"

2]

#-1J) Hardware

il Interop

il InventoryLogging

- ) Microsoft

-l MicrosoftActive Directory
#- ) MicrosoftDfs

€+ J) Microsoft DNS

-4} msdtc

Q) neo

-0t Policy

| seomty |
[ ok ][ Conod [ roon |

Click on add.
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Select Users, Computers, Service Accounts, or Groups | *

Select this object type:
|Users. Groups. or Buitin security principals | [ Object Types... |
From this location:

_ H Locations... |
Enterthe object names to select (sxamples):

Check Names

Advanced OK Jl Cancal |

' § Authenticated Users

H2 LOCAL SERVICE

H2 NETWORK SERVICE

H2, Administrators (M7 By

Pemissions for Autherticated sl

Users

Execute Methods
Full Write
Partial Write
Provider Write
Enable Account

For special pemmissions or advanced settings, Pdumaud
click Advanced.

=

low

JERIOOR

[ ok [ Caneel ]| ‘oo |

Select this object type:

[Users. Groups. or Butn secunty prncipals | [Obiect Types... |

From this location:

A== | [ Locations... |
Common Queres

o  [Sitewin ] [fargor | |
Description: ‘S(msw(h v‘ ‘ ‘
[ Disabled accounts

[ Non expiring password

Days since last logor: v p}
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5. Choose on the newli created user sanifor.

Security
Group or user names:
82, Authenticated Users
2 LOCAL SERVICE
82, NETWORK SERVICE

3

Pemissions for sangfor
Execute Methods
Ful Write

Partial Write
Provider Write
Enable Account

For special pemissions or advanced settings, Mrmnrl
click Advanced.

rROOOO g

Onanner: Administrators (20 Administraters) Change

Permissions Auditing |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to

| 8% Allcos Lathenti A L=, 5 ial =3 + Clhject Thi A suh

82, Allow  LOCAL SERVICE Special Parent Object This namespace and subname...

“ Allow MNETWORK SERVICE Special Parent Object This namespace and subname...

H2, Allow  Administrators WAd.. Special Parent Object This namespace and subname...

| I
[ Add | [ Remowe| | [ Ear |
Disable inheritance
[ox  |[ Concal | [ apply |

Principal  sangfor (sangfor@ 0 7 Select a principal

Type: [Anow v]

Applies to |'I'I||snlll'|lqlm-|dmhnunuplnu vI

Permissions:
[[] Execute Methods [# Enable Account
[ Full Write ) Rermote Enable
[ Partial Write [ Read Security
[ Previder Write [] Edit Security
[ Only apply these permissions to objects and/or containers within this container
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6. And assiin the user into Eventloi Reader and Performance log user group as below :

| General | Addess | Account | Profile | Telept | Oganizti
Remoate Deskiop Services Profie | COM+
Member OF | Dialin | Envvironment | Sasei
Member of:
Name Active Directory Domain Services Folder
Domain Users N local/Users

Event Log Readers " Jocal/Buittin
Performance Log... SWmWlocal/Buitin

Primary group: Domain Users

There is no need to change Primary group unless
Set Primary Group you have Macintosh ciients or POSIX-compliant
applications.

[0k || Concl [[ Aemhy || ree

7. So the windows 2008 AD domain non-administrator already configured, domain SSO can use this
account.
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