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1 Introduction

1.1 Abbreviations and conventions

NGAF in this article refers to the SANGFOR NGAF device.

1.2 Feedback

If you find any questions about these documents, please feel free to give us

feedback, email: tech.support@sangfor.com.

2 Requirements

1. Server 10.1.131.2 HTTP traffic goes through eth3 while other traffic goes
through eth1.

2. Internal network users when accessing telecommunication will go through
eth1 while access to China Unicom will go through eth3

3. Allinternal network users will go to the external network through eth1. When
eth1 is down, eth3 is being used as a backup.

3 Sample Network Configuration

Following is the sample of a network configuration for testing purposes.

First, the environment must have two WAN interfaces, as shown below.

Physical Interfaces Subinterfaces  VLAN Interfaces  GRE Tunnels Link State Propagation

Hame. Wlerface Stetus  WAN Aftrbude  Type Zane 1P Assignmert P fsddress Link Mode MTU  Link State Stelus  Operation

eth | [ Laver3 Nore © Static IPv4iStatic IPY6 10.251.251 251724 Full-gupéex 10000Mops 1500 Mot detected

| ethl w5

Ves
ethz =3 No Layer 3 Lan Static [Pud Static IPvE 1921691, 254240921661 2., Full-tupiex 10000Mops 1500 Mot detected
v

= v

Layer 3 Wen | Static IPy4Stetic IPv6 19220019 167724 Fullsiupiex 10000Mbps 1500 PING Normal v Edlt
v
v

Leyers w2 | Static IPvarSttic 76 19220019 165726 Fulldupiex 10000MEpS 1500 ARP Nt detecte yet

ethi N Layer 3 Nane & Static [Pvd/Static IPv6 £ Full-diupiex 10000Wops 1500 Not detected v Edlit
Negotistion fade

eths No. Leyer 3 None @ Static IPv4Static IS - Ful-upsex 10000Mops 1500 Mot defected b Edt
Negglistion

The interfaces are defined with different zone, WAN1, and WAN2.
Link State Detection is required on both the WAN interface.

The purpose of setting up the link-state detection is to facilitate the switching
process of the line when the link is detected as faulty.
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Static IPvdiStatic IPvE 10,251 251.251/24 Full-cupise 1 0000Mbps 1500 Mot deteched ' Edlit

Static IPwdiStatic IPvE 1922009915724 Full-ciupizz 1 0000Maps 1500 4 Exlit

Satic IPv4Static PG 1921681 254241921681 2. Full-duplex 10000Mbps 1500 Mot detected ~ Edlit

Static IPvaStatic PG 192,200 19.185/24 Full-dhpbes 1 0000MbRs 1500)  ARP Mot detected yet s Edit
FIMG Mormal

Static IPvdiStatic IPvE - Full-dupiex 10000Mbps 1500 Mot detected ' Edlit

Megotiation faled

3.1 Policy-Based Routes configuration

Here, the server with the source IP address of 10.1.131.2 access the external
network via eth1 which is the WAN line. The configuration is as below:

Step 1. Fill in the policy name. (Any will do)

Step 2. Source Zone (where the server is located)
Step3.  SourcelP(10.1.131.2)

Step 4. Destination IP group (Select all)

Step 5. Interface (Select eth1)

Step 6. Others can be kept as default.
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Sample Configuration

Add Policy-Based Route

Foute Type: O Source-based route Lirk Ioed-batancing
Protocat O Py IPvE
Basics
Maime: Sowrce-based routing
Status: © Enabied Dizabled
Description: Optional
Move T Top A
Schedue: All wizek -
Data Packet
Src Fone: Lol i
Src Address: R -
Destination: O Netwaork Object =P CountryRegion
Al v
Services; any -
Applications; All -
Others
Outhound inter face: O rterface Mext-Hop IP
| &t r | @
Link State Detection: Settings
Save and Copy Cancel
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4 Policy-Based Routes based on
application

This policy is created based on the default policy which we had created earlier.

Requirement: Server 10.1.131.2 HTTP traffic goes through eth3 while other

traffic goes through eth1, configuration as below:

Based on the policy route we created earlier, only select the website

application and then select eth3 to go out.
Configuration:

Step 1. Fill in the policy name (Any will do)

Step 2. Source Zone (where the server is located)
Step 3. Source IP (10.1.131.2)

Step 4. Destination IP group (Select all)

Step 5. Select HTTP application in the Application
Step 6. Interface (Select eth3)

Step 7. Others can be kept as default Sample Configuration:

Add Policy-Based Route x
Foute Type: O Source-based route Lirk load-balancing
Frotocol O Pva PE
Basics
Mame; Application-based routing
Status:
Avalable (G046) Selected (11
Description:
= - I MET ProtocolHTTP-DELETE

hdaove To:

[£)] eNs NET ProtocolHTTP-HEAD
Schedule: » )

[ ) [ visit web Site NET ProtocalHTTP-GRTIONS
Data Packet .

[ | mail WET ProtocclHTTP_PATCH
Src Zone;

[ ]oa MET PratocclHTTP-FUT
Src Address:

[£] 1 Secial Hetwatking MET PratocclHTTP_PROPFRID
Destination:

EOm NET ProtocolHTTP-HTTP2.0

[+ File Transfer HTTE POST
Services:
Agplcations: | Felect - |
Others
Outbaund Interface: © Interface Mext-Hop P

| 3 - @ |
Link State Detection: Settings
Save and Copy Cancel
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The policy we have created for the server is as below:

1 Application-base..  ipvd LAN PC1 Al Ftp hitps VistWe St elh34192200191 - Al week i v

2 Sourcebassdro. ipwd LAN Pt Al any e ehf192200091 - Al week e v

With this, we have realized the requirement which is allowing the server
10.1.131.2 HTTP traffic goes through eth3 while other traffic goes through eth1.
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5 Policy-based routing based on
destination IP address

Effect:

This policy-based route allows the customer to conveniently select the line
based on the destination IP. It is common to access the telecommunication via
the telecommunication interface and access China Unicom via the China

Unicom interface.
Requirement:

Internal network users when accessing telecommunication will go through

eth1 while access to China Unicom will go through eth3.
Configuration:

Step 1. Fill in the policy name (Any will do)

Step 2. Source Zone (where the internal network user is located)
Step 3. Source IP

Step 4. Destination IP group (Select telecommunication ISP)
Step 5. Select HTTP application in the Application

Step 6. Interface (Select eth1)

Step 7. Others can be kept as default
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Sample Configuration:

Add Policy-Based Route x

Foute Type: O Source-based route Lirk load-balancing
Protocok [« NI2PE) Pyt
Basics
Marme: Destination-based routing
Status: © Enabisd Dizakled
Description: Optional
hdoree To: Buttom T
Schedule: All wesk T
Data Packet
S Zone; LAN =
Src Address: All -
Destination: Metwork Object O 1=p Courlry Region

Telzcammunicaton -
SErviICES, any *
Applcaions: All s
Others
Cuthound Interface: O Interfacs Mext-Hop P

ethl r @
Link Stete Defection: Sattings

e el

.NOTICE

After the policy has been configured, the policy will be added at the top by default.
Since the policy here is matched from top to bottom, it is necessary to move this
policy to the back to ensure that the previous policy does not become invalid. As
follows:

Static Routes Policy-Based Routes Multicast Routes 0OSPF RIP BGP All Routes Route Testing

@ add | weMores | (¥ Refresh Pv6

Mo, Name Protocal Sre Zone SrcAdiress  DstAddressRegion  Services Apgications Interface-NextHop P Load Bilancing Method  Schecule Link State Status
1 Application-base. ipvd LAaN PC1 All http,hitps: Wisit Web Sit . €th3-192.200.19.1 - All week ot =ciec v
2 Source-based ro. ipve LaN PC1 Al any - €th1-192200.18.1 - Al week ot detectad
3 Destinalionbase..  ipvé LAN A Telecommernicaton  any Al h1-192200181 - All week ot detacta
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6 Link Load-Balancing Route

In the multi-wan scenario, the link-load balancing route can be used to prevent
wasting bandwidth. There are four types of policy for link-load balancing:

& A Round Robin: Aciive links are selected inturns, The likelihood that each link i selected is the same,
Bandwidth Ratio Round Robin: This method is simiar to weighted Round Robin. However, weights are
not speciied numbers but dynamic ratio caloulated accordng to the bidirectional bardwidth on dtferent
WAH links. I sims st balancing the bandwidth usage on the available WAHN links based on new scheduled

Irferface Mesd-Hop P (@ Link Sta

connaction, regardlass of connection failure or reattime bandwidth an the VAN link,

Weighted Least Traffic: This method |5 imilar to welghted Round Robin a5 well. Howsaver, welghts are

ot specified numbers but dynamic ratio caloulsted according to the bidirectional bandwidth on different

VAN finks. ft aime at balancing the bandwidth uzage on the availakls WAN links bazed on the new
Nadate  scheduled trafiic.

Prefer Link at Top: Prefer the ink at the top of inferface st To elewste priority of & link, move & up orto

top.

Load Bilancing Method:  Reund robin T

Save and Copy

Requirements: All internal network users will go to the external network through
eth1. The method being chosen here is Prefer Link at Top.

Configuration:

Step 1. Fill in the policy name (Any will do)

Step 2. Source Zone (where the internal network user is located)
Step 3. Source IP (All)

Step 4. Destination IP group (All)

Step 5. Select HTTP application in the Application

Step 6. Interface (Select eth1 and eth3)

Step 7. Others can be kept as default Sample Configuration:
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Add Policy-Based Route

Foute Type:

Profocol

Basics

[REL N

Slatus;
Description:
hanve Too
Schechds:
Data Packet
S Zone;

Src Address:

Destination:

Services:

Applcations:

Quthound Interfaces

€ 2dd

Interface

Save and Copry

Services:

Apphcations:

Outhound Interfaces

O sod

Interface

Lo Balancing kethod:

Seve and Copy

isd Web Site NET ProtocolHTTP-TRACE MET ProfocolHTTP oroxy MET ..

Source-based route @ Link load-balancing

[« NI2PE)
Link Lo=d-Balancing
© Enabied Disakled
Optiorel
Tap T
Al wesk T
LA -
All -
© Metwork Okject = Courtry Region
20 -
htts ity T
izt Web Sie NET ProtocolHTTR-TRACE MET ProtocolHTTP procy,MET . T
Mext-Hop IP () Link State G Operation =S
Morrmeal Move Up i Diovwwn Delete
Mormal Moo Up Miave Down Drlete

hittpos fitps b

Fl

Next-Hop IP @ Link State @ Operation o

Mormal Mo Up have Down Delele
[ormeal Miove Up téove Down Delete
Prefer link ot top r @
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Results:

Static Routes Policy-Based Routes Multicast Routes OSPF RIP BGP All Routes Route Testing 9

Q dd | s bores | (¥Refresh PvG
No. Name Protocal Sre Zone Sre Address. Dst AddressiRegion  Services Applications Interface-Next Hop 1P Load Balancing Method — Schedule Link State: Status
1 Link Logd-Balan,..  invd LAN Al Al itps bt WisitWeo St eth!-192200191,..  Prefer ink ot top Al wesk Hat dietected v
2 Application-base...  ipvé LAN PGl Al Http s VistWeb St..  eth3-192200.19.1 - All week ot dietected v
3 Sowcebasedro.  ipvé LaN & Al any - 192200191 - Al week Not dietecteq v
4 Destination-base.. ipvd Lan Al Telecommuricaton  any Al 192200191 - Al week ot detactec v

After the policy has been configured, the policy will be added at the top by default.
Since the policy here are matched from top to bottom, it is necessary to move this

policy to the back to ensure that the previous policy does not become invalid. As

follows:
Static Routes Policy-Based Routes Multicast Routes 0OSPF RIP BGP All Routes Route Testing

& adad | weMore= | O Refresh PV
Mo Neame Protocol Src Zone Src Address DstAddressiRegion  Services Applications Interfece-hext Hop P Load Balancing Method  Schedule Link Stete. Status
1 Application-base. ipvd LAN PCl Al hitp Hifps “Wisit Vb Sit. eth3-192.200.49.1 - All week it ched v
2 Source-based ro...  ipvd Lan =] Al any B eth1-192200.19.1 3 All week ot detecten v
3 Destinalionbase..  ipvd Lan an Telecommuricaton  any 21 ethi-192200.19.1 5 All week ol defected N
4 Link Load-Balan iva Lan an 21 hitps fittp VistWeb SH.. ethi 192200191, Prefer link at top Al week ot dietectec v
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