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Chapter 1 Network Topology

One customer has two sites, they want to use Sangfor NGAF build VPN tunnel between HQ
and branch.

INTERNET

GW2:

GW1: 113. 97. 239. 38/24

121. 122. 31. 112/24

Ethl:

Ethl: 113. 97. 239. 39/24

121.122. 31. 113/24

Eth4:
192. 200. 19. 1/24
192. 168. 222.1/24

User:

192. 168. 222. 2/24

Server: Server:
192. 200. 18. 2/24 192. 200. 17. 2/24
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Chapter 2 NGAF Configuration

2.1 Version 8.0.26
2.1.1 HQ NGAF Configuration

1. Configure interface and zone.

Specially build a zone for VPN, chose vpntun interface.

} Status Physical Interface || SubeInterface || AN Interface || GRE Tumnel || Zone | wink State Propagation |
» Monitor +add X Delete | 2 Refresh
~ Network (7] Zone Mame  Forward Mode Interfaces Device Mgt Privilege allowed Address Delete
——— wan Route(layer 3) ethd,ethl WebUT All In use
- lan Routs(layer 3) sth2 WebUI all In use
Routing [ vlan Route(layer 3) WebUL all x
> Virtual wire ] ventun Raute{lsyer 3) vpntun WebUT all x|
» Advanced Options [[] management  Route(layer 3) ethd weblUl all x
| SSLVEN [ ha Route(layer 3) eths,eths webUI all x
I IPSecyPN

2. Allow traffic in Access control from VPN zone to Server zone and Server zone to
VPNzone.

Navigation L4 | Appication Control
» Status Policies || Polcy Cleanup || Policy Change Tracking |
palionitor Palicies
» Network #+add X Delete | o Enable @ Disable | B Move = | A Settings | *** More = | 53 Refresh Z Filter  Search R
» Objects [] Priority  Tag SrcZone  Source Address Dst Zone  Destination Service/Application  Schedule  Action  Status  Operation
~ policies | 5 1. Default Palicy Group(4)
> HAT 1 wpntun all lan all any(TCP:0-65535; .. All week Allow v Cn # % -
 hooess Control ]z lan All vpntun all any(TCP:0-65535; .. All week Allow e Cry 7 % o
Application Control O s wan Al wan all any(TCP10-65535; All week Allaw ./ Ch # X
lan lan
» Country Blocki »
Bt Lt s -4 all all al all allfal All wesk Deny Y
> Connection Control
I Netwark Security .
I» Bandwidth Management

3. Build VPN interface.

This step used to notice other side that HQ has a subnet 192.200.19.0/24

(Add all NGAF LAN interface to this)

b Status -

» Monitor Interfaces

- add | Delete
» Interfaces Interface Status LAM Interface Subnet Mask Operation
Routing 0 Enabled athz 255,256.255.0 Edit
» Wirtual Wire

¥PN Interface IP
» advanced Options

) Auto
I SELVPH ®

1P Address: 149138 60,254
4 IPSecP

» Status O Specfied
» Basics
Local Users
* WPN Connections 21
» Wirtual IP Pool
Multiline Gptions
SD-WAN Path Selection

» Local Subnet

4. Add local subnet.
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W.: www.sangfor.com |

This step used to notice other side that HQ also has 192.200.17.0/24 and
192.200.19.18.0/24 which are not directly configure on NGAF Lan port.

(Don't need to add NGAF interface subnet to local subnet)

» Status .

¥ Monitor

1P Address
1 192,200.17.0
z 192.200.18.0

Subnet Mask
255.255.255.0
255.255.255.0

e |

» Interfaces
» Routing
» Virtual Wire
» Advanced Options
I SSLYPN
» Status
» Basics
» Local Users
* ¥PN Connections
» Wirtual IP Pool
» WPN Interface
Multiline Options

I Path Selection

T Tunnel Route
» Third-party Connection

Objects

» Interfaces

» Routing

» Wirtual Wire

» Advanced Options
b SSLVPN

4 IPSecVPN
> Etatus

> Local Users

* ¥PN Connections
» Wirtual IP Pool

» WPN Interface

> Multiline Options

6. Create a branch

»

» Status

5. Set webagent and listening port

Basic Sektings

Primary WebAgent:

Secondary WebAgent:

121.122.31 113:4009

Change Password

Chanae Password

Shared Key:

Confirm:

MTU  (576-1500):
MSS {0 or S50-1460);

WPM Listening Port(default 4009):

View Shared Key

4008 ]

Adwanced

user, user type: branch user

oK

[Username v] | | | search Advanced Search

» Monitor

~ Network
» Interfaces
» Routing
» wirtual wire
» Advanced Options
[ SSLYPN

4 IPSecVPN
» Status
> Basics
> YPN Connections
» Virtual 1P Pool
» VPN Interface

> Multiline Options

Total Users: 2 Selected: Default group Page: 1/1

Operatian

Groups:0 Users in Selected Group: 2

1 name Status Users Inherited Attr. Algorithr  Description

@ Default group 2

Enabl
Local user:vpntest No AES

O Edit Delete Copy
ed

Disabl
Default user Mo AES

" If user not exist, use Default User Edit
o

Delste New User Mew Group | Impart From LDAP Server | Import From Text Export
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2.1.2 Branch NGAF Configuration

1. Configure interface and zone.

W.: www.sangfor.com |

Specially build a zone for VPN, chose vpntun interface.

A

[» SSLWPH

[ IPSecVPN

VPNzone.

» Status Physicel Interface | Sub-Tnterface | VAN Inkerface || GRE Tunel || Zome || Link:State Propagetion |

» Monitor + add X Delat= | £ Refresh

« Network [] zone Name  Farwsrd Mode  Interfaces Device Mgt Privilege allowed Address Delete
E—— < wan Route(layer 3) ethd WeblT &l Inuse

- lan Route(layer 3) sth2 Webll &l Inuse

b (RETHD [ vian Route(layer 3) WebUIL All x
> Virtual Wire ] ventun Route(layer 3) wprtun webUl All x I
» ddvanced Options

2. Allow traffic in Access control from VPN zone to Server zone and Server zone to

Navigation L4 | Apolication Control
» Status Policies || Pobcy Cleanup || Policy Change Tracking |
paiicnitor Palicies
» Network #+add X Delete | o Enable @ Disable | B Move = | A Settings | ** More = | 53 Refresh I Filter  Search R
» Objects [] Priority  Tag SrcZone  Source Address Dst Zone  Destination Service/Application  Schedule  Action  Status  Operation
~ policies | 5 1. Default Palicy Group(4)
> NAT 1 wpntun all lan all any(TCP:0-65535; .. All week Allow v Cn » % -
2 lan all vpntun all any(TCP:0-65535; .. All week Allow v Oy # % o
s wan all wan all any(TCP:0-65535; All wesk Allaw v o
; lan lan
BT a all all all all alall All week Deny By 4
> Connection Control
I+ Network Security h
I» Bandwidth Management

3. Build VPN LAN interface.

This step used to notice other side that HQ has a local subnet 192.200.19.0/24 (Add
all NGAF LAN interface to this)

Navigation Rl | VPN Interface
b Status
» Monitor Interfaces
I'Netwnrk | add | Delsts
» Interfaces Intsrface Status LAN Interface Subnet Mask Operation
» Routing O Enabled athl 255.,256.255.0 Edit
> wirtual Wirs

» advanced Options

» Status

Basics
» Local Users
» VPN Connections
» Virtual 1P Pool
» Multiline Optians
» SD-WAN Path Selection
* Local Subnet

» Tunnel Route

¥PN Interface IP

@ Auto
1P Address: 47357254

O specified

oK
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4. Add VPN connection.
Navigation [ coreceor

Status

b Status Jutgoing Connection  Primary Webagent Secondary WebAgent Username Protocol Certificate-based Auth
¥ Monitor Ok
Iv Network I
i - IBEIE)
T — & Edit Outgoing Connection - Google Chrome
e— A Mot secure | 192,168.19.14 1/html/dlan/cm_operatehitml
* Routing
» Virtual Wire
» Advanced Options
MNarme: test
[ SSLVPN .
Description:
IPSecVPN
[etesecven ] | Primary Webhgent: 12142231 13009 | |
» Status
g Webagent:
» Basics Secondary Webagent Test
» Local Users Shered Key: e
coemser E—
+ Wirtual TP Poal

WP Interface

[l certificate

Peer Root Certificate:

» Multiline Options
Usernarme: vprtest
» SD-WAN Path Selection
Password: B
» Local Subnet
» Tunnel Route Confirm PwD: e
» Third-party Connection Protacol: =L o
[» Objects Enable traversal TCP v @
[+ Certificate Management Enabled
[+ advanced
» Objects LAN Service Save Cancel
b Palicies

2.1.3 Verify the connection

You can verify the connection by navigating to Network > IPSec VPN > Status.
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2.2 Version 8.0.35
2.2.1HQ NGAF Configuration

1. Configure interface and zone.

Specially build a zone for VPN, chose vpntun interface.

2]

6 NGAF Platform o0 Home S0C Monitor Palicies Objects System Q A © Q admin
Zones
@ Add  Refresh

MName Type Interfaces InUse Operation
L3_trust_C Layer 3 None Edit Delete
L3_untrust_A Layer 3 None Edit Delete
L3_unfrust_B Layer 3 Mone Edit Delete
L3_unirust_C Layer 3 None Edit Delete
Virual_trust_A Virual wire Nene Edit Delete
Virtual_trust B Virual wire None Edit Delete
Virtual_untrust_4 Virual wire None Edit Delete
Wirlual_untrust_B Virual wire Mone Edit Delete

| vpntur Layer 3 vpntun None Edit Delete

2. Allow traffic in Access control from VPN zone to Server zone and Server zone to

VPNzone.

G A © Qanmln

=~
b NGAF Platform = Haorme: s0C Monitor Ovjects Network System
Policies Paolicy Optimizer Policy Change Tracking
e
. > Q Add 4} Move To- e Wores  Refresh Y Fitter Search
Application Control
Prionity 5 Mame s Tags St Zone SrcAddress  DstZone DstAddress  Semices  Applications  Schedule Action
1 Default Policy Group(s)
1 wpn_allow2 - vantun Al LAN Al any Al Al wesk Allow
2 vpn_allow - LAN Al vontun Al any Al All week Allo
3 scansApp20. - any Al LAN http server samha Al Allweek Deny
qui
4 LAN Intermal 5 VAN Al any MailFace Al weak Dary
Sacial Met
Sacial Net...
IWfautul
IMiFaceba...
5 Allowe Al - any Al any Al any Al Allweek Allow
6 DefaultPolicy - any Al any Al any Al Allweak Dany
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3. Build VPN interface.

This step used to notice other side that HQ has a subnet 192.200.19.0/24

(Add all NGAF LAN interface to this)
(’S NGAF Platform w02 Home sS0C Monitor Palicies

W.: www.sangfor.com

Basics

/1000 entries

Advanced Show Less

. r 3
Ohject: Metwork: System
e )

Mo data available

Intranet Interface: ethi eth2

sth3
VPN Interface: O Auto assigned 01.238.173.80

Spedfied:

Listening Port: 4009 (1- 65535
MTU: 1500 576 - 1500
MSS: a 350 - 1460
Broadcast: Enable O Disable
Multicast: Enable O Disable
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4. Add local subnet.

This step used to notice other side that HQ also has 192.200.17.0/24 and

192.200.19.18.0/24 which are not directly configure on NGAF Lan port.

(Don't need to add NGAF interface subnet to local subnet)

6 NGAF Platform === forme 300 Monitar Policies

Basics

VPN Paths

@ add W Delete @ Add Link Type @ ADDISP &/ Encble () Disable

Al
Objects [Nenn.rnrk ) system

a s o 0

Link No. Interface Link Type ISP Public 1P Status Operation
Mo data avalable
VPN Subnets
@ add Tl Delee
Subnet Netmask Operation
192.20017.0 24 Edit Delete
152.200.18.0 24 Edit Delete
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5. Set webagent and listening port

Prirmary WebAgent:

Shared Key: o

121.122.31,113:4009

lome SO0 Monitar Policies Opjects System
VPN Users
Shared Key®WebAgent & Show Less

Change Password

a0 =

Secondary WebAgent: “hange Password
Test WebAgent
VPN Users
Groups © add 1 Delete  Enable () Disable £¥ Virtual IP Pool  Username O o»
Search e} Usemame  # 4 Grouwp 4  Assodated Templaste +  Status $  Operation
All2)y Default user I user not exist,... Default User... Default user template o] Edit
Default User Groupi2)
vpntest Default User... Global ternplate v Edit Delete
Tunnel Route
Centific
Advanced
Home S0C onitor Policies Ohjects System
y
Basics
Mo data avaiable
01000 entries
Advanced show Less
Intranet Interface: ethi ethz
eth3
WPN Interface: O Auto sssigned 91.238.173.86
Specified:
Listening Port: 4009 (1 - 65535}
TU: 1500 (576 - 1500) &
MES: 0 (350 - 1460) (&
Broadcast: Enable O Disable
Multicast: Ensble O Dissble

Caonnection

nnel Route

6. Create a branch user, user type:

W.: www.sangfor.com |
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b NGAF Platform . ome s0C Monitar Palicies Objects System Q A @ Q a

VPN Users

Shared Key8WebAgent @  Show More

VPN Users

Groups © 2dd Ml Celete o Ensble (& Disable X Virtual IP Pool Usemarme »

Search Q Username & Description % Group %  Assodated Template % Status ¢ Operation

=Halic) Default user  If user not exist... Default User.. Default user template ] Edit

-Default User Group(2)
wpntest - Default User... Global ternplate v Edit Delete

Lacal U

WPN Connection

Third: 3 nectio

Tunnel Route

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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2.2.2 Branch NGAF Configuration

1. Configure interface and zone.

Specially build a zone for VPN, chose vpntun interface.

Q ‘ 0 Qadmm

6 NGAF Platform =02 Home S0C Monitor Policies Objects Systern
Zones
@ add C Refresn
MName Type Interfaces InUse Operation
L3_trust_C Layer 3 Mone Edit Delete
L3_unfrust_a Layer 3 None Edit Delete
L3_unfrust_B Layer 3 None Edit Delete
L3_untrust_C Layer 3 Mone Edit Delete
Vitual_trust_A Virtual wire Mone Edit Delete
irtual_trust_B Virtual wire None Edit Delete
“irtual_untrust_A Virtual wire None Edit Delete
Virtual_untrust_B Yirtual wire MNone Edit Delete
vphtur Layer 3 vpntun Mone Edit Delete

2. Allow traffic in Access control from VPN zone to Server zone and Server zone to

VPNzone.

2]

Q A © Qaumm

-
b NGAF Platform =0 Home 50C Manitor Network System
Policies Policy Optimizer Palicy Change Tracking
> @add 1} Move To~ wrr Wore~  Refresh X Filter Search
Prionity +  Name +  Tags Src Zone SrcAddress  DstZone DstAddress  Services  Applications  Schedule Action
1.Default Policy Group()
1 dpn_allow2 - wpntun Al LAN Al any Al Allweek Allo
2 vpn_allow - LAN Al wpntun Al any Al Allweek Allow
3 scansApp20 - any Al LAN hitp server samba Al Allweak Deny
qui
4 Allow App - LAN Intermal S WAN Al any MailFace Al week Deny
Sacial Net
Sacial Netl
Authenticatior IMvoutub
IniFacebo
3 Allgwe Al - any Al any Al any Al Allweek Allow
3 DefaultPolicy - any Al any Al any Al Al week Deny
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3. Build VPN LAN interface.
This step used to notice other side that HQ has a local subnet 192.200.19.0/24 (Add

all NGAF LAN interface to this)

b} A}
b NGAF Platform =2 Hoine s0C Monitor Policies Objects I Netwnrk System

Basics

Subnet MNetmask Operation

Mo data avallable

/1000 entries

Advanced Show Less

Intranet Interface: sthd) sthd
VPN Interface: © Auto assigned 166.111.2841

Spedfied:
Listening Portz 4009 (1 - 65535)
MTU: 1500 (576 - 15000 &
MSS: [u} (550 - 1460} @
Brosdcast: Enable O Dissble
Multicast: Enable O Dissble

Third-Party Connaction

unnel Route
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4. Add VPN connection.

6 NGAF Platform =22 Home S0C

clion
hird-Party Connectior

unnel Route

IMonitor

2.2.3 Verify the connection

Policies Ohjects System @}
VPN Connection
HQ Device: test
Status: © Ensbled Disabled
Description:
Shared Key: P
Confirm Key:  seesen
Primary WebAgent: 121,122,31.113:4003 @
Secondary WebAgent:  This figld is required if the other Webagent is not spacified,
Test Webdgent

Username: wpntest
Auth Method: Local passward based
Password:  eeseseees
Confirm Passwerd: PTTTI,
Protocol: uoe
AT Traversal: Enable 6]

Show More

Cancel

You can verify the connection by navigating to Network > IPSec VPN > Status.
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