@ SANGFOR K ¥ .

VDI

VM join AD Domain Configuration Guide
Version 5.4.0




Contents

Chapter 1 FUNCLioN iNtrodUCHION .......oouiiiiiceceee e 1
1.1 FAY o] o] LTor=YuTo ] o BT ol=T o -1 s o RO PP PPPPPPPPRE 1
1.2 Theory of implementation............uuiiiiiiiiiiiiiiiicieeeeeeeeee e 1

Chapter 2 Configuration process and precautions. ........cccceecuveceeriesieeseeeie e 2
2.1 AD USEI CreatioN ....viiiiiiiiiiiiiiiiiiec e 2
2.2 Configure LDAP authentication on VDC .......coooiiiiiiiiii 4
2.3 Create resource and join the VM to the domain................cccc, 10
2.4 Introduction and configuration of AD domain optimization..........cccccevvviiireennnnnn. 15

Chapter 3 Process 108 deSCription ........ceuuuieeeeiiiiiiiiiiiieee et e e e e e eeerree e e e e aeeens 19

Chapter 4 CoOmMmMOM ProbIEM . ... e e e e e eeeabaaeeeeeaeeeens 20
4.1 VM joins domain / join OU fail@d ........ccveeeiiiieieiiiiee ettt e e 20
4.2 Virtual desktop joined domain but auto login to domain failed ..........ccccoeeeiiiiiiiiiiiinnnn, 21
4.3 Joining the locam management group failure .........ccccooooeoiiiiiiiiiiiiiicccccccc 22
4.4 Binding fuNCtion iS failure ........eeeeeeeiei s 22

4.5 AULO 1OZIN TAIUE ..eveeeiiiiiii s 22



VDI Configuration Guide V5.4.0

Chapter 1 Function introduction

1.1 Application Scenario

This function is applicable to the Microsoft AD domain environment where the VM needs
to join the customer intranet and controlled by the AD domain. At the same time, the
configuration of the AD domain can be automatically completed in conjunction with the
VDG, simplifying the deployment process of the desktop cloud and AD domain.

The following functions can be implemented:

1. VM joined to the domain. Including dedicated and restored desktop type.

2. VM join to the specified AD domain or OU. By default will join to computers OU, can
configure the specified OU.

3. Domain users automatically login. Domain users can use VDI SSO to the VM.

4. Bind domain user login. Only the associated VDI account is allowed to login to the VM,
other domain users are not allow to login.

5. Domain users automatically join the local administrator group or Power Users.

6. Domain users bind computer name login. Domain user configuration login to the
specified computer name.

7. Domain username is not case sensitive.

1.2 Theory of implementation
1.2.1Restrict domain user login

1. VDC: Add plug in, enter the binding domain information and deliver the configuration.

2. Vdagent: Receive the configuration, read the relevant binding information and write the
binding information to the registry.

3. Vdsso: Complete the input of the username and password, trigger the login operation and
determine whether the current user is meets the login conditions or not. (Windows 7/10 and
Windows XP are two completely different methods of operation)

1.2.2 Join the specified OU or join the local management group
1. VDC: Add the configuration interface and deliver the configuration.
2. Vdagent: Receive message from VDC and write to shared memory.

3. Vdnetdom: Read shared memory message and perform auto login operation.

1.2.3 Add domain and domain auto login

1. VDC: Add a configuration interface and send domain or auto login operation.

2. Vdagent: Receive message from VDC and write to shared memory.

3. Vdsso: Read shared memory messages for auto login.

1.2.4 Virtual machine configuration

1. Bind domain and domain user storage location, registry path:
KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\SfSysPrep\CP UID

Related fields: binddomain( bind domain name), username( bound user),
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isbindvmuser( whether bind users or not)
2. The xml configuration file send to the virtual machine, can be opened directly:

C:\Users\ad_uu\AppData\Local\SangforVDI\ShellMsg_01_s1_5963248b.dat

Chapter 2 Configuration process and precautions.

Precautions:

1. For VM joined the domain function, the template is not required to be added to the domain.

2. Don’t modify the SID of created VM.
2.1 AD user creation

1. Go to Active Directory Users and Computers, create a new Organization Unit under
the domain as figure below:

IFMe Action  View Help I

e [E oz BHml 2 aETESR

Mame Type Description

=1, Active Directory Users and Com
b [ Saved Queries [ Saved Queries Falder to store your favo...
4 [FanTet
N Delegate Control... omain
»0 Find
b4 | Change Domain...
>4 Change Domain Controller.
i ! Raise domain functional level...
i
1 Operations Masters.
New v Computer
All Tasks v Contact
Refresh Group
Prapertcs InetOrgPerson
msimaging-PSPs
Help
MSMQ Queue Alias

Organizational Unit

Printer
User
Shared Folder

< [T >

Create 2 new object.

—7|  Crestein: TESTlocal/

Mame:
|5E|ngforldap|

[w] Protect container from accidental deletion

2. Create users under the organization unit created just now as figure below:
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IFIIe Action  View Help I

Y R E R A R

] Active Directory Users and Com|| Name Type Description
I [] Saved Queries [ saved Queries Folder to store your fave...
4 i TESTocal F4TESTlocal  Domain

b [ Builtin

b [ Computers

} &1 Domain Controllers

b ] ForeignSecurityPrincipal
b (] Managed Service Accout

Fil
» O Delegate Control...

Move...
Find...
(= v Erm
All Tasks 3 Contact
Cut Group
Delete InetOrgPerson
Rename mslmaging-PSPs
Refresh MSMQ Queue Alias
Properties Organizational Unit
Hel Printer

< n elp ‘

[ User ]
Create 2 new object.. oS

& Createin:  TEST local/sangforldap

Last name: Iuser

Full name: |sangfor user

User logon name:

Isangfomsed I | @TEST local

User logon name {pre-Windows 2000):
|TEST\ | |sangfomser

First name: Isangfor I Initials: I:l
|
|
v]
|
| | Ccancel

| <Back || New>

& Create in:  TEST local/sangforldap

Password: I.......... I

Confirm password: I...ooo.... I

[ Jilser must change password &t nexd logan:
[ ] User cannot change password

[] Password never expires
[]Account is disabled

| <Back | Ned> || Cancel |
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3. Use the following method to create users.

File Action View Help

« =z o

@;}\ﬂl*&%*@?ak

| Active Directory Users and Com || Name Type Description
b [] Saved Queries 2, sangforuser  User
4 G TEST.ocal 2 sangforuser!  User

b [ Builtin 2 sangforuser?  User

p (] Computers

b 2] Domain Controllers

b -] ForeignSecurityPrincipalt

p O Managed Service Accour
(=1 sangforldap

I ] Users

< wm ] >

2.2 Configure LDAP authentication on VDC

1. Go to VDI Options > Authentication, Click the Settings button beside the LDAP
options as figure below:

Administrator Console Authentication Options

» Status
Primary Authentication
» System
~ ¥DI Options. _ Local Password | settings
4 virtualization Platform %
e Passward strength, the ways that users change password, applying only to the user accounts in local database,
>
>
Virtual Machines 1T
» Thin Clients %
Manage LDAP servers. Authentication cradentials are mapped or imported from LDAP sarvar to local device.
» Server Management
» Application Containers % - RADIUS | Settings..|
4 Signature Database Manage RADIUS servers, Authentication credentials are mapped or imported fram RADIUS server to local device.

> Application Signatures

» Users & - Certificate /USB Key Settings
» Resources 1 Select CA type, generate certificate and set USB key model. 2USB Key Driver 2 USB Key Tool
» Roles

- Client-Side Domain S50 Settings

@

Configure domain cantroller to join this VDC to the domain, achieving S50 to resources

 Palicy Sets

+ Policy Sets

- External Authentication Settings

» Permissions & Restrictions /

N —— Specify how authentication via a third-party platform is implemented when users log in to VDI clisnt
4 Endpoint Security

> Rules Secondary Authentication

> policies
4 YM Update - sMs Seftings

> Windows Auto Update Task:
ft e Configure SMS module and customize the text message to be sent to user's mobile phone,

2. Click New button, then enter the server name:
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Adm trator Console DAP Server >Add/Edit LDAP Server

¥ Status
Server Status
b System
~ ¥DI Options Status: '® Enabled ' Disabled

4 Virtualization Platform
> UMP Server Basics

» Mirtual Machines

Server Mame: Ii Heyad

3

-

Thin Clients
Description:

v

Zerver Management
Server Address:

v

Application Containers

n

Signature Database

» Application Signatures

Qe |EeE

» Users
» Resources
Admin DN:
* Roles
X Password:
» Authentication
. I Base DN: e
4 Policy Sets
» Palicy Sets ¥ Subtree included (als0 werify the users in subtrees)
» Permissions & Restrictions
> Ternporary Permissions User Basics
4 Endpoint Security -
. Server Type: MS ActiveDirectory A
> Palicies User Filter: ohjectCategory=person * @
4 VM Update Username: sAMAccountMame *

H .
Windows Auto Update Tasks Mobile Number:  telephoneMumber

Expiration Date:  accountExpires

Description: Cormrma-separated entries, =.9., 3]
displayMarme,description,mail

3. Click the green button beside the box of Server Address to add the Server IP (default
port is 389) as figure below:

Administrator Console Add/Edit LDAP Server

» Status
Server Status
» System
~ ¥DI Options Status: '® Enabled ' Disabled

4 Virtualization Platform
s uMP Server Basics

» Wirtual Machines

Server Name: kyad *
* Thin Clients

Description:
» Server Management
¥

4 Signature Database

» Application Signatures

Server Address:
Application Containers
e

» Users —
dd Server Address
» Resources
Admin DN: Server IP: I 33 I
* Roles
Password: Part: 389
» Authentication
) Base DN:
4 Policy Sets | cancel |
+ Palicy Sets ¥ Subtree included (also verify the users in subtrees)
» Permissions & Restrictions
» Temporary Permissions User Basics
4 Endpoint Security
H M3 ActiveDirector i
s Rules Server Type i
» policies User Filter: objectCategory=person * @
4 VM Update Username: sAMaccountMarne *

>
e e (D UpEE Toes Mobile Number: telephoneMumber

Expiration Date: | accountExpires

Description: Comma-separated entries, e.g., @
displayMame,description,mail
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4. Enter the Admin DN and Password as figure below:
Administrator Console Authentication > LDAP Server >AddfEdit LDAP Server
b Status
Server Status
» System
~ ¥DI Options Status: ® Enabled Disabled

4 Yirtualization Platform

WMP Server Basics

Wirtual Machines

*

Server Name:  192,200.19.54kyad
Thin Clients
Description:
Server Management
Server Address: | 195 500.19.33:389
Application Containers

4 Signature Database

Application Signatures

Users

00 EOC

Resources

Adrmin DM: I admin@TEST I
Roles

L Password: I........ I
Authentication

X \ Base DN: =X
4 Policy Sets

Policy Sets ¥ Subtree induded {alsa werify the users in subtrees)

Permissions & Restrictions

Termporary Permissions User Basics

4 Endpoint Security

Server Type: M3 ActiveDirector v
Rules o ¥
Folicies User Filtar: objectCategory=person @
4 WM Update Username: sAMAccountName *

wind Auto Update Task .
indows Auto LUpdate Tasks Mobile Number: telephoneMurmber

Expiration Date: | accountExpires

Description: Comma-separated entries, e.g., @
displayMarme,description,mail
@ Note: For example the server administrator account is admin and the domain name is
TEST then for the Admin DN path is admin @TEST.
5. Click on the button beside the box of Base DN, then select the organization structure of
the user on the domain and click Save button to complete the configuration as figure
below:
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Administrator Console 3 Authentication > LDAP Server >Add/Edit LDAP Server

» Status
Server Status
» System
~ ¥DI Options Status: * Enabled Disabled
4 Virtualization Platform
wmp Server Basics

wirtual Machines

B

Server Mame: | 192 200.19.5dkyad
Thin Clients
Description:

Server Managsment

Server Address: | 12 200.19.331399 %)
application Cantainers P
4 Signature Database [

Application Signatures 6 User Groups x
Users 6| | [search P | E
Pessorezs R I

Admin DH: sdmin@TEST Users
Roles i Program Data
Athentioation stk £0050000 Mar\afgelddservice Accounts
| sanaforlda
1 Base DN E =
4 Policy Sets Configuration
Policy Sets i Subtree included (B schema

4 DomainDnszones

Permissions & Restrictions 2
“AFarestDnszones

Temporary Permissions User Basics

4 Endpoint Security

H MS ActiveDirector B
Rullos Server Type Y

Palicies User Filter: objectCategary=person R |
4 WM Update Username: sAMAccountMarme *

Windows Auto Update Tasks

Mobile Humber: | telephoneNumber

Expiration Date: | sccountExpires

| ok | cancel |

Description:

Comma-separated entries, e.q.,
displayName,description, mail

6. Go to VDI options > Users > New > Group, enter name of the group. Uncheck the
Inherit parent group’s attributes. On Authentication Setting, choose Enternal
LDAP/RADIUS, and choose the authentication method that created just now as figure
below:

Edit User Group

Basic Attributes

Name:| TastaD |+
Description:
Added To: |/ »
Area; All/Default area/ £ (0]

Max Concurrent Users: 0 (0 indicates no limit)

Status: @ Enabled Disabled

) Inherit parent group's attributes
| Inherit authentication settings

I Inherit palicy set

I Inherit assigned roles

Authentication Settings

Prirnary Authentication
! Lacal password

| Certificate/USE key

Secondary Authentication

"/ Hardware 10

| SM% password based

¥ External LDAP/RADIUS |192.200.19.54kyad |~ | Dynamic token ~
Reguiiey * Roth Either
"1 Enfarce its users/subgroups to inherit the authentication settings
7. Go to VDI Options > Authentication, choose the authentication method created just

now and click on the Import Users button as figure below:
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++ LDAP Server

Dnew @ pelete [JjEdit

O wame Description Type Address Part
[ g sivs MS ActiveDirectory 192.168.19.209 389
L 192.200.19.54kyad MS ActiveDirectory 192.200.19.33 389
O g ih_test MS ActiveDirsctory 192.200.19.112 389
O g bill MS ActiveDirectory 182.168.19.219 389
[ g 192.168.19.69 MS ActiveDirectory 192.168.19.89 389
O g exam MS ActiveDirectory 192.168.2045 389
O g ADServer MS ActiveDirsctory 182.168.20.142 389

8. Click on the Browse button beside the box of Imported OU, then choose the Users
recursively and the OU that created just now.

mport LDAP Users

Options
Server IP: 192.200,19.54kyad
Imported QU: sangfarldap
Imported To {TestaD 2

Import MethﬂdEJsars recursively ( Individual users w |
Ignore original ©U but

By deselecting this, you will rernowe the users under this group.

Import: Al the users an LDAP A sangfarldap

* Only new users

Mewly imported user accounts is disabled by defaul

Scheduled Import

# Enable scheduled import
Periodic: ® Every 120 rninute:
Every day ¥ 00:00

Qperation Log: Operation Log (you can o

oK H Cancel |

| Save and Import Now | | Save | | Cancel |

9. Click the button beside the box of Imported To to choose the user group that create
just now.
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10.

Options
Server IF: 192,200,19 54kyad
Imported oLt sangforldap | Browsa,.. |
Irmported To fTestaDy
User Groups
User Group: ® Import OUs from LDAP 5 = =
Search R l= | I
Ignore original OU but noj5 =5 ¢
|_afDefauIt Group
Import: &ll the users on LDAP se |_Dfdamo

Mewly imported user accounts is disabled by default U

Scheduled Import

® only new users

#| Enable scheduled import

Periodic

Operation Log:

® Every [120 minutes i
Every day ¥ | 00:00

Operation Log {vou can anl

&Training

|£fjsbank qulshan branch

S IsBLwest

|_DfAsirnK\rmam

#“woc

IffHQgrnup

&acloudfderﬂo
|_afsivaGroup

[ e

I'=ave and Trmnort Mow | 1 save [ 1 Caneal |

For the User Group and Import you can change depends on the requirement.

¢ Import LDAP Users

Options

Server IP: 192.200.19 S4kyad

Imported OU: sangforldap Browse...

Imported To fTestaD »

User Group: ® Import OUs from LDAP server
) Ignare original OU but not group imported users

Impaort: © All the users on LDAP server (including changes like adding, deleting and modifying user accounts)
® Only new users

| Newly imported user accounts is disabled by default [If selected, snabled status is ignored)

Scheduled Import

|#! Enable scheduled import
Periodic! ® Every 120 rminutes (1-1440)
' Every day|¥ | om0 v

Operation Log: Operation Lag (you can only download the last aperation lag)

Sawe and ImportMow | | Save | | Cancel |

11. If schedule import is required, click on the Enable schedule import check box. The
parameter can change according to the requirement.

Scheduled Import

I!l Enable scheduled impart I

Periodic: ® Every 120 rminutes (1-1440)
' |Every day|¥  |00:00 >

Operatian Log: Operation Log (you can only download the last aperation lag)
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12. Click on the Save and Import Now button, users on domain will synchronize to user
group. Go to VDI Options > Users, choose the user group and check whether domain
users has been synchronized or not.

D tien + @ Delets [Edt P select | qHardwere 1D 13 Import = g Move @Mare » ®issossted Rescurces L] Unfold All

Search By Name = Search £ 4 hdvanced Searc
B
2 l Group: sanoforidap
CE=TH Location: /TestADysangfaridap
.’D!Fm‘" frowe Members: Immediate subgroups:0, total subgroups 0, mmediate users:3, total users(subgroups included):3
Visw/Eds b
ing
ik gulshan beanch
B1sai west O3 ame - Tree palicy Sets acke ares Oeserption valid o Lastiogin | Mabilemumber  Viemsi®e | Status
5 asimicirmani [ & ssngforuser user Defaut palicy set Defautt sres Newsr xpire Never logged in Auto assigned o
5
e O] & sangforusers s Detaum policy et ADtast Dafault area Never expire  2019-06-20 1 Auto assianed
arous
B oo germa 0] & sonsforuserz User  Defauk palcy sat ADtest Default area Wever expire  2019-06-28 1 Auto assigned o
@ B sivatroun
2 (BTestaD

A sangforidan

2.3 Create resource and join the VM to the domain

1. Go to VDI Options > Resources > New > Virtual Desktop, enter the name of the
resource, VM name, VM template and Desktop Type as figure below:

» Edit Virtual Desktop Resource

Basic Attributes

Name: ItestAD Iv
Description:

Added To:  test »
area All/Defautt area’ »@

Teon: ‘

¥ Enable resource

By
3

Virtusl Machine | Domain and S50 || Startup/Shutdown Schedule

Mote that new virtual machines will be created according to the new settings in this tab and will not support any change except for the connected virtual switch

WM Name: | testym le
wM Template: [win7(¥MP/Clusterad virtual machine/Template) ~|
Desktop Typs: [ Dedicated M (]

Fersonal Driveil¥| Creats personal drive on virtual machine @
") Enerypt data on personal drive
40 %GB

@ Note: Templates used by domain users only support Windows system template.

2. Under Virtual Machine, click the Add button and add corresponding VMs as figure below:

virtual Machine | Domain and 50 Startui‘Shutdwwn Schedule
Hote that new virtual machines nae except for the connected virtual switch,

WM Mame: testyM Run on Hode: WMP/Clustered virtual machine/ £

WM Template: | win7(ymp/cly Datastors WMP/Clustered virtual machine/virtua |

Desktop Type: Dedicated Personal Drive Location: WMP/Clustered virtual machine/virtua | v/

Personal Drive @] Create perg #5506iats Policy Seti [ Enabled » @
Encrypt d Connected To Wirtual Switch: br_etho v

Associate with Windows Auf

virtual Machine Creation

R o 1| concer |

Run on Nods Datastare Personal Drive Location Connectsd To Virtual Switch  UMs Status

3. When VMs are created, go to VDI Options > Users, choose the group and click on
View/Edit Attributes. After that on Assigned Roles, click on Create and Associate to
create a new role.
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Local Users

Ssarch
=Ry

2
2

)
e
)
)

R | E

Default Group
demo

A Training
“4jsbank gulshan branch
[ IsBL-West

AsimKirmani
¥DC
HQgroup
loud-demo

waGroup

o[Ereaso]

»3 Edit User Group

@ HNew - @ pelete []Edit (7 Select ~ | g@iHardware ID [ Import ~ [giMove “More ~ & associated Resources | | Unfald Al

Group: TestAD
Location: /TestaDy/

Members: Immediate subaroupsi1, total subgroups:1, immediate users:0, tatal users(subgroups included):3

View/Edit Attributes

[ mame « Role Area

[ (4 sangforldap

Type Policy Sets

Group Default policy set Default arsa

Basic Attributes

Mame: TestAD
Description:
added Ta: / g
Area: All/Default area’ » @)
Max Concurrent Users: 0 {0 indicates no limit)
Status: ® Enabled _ Disabled

| Inherit parent group's attributes
| Inherit authentication settings
! Inherit palicy set

) Inherit assigned roles

Authentication Settings

Primary Authentication
) Local password

[ Certificate/USE key

|#| External LDAP/RADILS

Secondary Authentication
) Hardware ID
| M= password based

192.200.19.54kyad ¥ ! Dynamic token

Require:

Policy Set

* Both

' Either

| Enforce its users/subgroups to inherit the authentication settings

Policy Set:

Assigned Roles

Default policy set Ll

| Enforce its users/subgroups to inherit the policy set

Roles:

* | () Create and Associate

| Save

Cancel

4. Enter the information, then click on the Select Resource button to choose the resource
that created just now. Press Save button to save and create the role. After role has been
created and selected, click the Save button to save the group attributes.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Add New Role x

Basic Attributes Fields marked * are required

Name:| aDTsst ]*

Description:
area: All/Default area’ » @

Assigned To:

Security Palicy: | | sslest Role-leval policy |

¥ Enable role

Associated Resources

[ select Resource

Harne Type Description

14 4 Page  1ofl b 4| @ Show 25 entries/page 0 entry

| save | | close

5. Go to VDI Options > Virtualization Platform > Virtual Machines, choose these VMs
created just now then click on the Power On button to power on VM.

irtual Machines

i Suspend (1) Shut Down = @ Delete ET}_' Batch Operation - | <g#More - %Refresh
Search PlE | E [ Mo, status WM Mame = Area
=2 Al resources 1 Q Aaronon0l_saronw Default area
o [Htest
== . El 2 o FPMOOOL Default area
f}.‘ winl0(sangfor/@sanaf
£7 win?(sangfor/@sangfar |1 3 [n] FPMOODZ Default area
=] ceshi O 4 o FFMO003 Default area
=] Aaronw
£ win O s [n] RestoreMO00L_RML Default ares
[ linux_test Ell s Q RestoreWMO00Z_RMZ Default ares
£7 serverTest
F7 wind_ih O - Q RestoreWMO003 Default ares
£7 yerming Ell 5 [»] demoacloud0n0l_demo_userl Default area
L7 dynaric_taken
7 - [ ©  demoacloudonnz Default area
£7pemo_acloud 0 10 o dermoacloudd003_demo_user? Default area
I testpc
- O 11 dernoacloud0o00s Default area
£7jianjiepc o
L7 testaD O 12 Q jianjiepc0001l_demo_userz Default area
y i -
:—' TestFloatingPool |:| 13 o jianjiepe0002_demo_userl Default ares
L7 restoredMode
h C1gBL-WEST O 14 [»] Istestd0Dl_yeming Default area
Jrr " 15 o t2stYMO004_sangfaruserl Default area
" SivaResource
Ul officezo1s 16 o testyMO00S_sangforuserz Default area
[ [} trkennnnd Mefanlt area

6. After these VMs power onand the status become green color, then select these VMs again
and click on the Batch Operation > Set IP Address.
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¥ Power On Bl Suspend () Shut Down - @Delete |- Batch Operation =f g#More - @Refresh
Search L[| E ||O Mo, status | wm| €3 Set P Address
= ) Al resources O 1 o Aa E\ Associate with Users ]
= [Ctest — o
O =z FPH W Associate with Policy Set 5
£7 winl0({sanafor/@sangf o _
£7 win?(sangfor/@sangfor | ] 3 [x] FPM 24 Change Area &
%;eshi Y El 4 o ) & Import i
=| Haron o
= Export
£7 win Os o Reg = B
: Associate with Windows Auto Update Task
=] linux_test O 0 Reg ==
] & &
£7 serverTest
£7 wind_jh O 7 o RestoreWMO003 Default area
£7 verning O & ° demoadoudooni_demo_userl Default area
Py i
& Tdynamic_token
£ 0 a Q demoacloudonnz Default arss
£7 bemo_adoud [ 1o o demoacloudiNN3_demo_userz Drefault area
Iy
LT testPC
N 11 demoacloud0ong Default area
£7jianjiepc o
B testaD O 12 o jianjiepen001_demo_user? Default area
ry H
A7 TestFloatingPaal O 13 Q jianjiepe000z_demno_userl Default area
£7RestoredMade
[ JaseL-wEST O 1a @  Istestnonl_yeming Default ares
Sy 4 15 (] testyMO004_sangforuserl Default area
@ [“sivaResource
Ol officez01s 16 O testyMON0S_sangforuserz Default ares
O 17 [x] tokenoool Default ares
L
\"-é) Note: The Status become green means the agent status is normal.

7. Assign IP for VM, you can specify IP/specified DHCP on the VDC or manually configure

static IP for VM.

In this scenario, batch operation method is used to assign IP for VMs. After IP address has is

specified, the VM needs to be restarted so the Restart VM(s) now check box must be

checked.

Set IP Address ®

You have selected 2 virtual machine(s). The first two octets of stark IP
and end IP must be the same.

Specified by user @

Auto assigned using DHCP @

* Specified below &

Start IP: 1g9
End IP: 190
Metmask: 255.255.255.0
Gateway: 1
Preferred DNS: 33

Alternate DMS:

Restar‘t WMEs) now (to have IF address change take effect)

| oK || Cancel

-
1‘{) Note: In order to join VM to domain, required the VM IP able to ping domain server’s
domain name (VM must be able to resolve the domain name), domain server also can

ping to the VM.

8. Modify the corresponding resources, go to VDI Options > Resources and click on the
resources. On Domain and SSO, click on Join VM to AD domain and fill in the server

details. Lastly click on the Auto login to PC, then choose Domain User and fill in server

domain name and check on the Login as domain user. Lastly you can click on the Test

Connection button to test the connectivity.
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b+ Edit ¥Wirtual Desktop Resource

Name: testAD
Description:
Added Ta: test

Area: All/Default ares/ - @

I
- ? :

# Enable resource

33 =
Server Gomain Name: | TEST local

‘admin Ch:

Test Connactivity

® Domain user

Server Domain Mame: TEST.local

¥ Login as domain

Domain User Per

@ Note: The Admin CN is administrator account of the domain server, doesn’t need to
add a domain name. Example, if the server administrator account is admin and the
domain name is TEST.local, then Admin CN is admin.

9. Open VDI Client, enter the domain username and password to login. After login, you will
able to see the resource and click on the resource then will able to login to the VM.

10. After login to the VM, you can check whether the VM is joined to the VM or not.

sla|=
C (T i
() [® »[controlPanei ] systen BEE »
Contrcl Panel Home - ®
View basic information about your computer
& Device Manager Windows edition
Windowes 7 Professional
Copyright © 2009 Microsoft Corporation. Al fights reserved.
Serv
t 4
System
Rating: System rating & not available
Processor Intel(R) Core(TM)2 Duo CPU  TT700 @ 240GHz 239 Gz
Instaled memory (RAM: 2,00 GB
System type: 64-bit Operating System
Pen and Touch Mo Pen or Touch Input i available for this Display
Computer name. domain, and workgroup settings
Computer name: testuMO0O4 # Change setting:

Full computer name: testYMOOOM.TEST local

Computes description:

Action Center

Vindows Update

Performance Information and Product ID: 52 Change product k
Tooks i s

11. Go to domain server, under Computer group check whether the VM has been added to the
computer list or not. Aif yes, means that the VM has successfully joined the domain.
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= Active Directory Users and Computers I;li-

File Action View Help
= [ - = T = s =
o nm B XELE Bm teETER
] Active Directory Users and Com|| Mame Type Description
b [ Saved Queries K DESKTOP-0.. Computer |

4 3 TEST.local
| Builtin

| Computers
I+ (2] Domain Controllers
b [] ForeignSecurityPrincipal:
b [ Managed Service Accour
=] sangforldap

I Users

@ Note: For VDI version before 5.2, when first time access to resource it will first apply to
join the domain and then automatically perform a restart then only will join to the
domain. Version after 5.2, the domain will be added when the resource is accessed for
the first time, doesn’t required restart.

2.4 Introduction and configuration of AD domain
optimization
Precautions:

1. Only support VM that running Windows operating system are automatically joined to the
domain.

2. Template does not required to join a domain, but the created VM need able to ping to the
domain server’s domain name and domain server also need able to ping to the VM.

2.4.1 VM join the specified AD domain OU

Configure VM to join to specified OU and set the permission of different OU on the domain
controller to facilitate rights managements. By default it will join the Computers OU.

Version support: VDI 5.3.0 and above.
Configure Condition:

After the VM has been added to the domain, change the AD domain OU. After the AD
domain OU changed, need to manually exit the domain then restart the VM and delete
the original VM. Lastly logout and re-login again.

Configuration Method:

On VDC, go to VDI Options > Resources then select the resource and go to Domain and
SSO. Click the button beside the box of AD Domain OU, it will have the corresponding
domain information for administrator to select and click Save button to save.
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rtual Desktop Resource

Basic Attributes

Hame testaD *
Description:

Added Ta: | test »
Areal all/Default area/ » @

-,
Icon A \? -

@ Enable resource

virtual Machine | Domain and S0 || Startup/Shutdown Scheduls

# Join VM to AD domain
Server Address: 192.200.19.33

Server Domain Mame: TEST local

| admin CH admin

Admin Password: srrarrer

User Groups x

Search 2=
Broomputers 00
e
“lsers
Brerogram Data

[ Managed Service Accounts

" eangforidap

A Configuration
#schema

[} DomainDnsZones

[} ForestDnsZones

AD Domain OU: QU=sangforldap, DC=TEST,DC=local E
Ta join virtual machine ta a specified OU, canfigure OU far AD domain first
¥ Auto legin ta PC
Local user

Username

A local user account must has been created in the YM template. Mocancein

® Domain user (to use domain user aceount to auto lagan to computer, j
Server Domain Name: | TEST local
@ Login as domain user (this is only applicable to domain users that ars associated with virtual machine)

Dormnain User Permissions

Tipst
1.If UM is in domain, changes to server IP address and domain name take effect after virtual machine is removed from domain and restarted and users relogin.
2. Changes to OU take effect after virtual machine is removed fram domain and restarted, virtual machines are deleted from that oU and users relagin

2.4.2 Domain user auto login
Version support: All version.
Configuration condition: Log out the VDI user and re-login.
Configration method:

In VDC, go to VDI Options > Resources, then choose the resource. After clicking on the
resource, go to Domain and SSO then click on the Join VM to AD domain and fill in the
server information. You can check the connectivity by blicking on the Test Connectivity
button. After that click on the Auto login to PC, choose Domain User then fill in the
server domain name click on the Login ad domain user. Lastly click on the save button.

Edit virtual Desktop Resource

Description
Added To: | Default group »
Area: All/Default areas £ @

»
Icon ‘J >

¥ Enable resource

Virtual Machine | Domain and S50 || Startup/Shutdown Schedule

[J0in UM to AD domain

Server address: 192.200.19.45 ]
Server Domain Namme:| TEST local

Admin CH admin

Admin Password:

| Test Connectivity

AD Domain OU: OU=sanaforidap,DC=TEST,DC=lacal =
To join virtual machine to a specified 0L, canfigure OU for AD domain first.

auto lagin to PC

' Loeal user
Username:
A local user account must has been ereated in the ¥ template,

D;Dmam user (fo Use domain user account to auto logen to computer, Jain the Y to AD domain first)

Server Domain Name:| TEST.Jocal

(D Lagin a5 domain user (this is only applicable to domain users that are associated with virtual machine)

() Domain User Permissions

Tips

1. 1F UM s in domain, chanoss to ssrver IP address and domain nams take effect aftsr virtual maching is remaved from domain and restartsd and ussrs rsloain,
2, Changes te OU take effect after virtual machine is remeved from domain and restarted, virtual machines are deleted from that OU and users relogin.

3. For changes to other options, they take effect after users relagin to WDC

| save | | cancal |
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2.4.3 Bind domain user login

After configured bind domain user login, only the associated VDI account is allowed to
login to the VM. Other domain users are phohibited from login to the VM.

Support version: VDI 5.3.0 and above.
Configuration conditions: Logout the VDI user, take effect after re-login.
Configuration method:

On VD], go to VDI Options > Resources, select the resource and go to Domain and SSO
click on the Login as domain user. Before select Login as domain user, the
administrator must first join the VM to the domain and configure auto login to PC.

»» Edit Virtual Desktop Resource
Description:
Added To: | Default group

area All/Default area/ » @

N
Icon: ‘ ~, -

@) Enable resource

virtual Machine | Domain and 550 | Startup/Shutdown Schedule

) J0in UM to AD domain
Server address: 192,20019.45 =
Server Domain Name:| TEST local
Admin CN: admin
Admin Password:  essssess Test Connectivity
AD Domain OU OU=sangforldap,DC=TEST,DC=local
To join virtual maching to a specified OU, configure OU for AD domain first,
! huto login to PC
Local user
Username:
4 local user account must has been created in the WM template.
® Domain user (to use domain user scoount to auto logon to computer, join the UM to AD domain first)

Server Domain Name: TEST.lacal

Lngm s domain user  (this is only applicable to domain users that are associsted with virtual machine)
Domain User Permissions
Tips:
1.1 WM is in domain, changes ta server IP address and domain name take effect after virtual maching is removed from domain and restarted and users relogin.

2. Changes to OU take effect after virtual maching is remaved from demain and restarted, virtual machines ars deleted from that OU and users relogin,
3. For changes to other options, they take effect after users relogin to VDC

save Cancel

2.4.4 Domain user auto join local administrators group or Power
Users.

By default domain users only have normal user right, when it is necessary to give users
permission for user to install software then it can be done by configuring domain user to
join local administrators group or Power Users group to give users more different
permissions.

When this options is configured, domain users will automatically join to the VM local
administrators group or the Power Users group, giving domain user a local administrators
group or Power Users group privileges.

After un-check the options domain users are automatically removed from the
corresponding group, restore normal user permission, no longer have local administrators
or Power Users permission.

Support version: VDI 5.3.0 and above.
Configuration condiftion: Logout the VDI user, take effect afterre-login.
Configuration method:

In VDC, go to VDI Options > Resources, then choose the resources and go to Domain
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VDI Configuration Guide V5.4.0

and SSO. Inside the Auto login to PC, it have a Domain User Permissions option. Click
on the option, then choose Join to Administrators Group or Join to Power Group. The

administrator must first join the VM to the domain and configure auto login to PC.

»» Edit Virtual Desktop Resource

Description:
Added To: | Default group

Area: All/Default area/

»
Icon: ‘? -

|# Enable resource

¥ 30in ¥M to AD darmain

q ¥ Auto login to PC
Local user

Username:

¥| pomain User Permissions

Server Domain Name: TEST local

Join to Administrators Group

|

Tips: |Jain ta Administrators Group
1. 1f vrJoin to Power Users Group

2.4.5 Other features

wirtual Machine || Domain and S50 | Startup/Shutdown Schedule

Server Address: 192,200.19.45 ~

Serwer Domain Mame: | TEST.local

Admin CH: adrnin

Admin Password: rrereeee | Test Connectivity |
AD Domain OU: Ol=sangforldap,DC=TEST,DC=local »

To jain virtual machine to & specified OU, configure OU far AD domain first,

A local user sccount rust has been created in the Wi template,

® Domain user (ko use domain user account to auto logon to computer, join the WM to 4D domain first)

[ Login as domain user (this is only applicable to domain users that are associated with virtual machine)

sddress and domain name take effect after virtual maching is removed from domain and restarted and users relogin.

2. Changes to OU take effect after virtual machine is removed from domain and restarted, virtual machines are deleted from that OU and users relogin,
3. For changes to other options, they take effect after users relogin to VDC,

Support version: VDI 5.2 and above

1. Support domain user binding computer name login, which is domain user login to
the specified computer name.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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sangfor user1 Properties ILI_X

Member Of I Dialin I Environment I Sessions
Remote control I Remote Desktop Services Profile I COM+
General I Address || Account | Profile I Telephones I Organization

User logon name:

[sangforusert | [@TESTlocal v
User logon name {pre-Windows 2000):

|TEST‘-. | |sangf0ruser1 |
| Logon Hours... | I Log On To... I

Logon Workstations |L-

In Computer name, type the computer's NetBIOS or Domain Name
System (DNS) name.

This user can log on to:
) All computers
Ihe following computers

Computer name:

ISangfor 1 I I Add ||

. | QK | | Cancel

2. Support domain users are not case sensitive.

When a domain user accesses a resources, iti s automatically converted to a lower-
level associated virtual machine. This change takes effect only under the domain
user and does not affect the local user. After the domain user is imported, the user
name is changed to lowercase. The local domain user is still logged in, that is, the
password is saved in the domain server.

@ Note: The VDC has been configured with LDAP domain authentication, if the VDC
device has an uppercase domain user of the associated VM, then it will fails.
(Version after 5.2 takes effect)

Chapter 3 Process log description

Process of joining domain:
1. Start resource, Windows update agent, restart once update complete.
2. Startup complete then join domain, after joined domain then restart.
A. Join domain configuration and send log;:
C:\Windows\Temp\vdagent.log

[INFO] [VDAgent::HandleLogon] recv windows logon info, addlocal flag:33554432
domain:adserver53.com,binddomain flag:16777216 domain:adserver53.com user:ad_1

B. Join domain result log;:

C:\Program Files\Sangfor\SSL\VDI\Logs\VDNetdom.log
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[VDNetdom] 0.JoinDomain of adserver53.com is succ. [INFO] [VDNetdom] Joins in
domain(adserver53.com) successful , we need to reboot system.

C. Bind user log:
C:\Windows\Temp\vdagent.log
... [INFO][SetBindDomain]Bind domain, loginmod:2 flag:1 domain:adserver53.com user:ad_1
@ Note: 1= Binding, 0= Not binding
D. Join the management group log:
C:\Windows\Temp\vdagent.log

[INFO] [AddLocalGroup] Add local group, loginmod:2 flag:2 domain:adserver53.com
user:ad_1

@ [INFO] [AddLocalGroup] LastUser: CurrentUser: AddFlag:2
Note: 0 = Not joining, 2 = local management group, 4 = Power Users group
@ [INFO] [DelUserFromGrp] Delete User from Grp ret 2226
Note: Clear old user group relation first.
o [INFO] [AddUserToGrp] Add User to Grp fail, ret 2226
t) Note: Join a new user group relationship.
3. Startup complete, automatic login.
Automatioc login log:

C:\Windows\System32\LogonULlog (xp: c:\windows\system32\winlogon.log)

3.1 First check whether there is a trust relationship:
[PID:00760 TID:01116] [DBG] [VDSSO] IsMyComputerOnDomainTrust
pszDomain:ADSERVE

3.2 Trust relationship exist:

[PID:00760 TID:01116] [INFO] [VDSSO] [TC_QUERY |netlog2_flags:48,
rusted_dc_name:\\vdit.adserver53.com, status:0

[PID:00760 TID:01116] [INFO] [VDSSO] [TC_VERIFY |netlog2_flags:176,
rusted_dc_name:\\vdit.adserver53.com, status:0

3.3 Enable startup login:

[PID:00760 TID:01116] [INFO] [VDSSO] Computer has join domain,will Autologin
system

Chapter 4 Commom problem

4.1 VM joins domain / join OU failed

1. Check the Join VM to AD domain configuration on VDC

Check VDC for Domain and SSO configuration, check Server Address, Domain Name
Admin CN, password and etc.

2. Check whether VM can reach to domain or not, DNS must able to resolve the domain
name
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Need to make sure the derived VM is able to ping the domain name of the domain
server, the domain server also can ping to the derived VM IP. The VM DNS must be
able to resolve the domain name of the domain server.

3. Try to manually join the VM to domain
4. Log analysis

1. If the VDC configuration is correct, check whether the configuration is delivered
correctly.

If the local user is logged in to the VM, check the delivery log:
C:\Windows\Temp\vdagent.log. If the configuration does not match the following
format, no domain or user then the configuration is faulty.

[VDAgent::HandleLogon] recv windows logon info, addlocal flag:33554432
domain:adserver53.com, binddomain flag:16777216 domain:adserver53.com
user:ad_1

2. If the configuration is delivered correctly, check whether the domain addition
process is abnormal.

Log in the VM as local user, view the configuration log and open it in the VM.
%VDI%\Logs\VDNetdom.log, %VDI%\Logs\VDAgent.log

1. The VM is successfully added to the domain and needs to be restarted
to take effect.

[VDNetdom] Joins in domain(micota) successful, we need to
reboot system.

2. The virtual machine has joined the domain and don’t need to rejoin
the domain.

[Agent] The computer is already in domain

3. VM failed to resolve the domain name, it might caused by the DHCP
allocation IP failed or the specified IP does not take effect or the
assigned IP cannot reach to the domain.

[INFO] [VDNetdom] CurrentLocallP:127.0.0.1
[ERROR] [VDNetdom] gethostbyname is fail.Err:11004
<DBG> [VDNetdom] 0.TryConnect of son. adserver53. com return:0

3. Computer join domain failed

In VM, open %VDI%\Logs\VDNetdom.log log and search for related solutions on
the Internet through the error message.

4. Check whether the VM has been added to the domain, or has joined the domain
before, there is a residual computer name in the OU on the domain.

5. If above is no problem but still failed to join domain, kindly contact R&D.
4.2 Virtual desktop joined domain but auto login to
domain failed

1. Confirm that the virtual desktop has joined the AD domain.
2. Try to manually enter the AD domain username and password to log in.

3. Test using RDP to login.
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4. Follow the prompts message to search on search engines.

4.3 Joining the locam management group failure

1. Check the configuration.
2. Check the log.

3. View the process of joining the management group. If the log does not meet the
above conditions, the cause of the failure is known based on the contents of the
print log field.

4.4 Binding function is failure

1. Check configuration.
2. Check the log: C:\Windows\Temp\vdagent.log

[INFO] [SetBindDomain] Bind domain, loginmod:2 flag:1
domain:adserver53.com user:ad_1

3. Check the registry, if there is binding information

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\SfSysPrep\
CPUID

Binddomain = adserver53.com, binding domain.
Isbindvmuser = 1, whether binding or not. 1 = bindin g, 0 = not binding

Username = ad_1, binding user.

4.5 Auto login failure

t’{jj Note: The trust relationship between the workstation domain AD domain servers failed,
please check if the AD domain server is online or try to restart the computer.

1. Check the configuration, make sure the username and password is correct.
2. Check the log: C:\Windows\System32\LogonULlog
[DBG] [VDSSO] IsMyComputerOnDomainTrust pszDomain:ADSERVER53
[INFO] [VDSSO] [TC_QUERY ]netlog2_flags:0, trusted_dc_name:, status:1311
[INFO] [VDSSO] Computer do not join domain,but will not login system.
[INFO] [VDSSO] CurrentLocallP:199.201.134.241
If prompt trust relationship fails, there are two situations:
1. As the log says, the virtual machine is not joined to the domain.

2. The virtual machine has been added to the domain, but the domain server
communication test fails. After startup, the background will try to connect to the
domain server 10 times (1 time 1 second). If it fails, the following log will be printed.

[DBG] [VDSSO] CSSOProvider::GetCredential Count VdeskMode:1, iTryCount:10,
wszUserName:adserver53.com\ad_2, SSOLogMode:2

[DBG] [VDSSO] IsMyComputerOnDomainTrust pszDomain:ADSERVER53
. [INFO] [VDSSO] [TC_QUERY]netlog2_flags:0, trusted_dc_name:, status:1787
@ Note: Will print 10 logs like above.
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[INFO] [VDSSO] Computer do not join domain,but will not login system.
[INFO] [VDSSO] CurrentLocallP:199.201.134.241

This is a network problem, you can log in successfully after using the domain user login
manually.

If the login is still unsuccessful, kindly contact technical support for assist.
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