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About This Document

This document describes the user manual of the Sangfor Cloud Migration
Platform(SCMP) User Manual.

Intended Audience

This document is intended for:

e System / Network Administrator

e Technical Users

Note Icons

Indicates an imminently hazardous situation which, if not avoided,
will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

|!!| NOTE Calls attention to important information, best practices, and tips.
NOTE addresses information not related to personal injury or
equipment damage.
Change Log

Mar. 15, 2022 SCMP User Manual.
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1 Overview

Use the Sangfor Cloud Migration Platform (SCMP) to perform P2V and V2V

migration of customer production virtual machines, including point-to-point

migration, backup migration, and HA backup migration.

1.1 Introduction to Platform

SCMP provides the function of fully migrating the host (X86 server or virtual

machine of another specific virtualization platform) systems to the Sangfor HCI

platform to ensure smooth and stable production migration.

LnoTE

The Sangfor Cloud Migration Tools(SCMT) installation package is intended for the Sangfor

Cloud Migration Platform (SCMP).

1.2 Key features

SCMP supports both agentless migration and agent-based migration.

Depending on different environments and business requirements, the

migration mode supports point-to-point migration, HA backup migration, and

backup migration:

Point-to-point (agentless): The VMware platform supports the source
machine's migration without the agent's installation and uses the VMware
VADP interface to obtain VM data. After migrating to the HCl destination
machine, it supports automatic compatibility processing (injection of
vmtools). There is no need to back up the source system, and the source
system data is transferred to the destination virtual machine through the

Sangfor Cloud Migration platform.

Point-to-point migration (agent-based): It uses the migration function to
directly transfer the source data to the destination machine to migrate the
source as a whole to the destination machine. There is no need to back up
the source system, and the source system data is transferred to the

destination virtual machine on the HCl platform.

Version 1.2 (Mar.15, 2022) 6
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HA backup migration: The source system data is continuously backed up
to the Sangfor Cloud Migration Platform using the function of CDP backup
and then synchronized to the destination virtual machine. In this way, data
from the source system is synchronized to the destination in real-time

through CDP, which minimizes the migration and switching time.

Backup recovery mode: Use the backup function to back up the source
system data to the Sangfor Cloud Migration platform. Then, restore the
system to the destination virtual machine through the backup file saved on
the server. Compared with point-to-point migration and HA backup

migration, longer business downtime is required.

1.3 Platform Architecture

SCMP comprises the Sangfor Cloud Migration Platform(SCMP), Migration

Agent for the source system, and Bare Metal Restore for the destination

virtual machine. The functions of these three parts are as follows:

1.

Sangfor Cloud Migration Platform(SCMP)

Connect the source and destination machine and also issue the migration

tasks.

For agentless migration, connect to the source virtualization platform to

obtain source virtual machine data.

Connect to the HCI platform management and call the HCI platform API

interface to create the destination virtual machine automatically.
Migration Agent

It is installed on the source host or virtual machine to connect to the SCMP

and obtain the migration tasks issued by the SCMP.

Obtain the data of the source host or virtual machine and transfer it to the

destination virtual machine or SCMP.
Bare Metal Restore

The destination virtual machine will first boot from the bare metal and

connect to the SCMP.

Accept the migration tasks issued by the SCMP.

Version 1.2 (Mar.15, 2022)
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e Receive the data transmitted by the source host or virtual machine, or

receive the data restored by the SCMP.

Different migration modes have different product networking architectures.
The following are the networking architectures of Sangfor Cloud Migration

Platform under different migration modes:

1.3.1 Agentless Point-to-point Migration

Destination 7. starts compatibility
VM processing, automatically

install performance
optimization toals.

8. VM restarts and takes
over the production.

Sangfor HCI Platform

6. Stop source Y
production, & 4. Full data synchronized
perform last £
synchronizing of
differ data.

5. Incremental data
synchronized.

In the agentless point-to-point migration mode, the migration process of the

Sangfor Cloud Migration Platform is as follows:

1. The Sangfor Cloud Migration Platform connects to the source VMware
virtualization platform, obtains the virtual machine list of the source VMware

virtualization platform, and issues migration tasks.

2. Sangfor Cloud Migration Platform calls HCI's API interface to create
the destination virtual machine and automatically loads the bare-metal restore

to power on.

3. After modifying the bare metal restore IP address, the destination
virtual machine actively connects to the Sangfor Cloud Migration Platform,
obtains the migration task through the SCMP, and receives the data transmitted

from the source VMware virtualization platform.

4. The source and destination machines are synchronized with full and

incremental data through the SCMP.
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5. Stop the source production and perform production switching after

synchronizing the last difference data.

6. The destination virtual machine starts compatibility processing and

automatically installs a performance optimization tool(vmtool).

7. The destination virtual machine restarts and takes over the

production.

1.3.2 Agent-based Point-to-point Migration

o %
'{"//'

&
Q'b(‘
W& SCMP
& e,°>/
<0 L
& >
&L
S
O L
< Destination VM

synchronizing of 5. Incremental data 8. VM restarts and takes over
differ data. . — synchronized. the production.

X86 Server/Virtualization platform VM

Migratio Migrati -
g}z!ﬂ;ﬁgﬁme 7. starts compatlblllt_y _
perform Ias't - 4. Full data synchronized processing, autorpa_tlca_lly install

_ [ 1 \- performance optimization tools.

Sangfor HCI Platform

The migration process for Agent-based Point-to-point Migration mode in

Sangfor Cloud Migration Platform is as follows:

1. The source machine installs the migration agent, and the migration tool

has two modes: active and passive.

¢ In the active mode, the migration agent at the source actively connects to
the SCMP and receives tasks issued by the SCMP.

e In the passive mode, SCMP will take the initiative to connect the source

machine migration agent to issue migration tasks.

2. SCMP calls HCI's APl interface to create the destination virtual machine and

automatically loads the bare-metal restore to start.

3. After modifying the bare metal restore IP address, the destination virtual
machine actively connects to the SCMP, obtains the migration task through
the SCMP, and receives the data transmitted from the source machine

migration agent.
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4.

5.

Full data synchronization.
Incremental data synchronization.

Stop the source production, and perform production switching after

synchronizing the last difference data.

The destination virtual machine starts compatibility processing and

automatically installs performance optimization tools(vmTools).

The destination virtual machine restarts and takes over the production.

1.3.3 HA Backup Migration

K2
o
&
Q
G
. \O'DQOQ
Q&
O ¥
F /s
&/
& x5 &
S / &
&5 S
v NSy
& &
6. Stop source Destination VM
not shut down Agent © N0 | 7. VM boot up
the VM. _ E 5. All data synchronized, ) T e i
Execute VM L target VM ready and VM reRlCiten
hot switch. Wind booting OS. p :
X86 Server/Virtualization platform VM Sangfor HC| Platform

The migration process of the HA backup migration mode in SCMP is as follows:

1.

The source host installs the migration agent, and the migration tool has

two modes: active and passive.

In the active mode, the migration agent at the source actively connects to

the SCMP and receives tasks issued by the SCMP.

In the passive mode, SCMP will take the initiative to connect the source

machine migration agent to issue migration tasks.

Perform CDP backup on the entire source machine and store the backup

on the SCMP.

Manually create the destination virtual machine, manually mount the bare
metal restore ISO file and power on the VM. Configure the IP address to

connect to the SCMP.

Create a CDP backup plan, and SCMP will sync the source machine's CDP

backup to the destination virtual machine in real-time.
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Os.

HA backup switch plan.

After synchronizing the data, the destination machine is ready and booting

Stop the source application service, but do not shut down, and execute the

The destination virtual machine starts compatibility processing and

automatically installs performance optimization tools(vmTools).

1.3.4 Backup Migration

The destination virtual machine restarts and takes over the production.

3. Relocate the SCMP to the
destination server room.

& K
& &

5. Stop Migration Migration ‘;’Pﬁ

sour_ce but Agent Agent ‘0’0

service, bu

not shut _ E

X86 Server/Virtualization platform VM

Destination VM

8. starts compatibility
processing, automatically
install performance
optimization tools. VM restarts

and takes over the production.
Sangfor HCl Platform

The migration process of the backup migration mode in SCMP is as follows:

1.

two modes: active and passive.

The source host installs the migration agent, and the migration tool has

In the active mode, the migration agent at the source actively connects to

the SCMP and receives tasks issued by the SCMP.

In the passive mode, SCMP will take the initiative to connect the source

machine migration agent to issue migration tasks.

Perform a full backup of the source machine to the storage of the SCMP.

Relocate the SCMP to the destination server room.

Manually create the destination virtual machine, mount the bare metal

restore ISO file, and boot it. Configure the IP address to connect to the

SCMP.
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Stop the source machine application service, but not shut down the host.
Perform incremental backup of the source machine.
Restore the backup to the destination virtual machine.

The destination virtual machine performs compatibility processing and
automatically installs the performance optimization tool(vmTools). The VM
will be restarted after installing vmTool and will take over the business

normally.

2 Migration Constraints

2.1 Migrate Network Constraints

1.

During the migration process, the network latency between the source and
the HCI platform(where the destination is located) must be within 50ms,

and the packet loss rate is within 5%.

To meet the migration requirements of different network environments,

the migration agent of the SCMP supports two connection modes:

For the Actively Connected Agent migration mode, point-to-point
migration will connect to ports 80 and 20000-20047 of the SCMP. While for
HA backup or backup migration, it will connect the ports 80 and 20000-
20003 of the SCMP. If there is a firewall or DNAT in the connection link, it is

necessary to allow these ports to be accessed.

For the Passively Connected Agent migration mode, it will be the SCMP
access to the port of the migration agent. The default port for Connected
TCP Port is 3345, and it can be changed when downloading the migration
agent. If there is a firewall or DNAT in the connection link, it is necessary to

allow access to these ports.

For agentless VMware migration, the network needs to meet the following

requirements:

SCMP needs to be able to access the TCP port 443 of VMware vCenter and
the TCP port 902 of the ESXi server.

The network between the source VMware vCenter and SCMP must be

reachable.

Version 1.2 (Mar.15, 2022) 12
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e The network between the source VMware ESXi host and SCMP must be

reachable.

e If the ESXi host uses a domain name to connect to vCenter, the domain

name of the ESXi host must be able to be resolved by SCMP.

e TheVMware account used needs permission to back up the virtual machine.
2.2 Compatibility List

2.2.1 Platform Compatibility

The SCMP agentless migration mode supports the migration of virtual
machines on the VMware platform to the Sangfor HCI. The supported VMware

versions are shown in the following table.

VMware vSphere 5.5 HCI 6.0.0 R5, 6.3.0, and later versions support automatic

creation of the destination virtual machine and load the
VMware vSphere 6.0

bare metal restore to start. After the migration is
VMware vSphere 6.5 completed, it supports the automatic installation of a
VMware vSphere 6.7 performance optimization tool(vmTools).

Other HCl versions doest not support the automatic
VMware vSphere 7.0 PP

creation function. It is required to manually create the
destination virtual machine and load the bare metal restore
ISO file. After the migration is complete, you need to check
whether the performance optimization tool is installed.

Agentless migration of VMware virtual machines does not support virtual
machines with RDM disks, independent disks, and network card pass-through
scenarios. If you need to migrate virtual machines in the above scenarios,

agent-based migration is required.

2.2.2 Operating System Compatibility
1. Agent-based migration supports the migration of Windows and Linux
32/64-bit operating systems.
2. The following file systems are supported for migration:

e ext2, ext3, ext4, xfs.

Version 1.2 (Mar.15, 2022) 13
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o FAT, FAT32, NTFS, Refs.
3. The following file device formats are supported for migration:

e LVM, GPT, MBR, dynamic volume, spanned volume, striped volume.

Please refer to the SCMP Compatibility List-20211214 for detailed

compatibility information.

2.2.3 Production Compatibility

Migration of cluster applications, such as Oracle RAC, SQL Server failover
clusters, and other applications are not supported. Only standalone

applications can be migrated.

2.3 Migration Specification Restrictions

Maximum concurrent | No limitation. When the system resources of the Sangfor Cloud
migration tasks Migration Platform are insufficient, there will be a queuing
mechanism for migration tasks. The pending migration tasks
will continue the switching when there are sufficient resources.
As the number of migration tasks switched at the same time
increases, the switching duration will be increased accordingly.

Migration speed Depending on the migration network bandwidth and storage
performance, the measured migration rate can be up to
110MB/s with an agent in a 1G network environment and
300MB/s with an agent in a 10G network environment 35MB/s
without an agent. The block size of the data migrated by the
migration tool is 64k sequential read and write, and the block
size can evaluate the storage performance of the source and
destination.

2.4 Production Interruption Time Reference

The following is the switching time of different operating systems in different
migration modes (excluding the service startup time of the business). In the
case of production service startups, the start time will be vary depending on

the production type.
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Under normal circumstances, the production downtime for different migration

mode is as follow:
1. Point-to-point migration mode: 5-10 minutes.

2. HA backup migration mode: around 1 minute.

3. Backup migration mode: around 15 minutes.

Windows Server 2016 Point-to-point Migration 3 minutes 27 seconds
Point-to-point Migration 5 minutes 7 seconds
(Agentless)
HA Backup Migration 01 minute 22 seconds
Backup Migration 16 minutes and 16 seconds
Linux Point-to-point Migration 4 minutes 6 seconds
Point-to-point Migration 2 minutes 51 seconds
(Agentless)
HA Backup Migration 01 minute 13 seconds
Backup Migration 8 minutes 22 seconds

Table 1: Service switching time reference table

2.5 System Changes After Migration

The system configuration will also change accordingly since the physical or
virtual machine's operating platform has changed after the migration. The

specific changes are shown in the following table.

CPU The total number of CPU cores is the same as the source machine by
default.

The total number of CPU cores can be changed. The minimum
number of cores is 1.
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Memory/RAM The memory size is the same as the source machine by default.

The memory size can be changed, and the changed memory cannot
be less than 2G.

Disk After the Windows dynamic disk is migrated, it becomes a basic disk.

The disk driver may be changed after the migration (virtio driver is
used by default).

The disk partition size will change after the migration (when the
remaining disk space is less than 1G, the remaining space will be
automatically allocated to the last partition).

Disks that are not in GPT and MBR format will be converted to GPT
or MBR format.

When the system disk is not the first disk, it will be automatically
adjusted as the first disk.

Network Virtio driver will be used by default for Windows2003 and above.

Confi ti
onfiguration Linux kernel 2.6.18-128 and above use virtio (For other kernel

versions, ide+e1000 will be used).

The MAC and IP of the network card will be changed (consistent with
the migration task switching parameters).

System The UUID of the OS changes and applications that rely on the UUID
configuration of the system need to be re-authorized, such as Windows license,
changes EDR license, etc.
According to HCl rules, performance optimization tools will be
Performance ) )
o installed on the following OS:
optimization

1. Windows 2003 and above

tools(vmTools) )
2. Linux 2.6.18-128 and above.

3 Platform Deployment

This chapter mainly explains the process, precautions, preparations, and

operation steps of the platform installation process.

3.1 Installation Preparation
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Sangfor Cloud Migration
Platform User Manual

Introduce the applicable scenarios and
usage guidance of the SCMP

https://communi
ty.sangfor.com/

SangforCloudMigrationPlat
form.iso

The ISO installation package for the
Sangfor Cloud Migration Platform. After
configuration, it can be installed and
used on a physical machine or another
virtualization platform.

Contact Sangfor
Technical
Support to
obtain

SangforCloudMigrationPlat
form.vma

The virtual machine template for Sangfor
Cloud Migration Platform. Support direct
import into HCI without OS installation.

https://communi
ty.sangfor.com/p
lugin.php?id=ser
vice:download&
action=view&fid
=474#/42/all

Compatibility list of

Introduce the list of operating systems,

Contact Sangfor

o virtualization platforms, and file systems | Technical
Sangfor Cloud Migration
supported by the SCMP. Support to
Platform .
obtain
Chrome, UltralSO, MD5 Get it online

Table 2: Files and documentation preparation

Before installation, please verify the MD5 value of the software to avoid

installation failure due to incomplete download.

3.2 Hardware Specification Requirements

The hardware configuration of the SCMP directly affects the number of

concurrent migrations and switching. According to the number of concurrent

migrations, the specific hardware configuration requirements of the SCMP are

shown in the following table.

CPU CPU with 4 cores CPU with 16 cores and
and above above
Memory/RAM | 16GB and above 32GB and above SCMP itself reserves

8GB of memory, and
each concurrent
migration or switching
occupies 2GB of
memory.

Version 1.2 (Mar.15, 2022)
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System disk

200GB and above

300GB and above

During VMware
agentless migration,
data synchronization
will go through the
SCMP. The size of the
system disk needs to
be expanded
appropriately.

Storage disk

200GB and above

Evaluate based on
the amount of data

300GB and above

Evaluate based on the
amount of data

According to the data
volume of the HA
backup/backup
migration host, it is
generally
recommended to set
the size to 1.5 times

the data volume of the

migration.

3.3 Installation and Deployment

Sangfor Cloud Migration Platform supports deployment on physical machines

and HClI platforms, and there are two installation methods:

1. Import the SCMP vma template: This scenario is suitable for deploying

the Sangfor Cloud Migration Platform on the Sangfor HCI, which simplifies

the installation steps and saves installation time.

2. Use ISO file to burn and install: This scenario is suitable for deploying

the Sangfor Cloud Migration Platform on a physical server for backup

migration scenarios.

3.3.1 VMA Template Deployment

1. Enter the Sangfor HCI platform, click Compute, on Compute Ul, click New,

and select Import Virtual Machine.

Version 1.2 (Mar.15, 2022)
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Create New Virtual Machine

Choose a way 10 Create a new virtual machine.

.3-( Create New Virtual Machine ﬁ Create Standalone Oracle Database

1 Clone VM Create Oracle RAC Database (cluster)

W Import Virtual Machine @  Create SQL Server

2. Select the downloaded image(.vma) of the SCMP and import it to the HCI

platform.

File Type QVAor VMA

To use a vhd, vhdx or gcow2 image file, choose Existing disk and then select
that image file when configuring disk for virtual machine.

VM Image Files: ova or vma file

Group: Default Group

HA & Migrate o another node if the node fails

Datastore: VirtualDatastore1

Storage Policy: 2_replica

Run Location: <Auto=

0s: Default

3. After the importis complete, click Go to Virtual Machine to edit its

hardware configuration.

e The CPU and memory will be 16 cores, 32GB, which is not required to make

changes.

e Add data/storage disks to the server as needed (not required for point-to-

point migration).

e Configure the NIC for the server as needed and configure the first NIC to

connect to the physical outlet.
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There are two NICs by default. If t

the second one.

Advanced

here is no need for multiple NICs, delete

E Processor

w emory

16 core(s)

32GB

&= Disk 1

200 GB

| 4= Disk 2 200 GE

© coivD 1 None

. eth0 Connected To: edge for TAC

mm cthi Disconnected

¥ Other Hardware

® Add Hardware ¥

4. Click OK to finish editing the virtua

[ Enable

Connected To: edge for TAC

Advanced
Adapter Model:

MAC Address:

12 Addrace: Takac affart aftar umTnnle ic inctallad ()

| machine.

3.3.2 USB Flash Drive Burning Installation

3.3.2.1 Precautions

5. Please try to use the latest version of UltralSO.

6. USB-HDD or USB-HDD+ can be used as the writing format of the USB flash
drive. Check the Verify checkbox for the burning result.

7. The total space of the USB flash drive must be larger than that of the ISO
file.

8. The server configuration needs to meet the requirements in chapter 3.2
Hardware Specification Requirements of this manual.

3.3.2.2 Steps

Step 1. First, insert the USB flash drive into the PC, then open the UltralSO

software. Select File > Open, and load the SCMP iso file to be burned.
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o M T

&) UttralSO (Trial Version) — O
Tools  Options  Help
PR & | (B U @ [k TotlSie: ake| [ 0% of CD E50ME |- BSOME] |
Ctrl+0Q : :
. y IE X2 d HREE : Path |/
% Open CD/DVD... Filename Size  Type Diate/Time L
I Save Ctrl+5
I Save As...
Simulated Save...
L Create Checksums...
e Verify Checksums..,
5
Open Project File... Ctrl+Alt+0
7 SaveProjectFile As..  Ctrl+Alt+S
Import IML...
Compile IML to 1SO...
[4] Properties... T oo d o 4F 2] Path |C\Users\kelvisDocumentsiMy IS0 Files
[ Exit Filerarme Size  Type Date/ Tirne
ﬂ:. Docurnents
- Deskiop
-8 windaws(C:]
<3 CO/DVD DiivelD:]
Copyright [£]2002-2021 EZE Spstems, Inc. Image: 0 files, O KB Local: Ofiles, 0 KB
Step 2. Then click Bootable > Write Disk Image, and click Write where other
options leave defaults. When finished, close the burning software and remove
the USB flash drive.
@ UltralSO (Trial Version) - C\Users\kelvit\Downloads\windews2003R2_mouse- keyboard-driver.iso — O
File Actions Tools Options  Help
] ¥ - &2 MakeFloppy Image... p [ | © TowalSize: | 158KE|| 0% of CD B50ME |- E50ME) |
Write Floppy Image...
Image: Path: | /farw20037#9 97
W hdal-= Dhicl lmaam
£ arv200) @ Write Disk Image... Size Type Date/Time L
BOKE  System file 2007-03-07 20:00 Z
Extract Boot Sector from Floppy/HDD drive... 24 KB System file 2007-03-07 20:00 £
Extract Boot File from CD/DVD.. 21 KB System file 2007-03-07 20:00 E
. TIKE  System file 2007-03-07 20:00 7
#F Load Boot File... 4EKB  System fils 2007-03-07 20:00 £
Sl 18 bifielegacy 70821 2043 1
Clear Beot Information
Generate Bootinfotable
) Make Multi-Boot CD/DVD

Local:

T 2 Xd @R

Path: |C:A\UzershkeldDocumentzshdy (50 Files

1 Computer
L £ My 150 Files
f['. Documents
B Deskiop
o Wwindows(C:)
S CDADVD Drive(D:)

Filerame

Size Type Date/Time

Copyright [c]2002-2021 EZE Spstems, Inc.

Image: & files, 158 KB Local: O files, 0 KB
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Step 3. The writing destination is a USB drive or CD. Make sure to check the
Verify checkbox. Then, select the writing method (usually USB-HDD+)
according to the USB boot type supported by the server.

! Write Disk Image

i
| Meszage: Save

]

Time Event
Windows 10 +10.0 Build 22000

-

’-‘"

Diizk, Drive: Werify

Image File: ChUzers kel Downloads windows2 0058 2_mouse-keyboard-driver. igo
Wirte Method:  [JSE.HDD+

Hide Boot Partition:  Mane “ =prezz Boot

Daone: 0% Elapsed: (0:00: 00 Remain: 000000

Speed: ] =FE

Farmat WSk Aot Cloze

Step 4. Insert the USB flash drive into the third-party server, and set the BIOS
to boot from the USB flash drive.

Step 5. Enter the disk for installing the platform. The following figure is an

example, select the first 300G disk as the system disk, enter 1, and press Enter.
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1: ATA 3BBGE ~sdevrsda

Input m for manul install or disk number for auto install:
Input:1

Step 6. The system will automatically perform the installation.

1: ATA 3HEGE -rdev-zda

Input m for manul install or disk number for auto install:
Input:1

Begin to install ...

prepare images...

clone system to sdevrsda

(44.17-188x)

3.4 Platform Configuration

3.4.1 Network Settings

1. After the deployment is complete, you will see the Welcome to use DR

System interface on the server console.
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Welcome to use DR System

DR Server URL: no ip

Username: Admin

Password: I

Enter the default password 123456 to enter the basic information

configuration interface.

Enter the platform configuration interface. The following configuration

items will be shown. Select the fourth option for IP configuration.

Configuration instructions:

Start Service: Start all services of the migration platform.
Enable WEB Service Port: Enable WEB Service Port.
Enable SSH Service Port: Enable SSH port.

Bind network adapters and set IPv4: Configure IPv4 network adapter

address.

Bind network adapters and set IPv6: Configure IPv6 network adapter

address.

Clear network configuration, then restart: Clear existing network

configuration and restart.

Restart: Restart the server.

Power off: Turn off the server.

Power off (force, not recommend): Force the server to shut down.

Logout: log out.
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Welcome to use DR System

DR Server URL: http:/,/172.16.66.28

Start Service
Enable WEB Service Port
Enable SSH Service Port
Bind network adapters and set IPv4
Bind network adapters and set IPuv6
Clear network configuration then restart
Restart
Power off
Power off (force,not recommend)
Logout

AAAAAARNS A A
vvv vy vl v

4. Select the Bind network adapters and set IPv4 to enter the IP
configuration interface. Enter the planned IP address, subnet mask,

gateway, and DNS.

Welcome to use DR System
—] Network Configuration |———:

Please enter DR IPw4 address, subnet
mask, gateway, DNS.

IPv4 Address:
Subnet Mask:
Gateway:

DNS:

5. After the configuration is complete, use the browser to access the SCMP
through https://ConfigurelP to enter the management interface. The
initial username/password is admin/123456. After successfully logging in

for the first time, the password will be required to be changed.

Version 1.2 (Mar.15, 2022)
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Sangfor Cloud Migration Platform

3.4.2 Mail Server Settings (Optional)

Function Description:

The mail server is used to send notification/warning/error information emails
to inform the administrator of the real-time working status of the Sangfor
Cloud Migration Platform. Besides, the SMTP server will be used to send a new
password when creating a new administrator user and to retrieve the
password by sending an email to the user mailbox when the password is

lost/forgotten.

3.4.2.1 Precautions

The Sangfor Cloud Migration Platform needs to be able to communicate with
the configured mail server normally. Otherwise, it will not be able to send the

corresponding mail.

3.4.2.2 Steps

Step 1. Log in to the SCMP management console with an admin account and
navigate to the Settings > Notification page to configure the email server
address, SMTP server port, sender email, username, and password. After

completing the settings, click Send Test Email to verify.
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Logs Download

@ Network v
Email Server WeCom Send Notification

The SMTP server, a platform for Sangfor Cloud Migration Platform sending emails to users, can be used to
a Users 4 retrieve passwords and Sangfor Cloud Migration Platform inform users of information such as job execution

results and errors.

Befare you set the email server, make sure that Sangfor Cloud Migration Platform can access the SMTP

server and the email address, username, and password of the sender are true and valid.

Email Server Address: @
SMTP Server Port: 25 @
Sender Email:
Username:
Password

Enable S5L

¢ Email server address: the server address where the sender's mailbox is

located. Example: smtp.gmail.com

e SMTP server port: By default, the port of SMTP is 25. Adjust it according to

your needs.
e Sender email: Fill in the email address of the role of sending the alarm.
e Username: Fill in the username of the mailbox sending the alarm.

e Password: Fill in the password of the mailbox that sends the alarm.

3.4.3 Create User

Function Description

The system defaults only have the admin user, which is the Super Admin. The
following functions are not available to the admin account: agent download,
source backup, migration, etc. To use the mentioned functions, you need to

create a system administrator user and use this user to log in to the SCMP.

3.4.3.1 Precautions

1. The migration cannot be completed using the admin account. Only the

system administrator can initiate the migration function.

Version 1.2 (Mar.15, 2022) 27



Sangfor Cloud Migration Platform V2.0 User Manual

2. If the platform is configured with a mail server, you need to send an email
to the user's mailbox to confirm the user's password, so it is

recommended to use the email address as the username.

3.4.3.2 Steps

Step 1. Login to the SCMP management console with an admin account and
navigate to Settings > Users interface. Click Create User and enter the
Username and Display Name. The default password for the newly created
user is 123456. Email Address and Mobile Number are optional, whereas the

Email Address will be used for password confirmation and alert recipients.

Statistics Logs Download

Username

Create User x
junsheng

tingfong.ong@sangfor.com
| Users User Basics | Function Licensing

User Roles:

* Usernamg:

* Display Namd:

Hardware Encryption Lock: Bind] [Unbind]

Email Addres: sangfor.com

Mobile Number

View 1-20f2

Step 2. Click Function Licensing to configure the function permissions for

users (by default, all will be selected).
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Statistics Logs Download

Create User H Edit User H Delete User H Enable/Disable H Reset Password H Unlock l

Username
Edit User X
tingfong.ong@sangfor.com
& Users v :
junsheng
Users User Basics  Function Licensing
Tech

i~ M System Status

-+ M Backup

Oracle RAC Backup

Agentless Backup

Restore

M Set

Logs

: Statistics

High Availability
Migration Cloud

.

View1-30f 3

S

Step 3. Click OK and the user will be created.

Statistics Logs Download

l Create User l Edit User Delate User Enable/Disable Reset Password l Unlock
Username WeCom Status
— :@sangfor.com Enabled
& Users v
. Enabled
Users
Enabled

3.4.4 Add Storage and Storage Quota Allocation
(Optional)

Function Description

When using the HA backup migration and backup migration modes, you need
to allocate storage resources for the newly created system administrator to

store backup data.
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3.4.4.1 Precautions

1. Thereis no need to allocate storage resources to the system administrator

for the point-to-point migration.

2. Currently only supports adding local storage and iSCSI storage.

3.4.4.2 Steps

Step 1. Login to the SCMP management console with the admin account.
Navigate to Settings > Datastores and click on the Add button to add the data

disk as local storage.

Statistics Logs Download

Management Connection Settings
[ Edit ] I Change Reserved Space I Add l I Delete l
Add Datastore X
= Storage hd Select the storage type of the datastore that you want to add.
I O Local Storage Initializes disks mounted to the local host and add them to Datastore
iscsl Connects to an external iSCS| device and add each LUN as an external storage poo

Object Storage

NFS Datastore

CIFS Datastore

Step 2. Select Local storage as the storage type and click Create Datastore

in the lower right corner.
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Statistics Logs Download

Management Connection Settings
[ Edit ] [ Change Reserved Space I Add I
Add Datastore X Type
Internal LUN
= Storage v
Free Space of Local Storage Device
Datastores
Device Name Available Space Status

Selected Available Space: 0GB Remaining Licensed Capacity: 1099511627577GB
Expand Existing Datastore Space

O Create Datastore

MNewDatastoreCapacity | 499 GB

Note: The total capacity of Datastoremust be less than or equal to the licensed capacity: 1099511627776GE.
Note: Disks with less than 100 GB of idle space are not displayed.

]

Initialize/Add

Step 3. The local storage has been added successfully.

Wizard Settings Statistics Logs Download

Management Connection Settings
[ Edit ] Ic-war;eﬁeser.e:: Spacel [ Add ]
Datastore Name Status Type
Local Storage f5a30480-1d84-4d3c-8¢18-997a955818a6 Connected Internal LUN
= Storage v
Datastores

Step 4. Navigate to Settings > Storage Quota interface and click Add User
Quota to add storage quotas for the created system administrators, which can

be configured according to requirements.
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°[BEa

3.4.5 Connect to the Destination HCI Platform

Function Description

Use the Sangfor Cloud Migration Platform to connect to the Sangfor HCI. A new
virtual machine will be automatically created to complete the migration when

migrating to the destination machine.

3.4.5.1 Precautions

1. This function requires a complete match with the HCI version number.
Please refer to the SCMPCompatibilityList-20211214.

2. Currently only supports virtual data center connections with HCI6.0.0R5,
HCI 6.3.0, and later versions for automatic destination VM creation. For
previous versions of HCI, please use the "bare metal restore" boot

medium method to construct the destination machine.

3.4.5.2 Steps

Step 1. Login to the SCMP management console with the newly created user
account. Navigate to Connections and click the + button on the right side of

Virtual Data Centers.

Sangfor Cloud Migration Platform

System Status Console Migration Jobs Statistics Logs Download

Connections / Agentless Machine Connections

Virtual Data Centers —> o
a & SANGFORHCI (192.168.20.2) (162 /162) Expand Al Collapse Al
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Step 2. Select the SANGFOR HCI for Platform and the corresponding version.

Create Connection 4

* Platform SAMNGFOR HCI

Version SAMGFOR aCloud 6.x

- [

Step 3. Inthe Create Connection windows, enter the cluster IP
address/Domain, Port, Username, and Password of the SANGFOR HCI. The
Scheduled Automatic Data Synchronization will sync the HCI virtual

machine group list periodically.
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Create Connection X

* |P/Domain 190 .

* Port 443

* Jsername admin

* Password | ..........| B

B Scheduled Automatic Data Synchronization

Start Time 2021-12-08 18:05:32 Interval 2 Hours

Test Connection m m | Cancel |

Step 4. Click Test Connection to verify the connection to the HCI. Click Finish

to add the virtual data centers after the connection test is successful.

Sangfor Goud Migration Platiorm

System Status Console Migration Jobs Connections Statistics Logs Download

Connections / Agentless Machine Connections

Virtual Data Centers o
= B SANGFOR HCI (192.168.20.2) (162/162) Expand All Collapse Al

5 SANGFORHQI (192

=] & 01-AdminVM (2/2)

SANGFOR HCI (.
€ ¢ ' L ovm

L1 windows10-template_Demo cluster_60a86b210001

3.5 Licensing

1. Login to the SCMP management console with admin and search for User

ID at the bottom of the homepage.
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el Migration Platform based on the current nefwork emaronment of yeur comgany. Ensure that the IP address.is in the same IP address segment as the machine that requires data protection or the is reachable for the machine.

" latform192.168.20.160

for Cloud M inreal b

ttot to complete data baciup, restorat d
al

q + e managed. The admin user & up

or ID; 1636 8440 3282 2351

2. Send the user ID and the authorized Key ID of Sangfor HCI to Sangfor
Technical Support to obtain the licensing file. After obtaining the licensing
file, navigate to Settings > Licensing and upload the licensing file to the

platform. The licensing will be successful after uploading the licensing file.

LLNOTE

1. For virtual key licensing, you are only required to provide the user ID for

licensing.

2. Full user IDs must be provided during the authorization file application,
including underscores. For example, the user ID in step 1 is

1638_8440_3282_2357.

Statistics Logs Download

Sangfor Cloud Migration Platform Licensing Info:

Machine Name:

License Key: POQ493
Model SXFDR 2021
License Expiration Date 2022-3-8

© Advanced v Licensing Items Licenses Used
Storage Capacity(TE)Licensing Authorize: Unlimited Currently in use:0.19
High Availability Authorize: Unlimited Currently in use:0
Non-Agent Backup Autharize: Unlimited Currently in use:0

I Quantity of Reconstructed Destination Autherize: 10 Currently in use:1

Upgrade License

Upload the license key file and perform upgrade licensing.

Select File | Browse Upload and Authorize ‘ |
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4 Migration Preparation
4.1 Migration Source Preparation

4.1.1 Preparation for VMware Platform Migration

(Agentless)

Step 1. Login to the SCMP management console with the newly created user
account. Navigate to [Connections] and click the "+" next to the [Virtual Data

Centers).

Sangfor Cloud Migration Platform

System Status Console Migration Jobs Statistics Logs Download

Connections |/ Agentless Machine Connections

Virtual Data Centers

Step 2. Select the "VMware vSphere" platform and the corresponding

version.
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Create Connection

* Platform VhWare vSphere

Version 40-7.0

Step 3. Enter the vCenter or ESXi IP address/domain name, Port, Username,
and Password information. Configure the "Scheduled Automatic Data

Synchronization" option for periodic VM data synchronization.

Create Connection X

* |P/Domain 192.100.100.100

* Port 443

* Username administrator@vsphere.local

* Password | — an

B Scheduled Automatic Data Synchronization

Start Time 2021-12-08 18:158:30 Interval 2 Hours
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Step 4. Click [Test Connection] to verify the connection to the HCI. Click

[Finish] to add the virtual data centers after the connection test is successful.

Sangfor Cloud Migration Platform

System Status Console Migration Jobs Statistics Logs Download

Connections | Agentless Machine Connections
Virtual Data Centers H o
=] & VMWare vSphere (192.200.19.31) (0/0) Expand Al Collapse All
g SANGFOR HCI (192.168.20.2) o X
& CTI ESXI(192.200.19.317administrator@vsphere.local?vmware) (0/0)

& SANGFORHCI (192.200.19.20)

(%) VMWare vSphere (192.200.19.31)

4.1.2 Preparation for Windows System Migration

4.1.2.1 Turn Off Firewall and Anti-virus Software

System migration needs to turn off the operating system firewall and the
anti-virus software. If anti-virus software is installed on the source site, data
reading and writing on the source side may be protected, resulting in the
installation failing. It is recommended to turn off the anti-virus software
during migration.

If the firewall is unable to be turned off, you need to configure the firewall

to allow the required ports to pass through.

4.1.2.2 Install the Migration Agent

Function Description

Install the migration agent at the source machine for communication. The
SCMP will complete the information collection of the operating system and

issue migration instructions through the agent.

4.1.2.2.1 Precautions

1. Make sure the computer is able to run normally and the running memory

is greater than 2G.
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2. Ensure the selected source system is in the list of operating systems
supported by the SCMP. For details, please refer to the
SCMPCompatibilityList-20211214.

3. The MD5 value of the downloaded migration agent must be the same as
the MD5 value displayed on the SCMP.

4. The agentis only available when login as a system administrator. The
downloaded agent corresponds to the system administrator, where the
agent downloaded through the system administrator account can only be

issued migration/backup tasks by the respective administrator.
5. Ensure that the source machine can access the SCMP.

6. There are two types of agents in SCMP: Actively Connected Agent and
Passively Connected Agent. When using Actively Connected Agent, the
agent will initiate the connection from the source machine to the SCMP.
For Passively Connected Agent, the agent will passively accept the

connection initialization from the SCMP instead.

4.1.2.2.2 Steps

Step 1. Login to the SCMP with the newly created system administrator on the
source Windows machine. Navigate to Download and click Windows
Agent(32/64-Bit) to download.

Sangior Cloud Migration Platform

System Status Console

.- Windows Agent (32/64-Bit) A Linux Agent (64-Bit) A Linux Agent (32-Bit)
. - -

Bare Metal Restore
0

N <0

Step 2. Select agent type. When the source system is in the NAT environment
and unable to reach SCMP directly, select Passively Connected Agent for

SCMP to initiate the connection to the source system.
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Select Machine Type

Supported OS5

Actively Connected Agent
> After installation, the agent machine will actively connect to a TCF port in the range of 20000 to
20003 of "Sangfor Cloud Migration Platform®. You need to specify the IP address of the

connected "Sangfor Cloud Migration Platform".
> This version is applicable when the agent machine and "Sangfor Cloud Migration Platform” are

in the same LAN or the agent machine can be routed to the "Sangfor Cloud Migration

Flatform".
Sangfor Cloud Migration PlatformiP: | [P V‘ 192, ) b
Passively Connected Agent

"sangfor Cloud Migration Platform™ will actively initiate a connection request to the agent
machine, which passively accepts the connection request.
On the machine OS5 and firewall, allow the specified TCF port to be connected.

@ This version is applicable when the agent machine OS cannot access the "Sangfor Cloud
Migration Platform™ network, for example, through a public network IP address,

Connected TCP Port;| 3345 Download

Connections

Step 3. Click on the download link to start the agent download.
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Select Machine Type

Download Link of Agent

- wdashboard/a/download/user_id/3Mfile/ba0dfeb1e5e5c42dbbo099552f5a

name/DRClient(” == 20.2.0.211129.2ip

Jxdashboard/asdownload/user_id/3/file/bad%eb1e5e5c42dbbo09955efs
a49c31/filename/DRClient(. | 0.2.0211129.zip

MD5: aad320

Installation Procedure;

1. Download the ZIP file at the preceding link to your local device.

2. Decompress the downloaded ZIP file to the specified local directory

Lea

. Access the directory.

o

. Execute the setup program in the directory to install the agent.

Step 4. After the download is complete, verify the MD5 value.

Step 5. Unzip it to the local folder, and install the application by double-

clicking on the setup file.

8 DRClient{tingfong.ong.192.168.20.160).2.0.211129
@ New
E & > v 1 | @« Dow.. > DRClient{ii) " monn 77000

& Pictures »
-, i onfic M CONFIG File

| 20211106
B install succ

B format 4 setup 29/11/2021 6:15 PM Application 61,349 KB
orm

OneDrive - Perso

= Windows (C:)

4iterns |

Step 6. After the installation is completed, SCMP IP will then appear on the

screen.
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- Setup - Sangfor Cloud Migration Platform -

Installing

Please wait while Setup installs Sangfor Cloud Migration Platform on your
computer.

Extracting files...
C:\Jsersikelvi\AppDataLocaliTempljs-3M5RL. tmpdriver_&4bit\nadrvist.sys

Cancel

| |

Step 7. The detailed information of this agent will be displayed in the SCMP

console after login as the system administrator where the agent corresponded.

& Backup v

Select Backup Source Machine @

I Create Backup Plan

Maching Q With Mo Jobs View by Group
== Machines

L ] Ratsakan-MIC-VM_acmp-314e[VMware (Agentless)]
== ) Win10-JH[VMware (Agentless)]
= win7_64_JH[VMware (Agentless)]
= | NGAF_g8045[VMware [Agentless)]
= O watchguard[VMware (Agentless)]
™ Yong_Win10_{2021-08-18_10-14-18)_(2021-08-18_10-49-39)[VMware (Agentless)]
= MNGAFS.0.35_acmp-856c[VMware (Agentless)]
- .. B,

Marhine Nama

Step 8. The installation is complete.

4.1.3 Preparing for Linux System Migration

4.1.3.1 Turn Off The Firewall

The commands line for turning off the firewall in different Linux versions is as

follows:
e  SUSE series: rcSuSEfirewall2 stop.

e Ubuntu series: ufw disable.
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e Red Hat\CentOS series: service iptables stop or systemctl stop firewalld.

4.1.3.2 Install The Migration Agent

Function Description

Install the migration agent at the source machine for communication. The
SCMP will complete the information collection of the operating system and

issue migration instructions through the agent.

4.1.3.2.1 Precautions

1. Make sure the computer is able to run normally and the running memory

is greater than 2G.

2. Ensure the selected source system is in the list of operating systems
supported by the SCMP. For details, please refer to the
SCMPCompatibilityList-20211214.

3. The MD5 value of the downloaded migration agent must be the same as
the MD5 value displayed on the SCMP.

4. The agentis only available when login as a system administrator. The
downloaded agent corresponds to the system administrator, where the
agent downloaded through the system administrator account can only be

issued migration/backup tasks by the respective administrator.
5. Ensure that the source machine can access the SCMP.

6. There are two types of agents in SCMP: Actively Connected Agent and
Passively Connected Agent. When using Actively Connected Agent, the
agent will initiate the connection from the source machine to the SCMP.
For Passively Connected Agent, SCMP will initiate the connection to the
agent, and the source machine needs to allow the corresponding port in

the firewall.

7.  When using the wget command to access the HTTPS download link, it is
required to add --no-check-certificate in the command. Otherwise, the

execution will fail with a certification not trusted error.

4.1.3.2.2 Steps
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Step 1. Login to the SCMP with the newly created system administrator on
any Windows system. Navigate to the Download page, and click Linux Agent

to download. Select 64-bit or 32-bit based on the source machine.

System Status  Console  MigrationJobs  Connections ~ Statistics

-- Windows Agent (32/64-Bit) A Linux Agent (64-Bit) A Linux Agent (32-Bit)
L - v
Bare Metal Restore
@\\
3

Step 2. Select agent type. If the source system can directly access the address
of the SCMP, select Actively Connected Agent. When the source system is in
the NAT environment and unable to reach SCMP directly, select Passively

Connected Agent for SCMP to initiate the connection to the source system.
Select Machine Type X

Supported OS

Actively Connected Agent

o After installation, the agent machine will actively connect to a TCP port in the range of 20000 to
20003 of "Sangfor Cloud Migration Platform®. You need to specify the IP address of the
connected "Sangfor Cloud Migration Blatform®.

o This version is applicable when the agent machine and "Sangfor Cloud Migration Platform" are
in the same LAN or the agent machine can be routed to the “Sangfor Cloud Migration
Platform".

Sangfor Cloud Migration PlatformIP: Pvd hd 192 ) hd

Passively Connected Agent

> "Sangfor Cloud Migration Platform™ will actively initiate a connection request to the agent
machine, which passively accepts the connection request.

> On the machine OS and firewall, allow the specified TCP port to be connected.

> This version is applicable when the agent machine OS5 cannot access the "Sangfor Cloud
Migration Platform” network, for example, through a public network IP address.

Connected TCP Port; . 3345

Connections
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Step 3. Click Download, and the download link will appear.

Select Machine Type

Download Link of Agent:

httpe//192.1658.20.160/xdashboard/a/download/user_id/3file/blca7aasaece4c8292035681
dad8cceaDRClientgd, = “r=- o~ 7T 77T 02.0.211129.5h/filename/DRClientad. tingf

ong.ong.192.168.20.160.2.0.21112%.sh

https://192 —oove Wxdashboard/a/download/user_id/3/file/blcaTasaasct4cB829e035681
daddcceaDRCliented,”” =~ 7o oo om0 0.211129.5h/filename/DRClentad. tingf
ong.ong.192,168.20.160.2.0.21112%.sh

MD3S: OcdZBd s o e sos o caasmon

Installation Procedure:

1. Download the SH file at the preceding link. If you use HTTPS, you must add the --no-che
ck-certificate parameter to the SH file downloaded through Wget.

23{Tsh =:sh

Step 4. Select one of the links, then copy and paste it into the ssh of the
source Linux machine and use the wget command to download. If using the
HTTPS download link, it is required to add the --no-check-certificate

parameter.

tificate, issued by ‘CN=Clerware CA,0=Clerware Inc.,
authority.

[appl
est.19

.sh

2022-05-25 16:39: 35.8 MB/s) - ‘DRClient64.test.192.168.28.15

root@ virtual-machine:/home/jianhows# I

Step 5. After the download is complete, add execution permissions to the
installation script and execute the installation after verifying the MD5 value.

(The uninstallation steps are the same).
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AGENT INSTALLATION ENV...

. TPYE STATE

Kernel Module Net Running disksbd_linux

Kernel Module Not Running sbd fun linux

Agent Service Not Running
Not Running L
Not -3.10.0-957.el7.x86_64.1mg_backup
Not

/var/log/alo

N
1
2
3
a4
5
6
7
8
[+]

i@ e ore Doing
11 CDP Dolng

state[0/6]: Collecting agent information, please walt a minute.
state[1/6]: Prepare server component, prepare driver.
state[2/6]: Prepare agent component, install driver

state[3/6]: Install agent compoment, config initrd

state[4/6]: Configure agent compoment.

state[5/6]: Reglster agent service.

install

Step 6. The detailed information of this agent will be displayed in the SCMP

console after login as the system administrator where the agent corresponded.

Migration Connections Statistics Logs Download

€ Backup v

Select Backup Source Machine
Create Backup Plan @

Machine Q

== Machines
= localhost.localdomain{192.168.20.183)
&2 Virtio Block Device[/dev/vda] (Capacity: 120.0 GB, Type: mbr, Start Disk)

Step 7. The installation is complete.

4.2 Preparation For Destination Machine

Function Description

When using the HA backup/backup migration mode or the destination HCI
platform is below version 6.0.0 R5, it is required to create a destination VM
manually in HCI. This VM will boot from the bare metal restore boot medium

and be configured with the corresponding IP address to connect to the SCMP.
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4.2.1 Precautions

1. The IP address of the bare metal restore boot medium is specified when
downloading the image, and this IP is required to be able to access the

SCMP in the destination network.

2. The number of hard disks of the destination machine must not be less
than the number of hard disks of the source machine, and the capacity of
each hard disk of the destination machine must not be less than the

source machine.

3. The memory of the destination VM boot from bare metal restores boot

medium must not be less than 2GB.

4. |Itis forbidden to adjust the Boot Order for the VM under Edit > Advanced
when booting using the bare metal restore boot medium. Just keep the

disk as the first boot option.

4.2.2 Steps

Step 1. Login to SCMP with the system administrator account. Navigate to the

Download and download the Bare Metal Restore ISO.

-- Windows Agent (32/64-Bit) A Linux Agent (64-Bit) A Linux Agent (32-Bit)
L - »

Bare Metal Restore

D
Y S0

Step 2. By default, the IP address configuration will be using DHCP. As long as
the DHCP pool has been specified in the network, manually configuring the

temporary IP is unnecessary.
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Migration Jobs

To use the backup of Sangfor Cloud Migration Platform to restare the dst machine, you must restart the machine to this Bootable Medium and use the built-in program of the bootable media to connect to Sangfor Cloud Migration Platform,
Step 1Select the IP address of Sangfor Cloud Migration Platform
0 1pua 1PV6
102 0 v
Select the 1P address of the Sangfor Cloud Migration Platfarm. The bootable media will use this IP address to connect to the Sangfor Cloud Migration Platform after it is booted.
Step 2 Enter the bootable media IP address
Specify the IP address of the bootable media: @ DHCP () Static
After the bootable mediz is started, it automatically obtains the settings of the specified IP address based on the DHCP protocol. In this case a DHCP server is required in the network. You can also specify 2 set of static IP addresses. In this case, after the boota

set of static IP addresses.

Step 3 Obtain the download link

A client that uses bootable media m no less than 2GB

wnload_handls &efile=DRBo

Download Link: http:

Download Link(https): htt lownloadadil
Link Expires On: 2021-12-00T21:17:15

Step 4 Prepare the bootable media
Bootable CD: Use a CD burning software (Nero is recommended) to burn the ISO file you downloaded in Step 3 into a €D so that you can boot from this CD.

Bootable USB: Use UltraiSO, 2 third-party tool, to write the ISO file into 2 USB drive. You need to first start UltralSO, choose [Bootable » Write Disk Image], and then complete the settings in the dialog box that appears,

Step 3. Other than DCHP, static IP is also supported to be configured for the

bare metal restore medium.

To use the backup of Sangfor Cloud Migratien Platform to restore the dst machine, you must restart the machine to this Bootable Medium and use the built-in program of the bootable media to connect to Sangfor Cloud Migratior

Step 1 Select the IP address of Sangfor Cloud Migration Platform
0 Pua 1Pv6
192.168.20.160 v

Select the IP address of the Sangfor Cloud Migration Platform. The bootable media will use this IP address to connect to the Sangfor Cloud Migration Platform after it is booted.

Step 2 Enter the bootable media IP address
Specify the 1P address of the bootable media: () DHCP (@) Static
after the bootable media is started, it automatically obtains the settinggof the specified 1P address based on the DHCP protocol. In this case a DHCP server is required in the network. You can also specify a set of static IP addresses

set of static 1P addresses.

Start IP
EndIP
Netmask

Default
Gateway

DNS

Step 3 Obtain the download link

Gt Downlo

in

Step 4 Prepare the bootable media

Bootable CD: Use a CD burning software (Nero is recommended) to burn the IS0 file you downloaded in Step 3 into a CD so that you can boot frem this CD.

Bootable USB: Use UitralSO, 2 third-party tool, to write the 15O file inta a USE drive. You need to first start Ultrals0, choose [Bootable » Write Disk Image], and then complete the settings in the dialog box that appears.

Step 4. Click Generate Download Link to get the download link of the bare

metal restores iso file corresponding to the system admin.
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Connections

To use the backup of Sangfor Cloud Migration Platform to restore the st machine, you must restart the machine te this Bagtable Medium and use the built-in program of the bootable media to connect to Sangfor Cloud Migr.
Step 1 Select the IP address of Sangfor Cloud Migration Platform
© Pus IPVE
192 T v
Select the IP address of the Sangfor Cloud Migration Platform. The bootable media will use this IP address to connect to the Sangfor Cloud Migration Platform after it is baoted.
Step 2 Enter the bootable media IP address
Specify the IP address of the bootable media: @ DHCP Static
After the bootable media is started, it automatically obtains the settings of the specified P address based on the DHCP protocal. I this case a DHCP server is required in the network. You can also specify 2 set of static IP addre:

set of static IP addresses.

Step 3 Obtain the download link

Generate Download Link

A client that uses bootable media memory no less than 2GB

Download Llnll‘ httpy//19_ : _handle/ ce2021_12_09T08_19_06.iso

Download Link(https): https.//192.1 “2xdashboard/download_handle/?2=downloadéfile=DRBootResourece2021_12_09T09_19_06.is0
Link Expires On: 2021-12-09T21:19:06

Step 4 Prepare the bootable media

Bootable CD: Use a CD burning software (Nero is recommended) to burn the 1SQ file you downloaded in Step 3 into a CD so that you can boot from this CD.

Bootable USB: Use UltralSO, a third-party tool, to write the ISO file into a USB drive. You need to first start UltralSO, choose [Bootable > Write Disk Image], and then complete the settings in the dialog box that appears.

Step 5. Upload the downloaded ISO image to the Sangfor HCI platform.

Select ISO Image X
Refresh Upload I1SO Image Shared Folder Folders Shared Recently " Q I
Name Full Path Size

, ubuntu-20.04.3-desktop-amd64.iso Oecdbabs_vs_vol_rep3fiso/ubuniu-20.04_3-deskt. .. 2.86 GB

J 22000.132.210805-1437.CO_RELEASE_SVC_PR... Oecdbab5_vs_vol_rep3fiso/22000.132.210805-1... 522 GB

J Win10_20H2_v2_Chinese_x64_Demo cluster_bb2. Oecdbabs_vs_vol_rep3fiso/Win10_20H2_v2_Chi. .. AT72 GB

(o] I) ChwDRBo otResourece_i\Insheng.low@sangfo I.Com._. Oecdbabs_vs_vol_rep3fiso/ClwDREootResourec. .. 307.97 MB
’ Win10_20H2_v2_Chinese(Simplified)_x64_Democ...  Dec4bab5_vs_vol_rep3/iso/Win10_20H2_vZ_Chi... 572 GB

J Sangfor_SCC_2.0.1(20_acmp_7d02.iso Oecdbab5_vs_vol_rep3fiso/Sangfor_SCC_2.0.1(... 244 GB

‘ MmraQancar-T N 2R.N71_4-10 Namn cluctar 2442 NardhafR we wnl ranlficn/NnuaSQancnr.2 N 2RF R IR (R

Step 6. When creating a new VM, load the ISO image uploaded in the previous
step.

Configuration Advanced

Processor 16 core(s) CO/DVD Drive:

- Memory 3206B None

= Disk 1 200 GB Q) Load ISO image file

= Disk 2 200 GB Dec4bab5_vs_vol_rep3iso/ClwDRBootResourece_ [ VIS

© coovo LI Upload from this Local PG

m. cth0 Connected To: edge for TAC

& Other Hardware

() Add Hardware ¥

TN e
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Step 7. Start the virtual machine and boot into the bare metal restore 1SO.

windows is loading files...

Step 8. Enter the network configuration interface and configure the IP
information for the bare metal restore. It is required that the configured IP
address be connected to the SCMP. This IP is only used for data migration and
will be erased after the migration is completed and restored to the source
system's IP address. Manual IP configuration can be avoided if DHCP/Static IP

has been configured for the bare metal restore when downloading the files.
e IP of SCMP: the IP address of the SCMP server.

¢ Username: The system admin for migration (When the username is filled in

wrongly will lead to connection failure). By default, it is filled automatically.
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Sangfor Cloud Migration Platform

~ IPvd  Ipve

rLocal Host IP and Route Settings

" Automatically obtain the IP address

&+ YUse the folowing IP address:

IP of SCMP: I 182, UUsername: ITeoh

IP Address: 0.0.0.0 Metmask: 0.0,
Default Gateway: 0.0 l&l .0 DIS: 0o.n.

Route Settings

~Parameter Settings

Display the working status in the form of
[~ command lines when the device is connected

Encryption Mode for Data I“Ut Encrypted :I' TCP Connections: 10

I” Do not restart after data transmission. o Skip ping detection and directly

connect to S5CMP.

Routs seang
—

o SCMP
rStatus
Sratuz: IReEtore failed. Error code: 0xc00c000f
Restart | Manualy Install Drive | Start CLI |

Step 9. If stuckin the initialize the network step during the restore

progress, the address configured in the previous step cannot be connected to

the SCMP. The Start CLI function can be used to perform a ping test or select

Exit to reconfigure the IP address.

Step 10. The establishment of the bare metal restores success when the

restore progress reaches the Wait for admin input phase. In this phase, it will

be waiting for the migration instruction issued by SCMP.

Restore Progress

[T Read configurations.

[T Initialize the network.
[~ Connect to SCMP,

[~ wait for admin input.

- Prepare the system for the
destination.

I_ Prepare to restart the computer.,

x|

Username:

Teoh

Working Mode:UEFI Boot Mode

IP Address List
169 3

Start CLT | [T Do not restart after data transmission.
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5 Migration Guidance
5.1 Migration Method

5.1.1 Point-to-point Migration (Agentless)

Migration Instructions

The point-to-point migration (agentless) mode is that the migration platform
uses the VMware VADP interface to obtain data and migrates the data to the
HCI destination machine through SCMP. After the data migration is completed,
it supports automatic compatibility processing (injecting performance

optimization tools). In this way, there is no need to back up the source system.

Applicable Scenario

1. The source platform is the VMware platform, and the version of the
VMware platform is in the SCMPCompatibilityList-20211214.

2. The agentless scenario only applies to virtual machines that use ordinary
virtual disks. It is not supported for the virtual machine using the disk,
which is unable to obtain data block changes through CBT, such as
independent disks and RDM disks.

3. The source virtual machine does not need to install the migration agent,

which reduces the migration workload.

4. There may have abnormalities in the CBT interface of the VMware

platform. If the interface is abnormal, agent-based migration is required.

5.1.2 Point-to-point Migration (Agent-based)

Migration Instructions

The point-to-point migration(agent-based) mode uses the migration function to
transfer the source machine to the destination machine by directly transmitting
the source machine's data to the destination machine. In this way, there is no
need to back up the source system. While the source machine's data is
transmitted to the Sangfor HCI platform, the HCI platform starts the

destination virtual machine to receive the migrated data.
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Applicable Scenario

1. The migration time is relatively controllable, and the data transmission can
be started as early as possible. The final data synchronization and
switching actions will be performed after full data transmission is

completed and the scheduled business downtime.

2. The operating system switching time for the point-to-point migration
method is less than 10 minutes, and the specific interruption time is

related to the business service startup time.

3. Point-to-point migration eliminates the need to back up the source host's
data to the SCMP, which reduces the storage requirements of the SCMP.
Data does not need to be transferred to the destination through the

migration platform, which reduces the overall data migration time.

5.1.3 HA Backup Migration

Migration Instructions

HA backup migration is to use the function of CDP backup by continuously
backing up the source machine's data to the SCMP and then synchronizing it to
the destination virtual machine. In this way, data from the source machine will
be synchronized to the destination machine in real-time through CDP, which

minimizes migration and switching time.
Applicable Scenario

1. HA backup migration will save the source machine's data in the SCMP
through CDP backup, which requires high storage requirements for the
SCMP.

2. Before the business switching, the destination virtual machine is in the
operating system loading state, reducing the switching time caused by the
migration. The switch time is around 1 minute, while the specific business

interruption time is related to the business service startup time.

5.1.4 Backup Migration

Migration Instructions

The backup recovery mode uses the backup function to back up the source

machine's data to the SCMP and then restore the system to the destination
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virtual machine through the backup file saved in the SCMP. Compared with
point-to-point migration and HA backup migration, longer business downtime

is required.

Applicable Scenario

This method is mainly used in scenarios where the data at the source machine
is extremely large along with small bandwidth to the destination, which the
data transmission time is unacceptable. Perform a full backup on the SCMP,
which is deployed on the source side physical server, which has high
bandwidth, then move it to the destination to perform incremental backup,

then recover to complete the migration.

LnoTE

For scenarios where the SCMP needs to be relocated to the destination server

room, it is not supported to roll back source machine back to the backup point

after the migration is completed. Use carefully before proceeding.

5.2 Point-to-point Migration

Function Description

Point-to-point migration refers to migrating the entire source machine directly

to the destination virtual machine through the migration agent.

5.2.1 Precautions

1. In this migration method, since the data is not retained on the SCMP,
verification can only be performed on the destination machine after the

migration is completed.

2. When migrating from the source machine, the disk will configure as
dynamic provisioning by default. If the data is greater than 8T and exceeds
the size limit of the dynamic provisioning disk, it will automatically change

to thin provisioning.
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3. When performing business switching, only stop the source machine

business service and do not shut down the source operating system.

4. It does not support migrating data from one disk on the source side to

multiple disks on the destination side.

5. It supports external storage migration with mounted partitions and does

not support the migration of raw disks without file system partitions.
6. File storage mounted on the source machine is not supported for
migration.

7. Theinstallation of the source machine migration client and preparation of
the destination machine must be completed before the migration can be

carried out.

5.2.2 Steps

Step 1. Login to the SCMP with the system admin account, navigate to

Migration and click Create.

System Status Console Migration Jobs Connections Statistics Logs Download

= Group B All migration jobs

Step 2. Configure the basic information of the migration, select the Agent
Machine or Agentless Machine for the Source and select the virtual machine
to be migrated. For the destination machine, select Automatic Creation of
Virtualization Data Center when the supported HCI has been added to
Virtualization Data Center. Otherwise, select Agent Machine for VM booted

with bare metal restore medium.
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Create

Job Basics

Group All migration jobs

Select the sources and destinations

Destination

Step 3. Click Next to proceed with the disk information, and select the

Storage location information of the destination HCl environment. It is

required that the number of hard disks of the destination machine must not be

less than the number of hard disks of the source machine, and the capacity of

each hard disk of the destination machine must not be less than the source

machine.

Create

©

re Data Sync Parameters
¥ Sync Parameters

Now Enable

@
&

Hours

v Src and Dst Disks & Storage Location

VirtualDatastore1

Source Check Destination

Disks 1 o 1

<k) (] Create Disk1

Step 4. Click Advanced Sync Parameters to configure the Max Used Src

120

Y

| Cancel ‘

Storage, Network Bandwidth, and Src Read Depth for the migration task.
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These parameters come with the default value, where you can change the

configuration accordingly.

Create

Configure Data Sync Parameters
¥ Sync Parameters
Now

st Sync

¥ Src and Dst Disks

Source
Disks 1
Disk1 ~ B (476.94GB)Micron_2210_MTFDHBAS12QFD(Boot Disk)

SYSTEM:(Capacity 0.3GB, Used 0.1GB)

Windows (C:) (Capacity 45 Used 328.3GB)

WInRE tools:(Capacity 0.9GB, Used 0.5GB)

« Advanced Sync Parameters

Max Used Src Storage 30 %

Network Bandwidth 300 Mbit/s

ncremental Sync Enable 2 Hours
& Storage Location | 19.20_i5CS!
Check Destination
L 1
] Create Disk1 A77 GB
m
Src Read Depth 4

Step 5. Click Next to configure network configuration for migration: Currently

only supports manual switching for migration. If the network information

needs to be modified while migrating, fill in the destination machine IP

configuration, as shown below.

Create

e

Configur Data Sync Parameters

v Switching Settings

Switching Mode  Manual

Src-to-Dst Network Configuration

Source Check
NICs 1 o
Device Name - .
MAC Address =
NIC 1 (]
Network Name ~ Ethernet 2
1P Address1 19 50i0.230/255.255.255.0

e

Configure Migration Switching Parameters

© Apply Src Configuration

Destination

1

edge for TAC

Create NIC Virtio

MAC Address
Ethernet 2

Network Name

T 2eci0/255.255.255.0

=R (-

IP Address1
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Step 6. In the above figure, an alarm appears in the DNS position because the
DNS of the destination machine is configured with one line more than that of

the source machine, which can be deleted manually or retained.
Step 7. Click Next to preview the configuration of the destination virtual

machine. Some VM configurations are editable, including Group, Processors,
Memory, Disk, CD/DVD, NIC, and GPU.

Create X

VM Name WIN-QCGKTHASRST| 2021_12_09-10_16_18
Group 06-TAC/Teoh
Advanced Settings
.: for the Mlgratlon Storage Locatio test
Dst A
Run Location Auto
Set advanced paranieters for the destinatio os Microsoft Windows XP(64 bits)

n VM of the migration job here.

Advanced Parameter Settings

After the destination VM settings are compl

eted and the migration task is started, the s E Processors 8 Slot N
ots 2
ettings cannot be changed in this configura
N == Memory 16 GB
tion wizard.
Cores Per Socke 4
= Disk1 120GB
To change the destination VM after the mig ‘. erable NUMA Schedul
@ Enable A Scheduler
ration starts, you can log in to the Sangfor C O co/ovo Start Image
loud Platform and ge to the management p F——— virtio B .
age to set the VM created for the migration ST
job. & GPU Standard VGA Graphics ! to the virtual mac

Step 8. Click Finish to save the configuration, and the migration task will start
automatically. The process of this migration task can be traced under All
Migration Jobs. The synchronization completion time will be calculated after

the configuration check is automatically completed.

1]

Name Migration Process Key Time Point

o —— @ ,.\) fstination (@ Available Data Time Point for Switch

Step 9. Navigate to the destination machine console to check the status. If it
shows that the bare metal restores ISO obtains the address from DHCP, you
need to manually configure the IP address that can access the migration
platform (and cannot conflict with the business machine address). The

configuration is completed before you can continue. Perform the migration.

Version 1.2 (Mar.15, 2022) 58



Sangfor Cloud Migration Platform V2.0 User Manual

Manual configuration can be avoided if a destination cluster is configured with

DHCP or uses a static IP.

Sangfor Cloud Migration Platform

i+ IPvd i~ IPvE

—Local Host IP and Route Settings
IP of SCMP: | 192 ANEEETTE Username: I"'

" Automatically obtain the IP address
¥ Use the following IP address:

IP Address: [192. Netmask: | 255 .255 .255 .

Default Gateway: | 192. . _ DNS: | 0.0 .0 .0

h Route Settingsl

—Parameter Settings

Encryption Mode for Data Mot Encri,rptedj TCP Connections: Il':'

- Skip ping detection and directly
™ Do not restart after data transmission. H connect to SCMP.

Display the working status in the form of
I command lines when the device is connected

fo SCMP.
— Status
Statys: IRestDre failed. Error code: OxcO0c000f
Restart | Manually Install Drive Start CLI Reconnect

Step 10. The configuration is complete, and the data transmission action is
started. If the synchronization times out, click the down arrow of the sync to

restart complete synchronization.

= Group B m Q | All migration jobs
M Al migration jobs | Create ‘ [ Sync ] [ Switch after Sync ] [ Verification Successful ] ‘ Limit Resources | | Locate to Group
Name Migration Process
Settings Sync Switch
fest Source ® —.— d
Synchronize data: 817.69ME synchronized/1

192.168.20.230(Cnline)

Step 11. During the data synchronization process, click allocated resources to

configure or modify the migration QoS.
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Sangfor Cloud Migration Platform

Adjust the amount of resources to be allocated to the machine during backup.

You can click [OK] to apply the modification or [Cancel] to abort this operation.

Max Bandwidth: 300 (>=8Mbit/s, 1 indicates unlimited)

Max Occupied Storage: 30 %

Warning: If the network bandwidth to be allocated is not limited or the cccupied 1O
resources exceeds 30%, issues such as slow response or response timeout may occur on
the business system of the source backup host.

Step 12. To shorten the downtime, after waiting for the first full data to be
completed and before the time allowed for downtime, click the button to

perform an incremental synchronization.

Step 13. Within the time when the business is allowed to be interrupted, stop
(do not shut down the source) the business(service), and then click [switch

after sync] to enter the switch option Ul.

| All migration jobs
) (o) [mmrome ) (s <) (merewes | (et | v | :
Name Migration Process Key Time Point Operation
Test e e —._.\ Cestnation | € Synchronizing At: 2021-12-09 114800 ) (7
it ogs
[Frecied Synchronization Completion Time: Calculating Time | =
Online) Synchronize dots: 885, A4MB synchronized/3 671G in tots - AOnline)

Step 14. Enter the switch option Ul and select the operation when switching.
Point-to-point migration scenarios recommend the user perform a
disconnection operation on the source end and automatically turn on the

destination end virtual machine after the switch (as shown in the figure).
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Switch after Sync X

Select the operation during switching for the [source]. @

Z Mo Actions l—.:_rl Shut Down ! Disconnect from the network

[Shut Down]: Shut down the source before switching.
Forced shutdown, to prevent switching failures when the source host cannot be shut down

Select the status of the [destination] after switching

‘ Q Power On l;l Shut Down

[Shut down]: Shut down the destination after switching.

Directly Switch

Directly Switch Do not perform operations such as drive injection or IP setting during switching. Try this option

and perform manual operation upon a switching failure

Step 15. Click OK to initiate the switching action.

= vioup - " [

Name Migration Pracess Key Time Point

oo

Step 16. After the switch is completed, enter the verification state, enter the
destination machine console at this time, and wait for the restart to enter the

operating system.

Version 1.2 (Mar.15, 2022) 61



Sangfor Cloud Migration Platform V2.0 User Manual

=

Recycle Bin

&

TeamViewer

T Server Manager

“ Das h boa rd .__.- -‘ Manage  Tools

ﬁ Dashboard WELCOME TO SERVER MANAGER
DRClient(Te...

DRClient(Te...

B Local Server

ii All Servers

0 Configure this local ser

¥§ File and Storage Services [P

QUICK START
Add roles and features

[

- g Network

nternet settings

Step 17. After the handover is completed, confirm that the source end network
is disconnected and enter the destination end for business verification. If the
verification is abnormal, perform abnormal troubleshooting or roll back
migration actions, shut down the destination virtual machine, and connect to
the source machine to resume business. If the verification is normal, enter the
migration management interface and click. If the operating system of the
source machine is a Linux system and the boot mode is UEFI boot, it may start
abnormally after migration. To solve it, you can refer to the fault case UEFI

Linux virtual machine cannot enter the system.
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Prompt

o Verification Successful setting. Completed.

Step 18. The migration is complete.

5.3 HA Backup Migration

5.3.1 CDP Backup Plan

Function Description

HA backup migration means that the source data is continuously transmitted
to the destination machine through the cloud migration platform through the
CDP backup method. The business interruption time is reduced through high-
frequency transmission. When the source is running normally, the destination
machine enters the state of booting and loading the OS. When the source and
destination are switched in the final stage of the migration, the destination
machine will use the business IP for quick startup. It is usually used in

scenarios where migration interruption requirements are short.

5.3.1.1 Precautions

1. The disk will configure as dynamically allocated by default when migrating

from the source. If the amount of data exceeds 8T and exceeds the size
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limit of the dynamically allocated disk, you need to manually enter the

destination side to modify the disk type to thin provisioning.

2. It does not support migrating data from one disk on the source side to

multiple disks on the destination side.

3. It supports external storage migration with mounted partitions and does
not support the migration of bare dictionaries without file system

partitions.
4. File storage mounted on the source host is not supported for migration.

5. The source end must complete the migration client installation, and the
destination end must complete the preparation of the destination machine

before the migration can proceed.

5.3.1.2 Steps

Step 1. Use the system administrator to log in to the SCMP, navigate to
Console > Create Backup Plan Ul, select the source to be migrated (the client

plug-in has been installed), and click Next.

Console Migration Jobs Connections Statistics Logs Download

& Backup e

select Backup Source Machine
Creats Backup Plan @

Machine Q With Mo Jobs View by Group

== Machines

Ratsakan-MIC-VM_acmp-314e[WVMware {Agentless)]
win7_64_JH[WVMware (Agentless)]
NGAF_8045[WVMware (Agentless)]

(=) Watchguard[VMware (Agentless)]

Step 2. Fill in the name of the plan and select the backup destination storage.
The backup strategy can leave it blank for the time being. Click Next to
configure the backup strategy.
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m

Migration Jobs Connections Statistics Logs Download

System Status Conso

€ Backup v

Plan Mame:
Create Backup Plan

BackupWatchguard[VMware (Agentless)12021-12-10

Datastore:

Local Storage 87badddd-a0c1-419b-8565-499d3598bcae(Available: 44547GB) v

Backup Template {Optional):
--Select-- ¥

Select an existing template to quickly complete various backup settings.

Step 3. Select the backup strategy, select Continuous Data Protection(CDP)

for proxy backup migration, and click Next.

System Status Console Migration Jobs Connections Statistics Logs Download

€ Backup v

© Continuous data protection (CDP)

Create Backup Plan -
° CDP provides continuous data pratection for data sources and can recover protected data sources to any time point (with a minimum interval of less than 1), This mode requires more storage space.

Back Up Only Once

Execute the backup plan only once at the specified date and time. After execution, the job is terminated.

gy Interval
f the backup interval is set to hours/day, you need to set the start time for backup.

Every Week

f the backup interval is set to week, you need to specify a week day for backup, such as Monday or Thursday.

Every Month
f the backup interval is set to month, you need to specify a day per month for backup, such s the 10th, 20th, or 25th day per month

Step 4. Configure the backup details. Here, the backup rate is limited by
default. If the rate is not required, modify the Resource usage during Backup
to -1 and 100. Click Next Step.

v Resource Usage During Backup

Step 5. Configure Backup Execution Script this interface does not need to

be configured. Just skip it.

Step 6. Enter the last step to confirm the information, and click Finished or

Back Up Now to start the first backup.
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Finish X

Click Back Up Now. A backup job is created, and the system
backs up data immediately.

Click Finish. & plan is created. -

Step 7. Enter System Status > Jobs to see the progress and status of the

backup.

Console Migration Jobs Connections Statistics Logs. Download

Jobs 2021-12-03 To Date [ Display Only Ongoing Jobs

Machine Name Group Type Start Time Status Details

Entire Machine Loading the d
CT10029(192.200.19.77) Ungrouped 2021-12-10 09:57:02 In CDP Protecting
CDP Backup sk status .

Step 8. Wait for the backup to complete.

5.3.2 HA Backup Plan

Function Description

Guide to restore the backup data to the destination machine through HA

backup.

5.3.2.1 Precautions

1. Complete the CDP Backup Plan chapter. After the CDP plan is completed

for a certain point in time, the HA backup plan can be carried out.

2. The HA backup migration method only supports the destination end that

uses the bare metal restore I1SO to start.

3. The connection of the source system cannot be disconnected or closed
during the HA backup migration. If the source and destination IP are the
same, the drift IP function must be used. Otherwise, the IP will conflict
after the migration is completed. However, this method will modify the

source IP after migration, so please choose carefully.
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5.3.2.2 Steps

Step 1. Enter the Console > Create HA Plan interface, select the HA backup

client, and click Next.

System Status Console Migration Jobs Connections Statistics Logs Download

Select a HA source agent machine with one or more restore points. Create Backup Plan

Search Q

== Machines

j DWAYNEPC(192.200.19.133)

(*) CTI0029(192.200.19.77)
lecalhost.localdomain(BY2H)(192.168.20.162)
localhost.localdomain(192.168.19.198)

& High Availability v
Machina Mame CTI0029(192.

Create HA Plan

Agent Version 2.0.211129

Step 2. Select the HA backup destination machine and click Next.

System Status ons Migration Jobs Connections Statistics Logs Download

Select HA Dst
Search Q

=y ] Machines Not Connected to Bootable Meadium

=  DWAYNEPC(192.10 ]

CTIN029(192 & )
= [Source]localhost.localdomain(BY2H)(192. 1 1)
== (@ localhost.localdomain(192. ]

== Agents Connected to Bootable Medium (PXE, bootable USE drive, or bootable CD)

=MNo Connection

@ High Availability v

Create HA Plan
Step 3. Configure the HA backup plan. Here you can choose to enable the IP
drift function according to your needs. Steps 4 and 6 introduce its

configuration guidelines.

Step 4. When the source and destination IPs are different (change the IP

address while migrating), select disable the IP drift function.
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concoe [ —— P —

HA Plan Name

High Availabilitylocalhostlocaldemain(BY2H)(192.168.20.162)2021-12-10

You can configure the HA architecture between the x8 ny technalagy or chip group. In the HA
s properly to provide services, while the standby host stands by, and data is synchronized between them based on the specified policy. If the
vitched to the standby host in seconds to guarantee service continuity.

/Ms, and cloud hosts of any brand and using

architec he source
source fails, services are

Data Synchronization Mode

© continuous

Continuously push the latest backup data cn the source to the stan

Fixed Time Point

& High Availability o Push only backup data at the fixed time point on the source to the standby host.
Create HA Plan IP Floating
O Diszbled

The network configuration of the active server will not be changed during active/standby switching. It applies in the following scenarics :

1. The a server and sta

by server reside in isolated Layer 3 networks, such as the public network and public doud. 2. Test the d

r recovery emergency plan

Enabled

Float the specified IP address from the active server to the standb

y server during active/standby switching. It applies in the follow

server and sta

by server reside in the same Layer 2 network 2. A business asset on the active server actively writes data

Step 5. Configure the HA backup network, and configure the IP for the
destination machine. The default is to use the IP of the startup tool here to
modify the IP of the destination server according to the migration

requirements.
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IP Address Configuration

Manual
Active Sery andby Server
IP:192.1653.20.162 IP: 192.163.19.198
SCMP
standby Server
MIC: ethl

Metwork: | Auto generated if leften | (@)
MAC: FE-FC-FE-GB-DF-88(Main MIC)
IP: | 192.168.19.193

Metmask:  255.255.255.0

Default Gateway:  192.168.18.1
DM51: | 8888

Add DNS

Step 6. When the source and destination IPs are the same (the migration

does not change the IP address), the IP drift function must be enabled.
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System Status Console Migration Jobs Connections Statistics Logs Download

HA Plan Name

High Availabilitylocalhost localdomain(BY2H)(192.168.20.162)2021-12-10

You can configure the HA architecture between the x86 physical servers, VMs, and cloud hosts of any brand and using any technology or chip group. In the HA
architecture, the source works properly to provide services, while the standby host stands by, and data is synchronized between them based on the specified policy. If the
saurce fails, services are switched to the standby host in seconds to guarantee service continuity.

Data Synchronization Mode

© continuous
Continuously push the latest backup data on the source to the standby host.

Fixed Time Point

& High Availability o push only backup data at the fixed time point on the source to the standby host
Create HA Plan IP Floating
Disabled

The network cenfiguration of the active server will not be changed during active/standby switching. It applies in the following scenarios :
1. The active server and standby server reside in isolated Layer 3 networks, such as the public network and public cloud. 2. Test the disaster recovery emergency plan,

© Enabled
Float the specified IP address from the active server to the standby server during active/standby switching. It applies in the following scenarios :

1. The active server and standby server reside in the same Layer 3 network. 2. A business asset on the active server actively writes data to arc:‘hel business asset.
Step 7. Configure the HA backup network, the role and usage of each IP in the
following figure:

e Theinherent IP of the source can not be empty. This IP is configured on the

source NIC after the HA backup switch is completed.

e Source drifting IP is the source service IP. This IP will drift to the destination

end after the HA backup switch is completed.

e The inherent IP of the destination is the IP of the startup medium. This IP
will be deleted after the HA backup switch is completed.

e The drifting IP of the destination end is consistent with the drifting IP of the

source end. This IP is the destination IP after the handover.
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IP Address Configuration

Manual

3 3

Active Serv andby Server
Fixed IP: Nof Configured Fixed IP-192.162.18.198
Floating IP: 192 16820162 Floating IP: Nof Configured

SCMFP

A fixed IP address is used exclusively by a server, so it cannot float between servers. A floating IP address can
float from the active server to the standby server during active/standby switching.

During the execution of 3 HA job, services enter the quiesce state after the active server is shut down or
restarted. After the active server in quiesce state is started, the fixed IP address is enabled and floating IP address
is disabled. The system must connect to Sangfor Cloud Migration Platform for witnessing. Only after the backup
appliance confirms that the floating IP address is not occupied by the standby server, the floating IP address wi
be enabled on the active server, and the active server exits the quiesce state

Active Server Standby Server
NIC: | ethO v 1 NIC: | etho ~3
MAC: FE-FC-FE-&C-BB-8F MAC: FE-FC-FE-5B-DF-83(Main MIC)
Fixed IP: Fixed IP: | 192.168.19.198
Metmask: Metmask: 255.255.255.0
NIC: NIC:
eth 2 eth 4
MAC: FE-FC-FE-GC-BB-BF MAC: FE-FC-FE-GB-DF-83(Main NIC)
Floating IP: | 192,168.20.162 Floating IF:
Metmask: 255.255.255.0 Metmask:
Add 1P Add 1P

Step 8. Select Entire Machine Restore as the recovery mode.

Racovery Moda

B ntire Machine Restore

Step 9. Check whether resources, drivers, tools, etc., meet the migration

conditions.
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System Status Console Migration Jobs Connections Statistics Logs Download

Flatform Detection

The system needs to detect the hardware environment of the dst during the recovery, migration, and verification processes.
~  Allocating resources... Allocated(2 secands later, the system will jump to the next page.)
Detect Heterogeneous Platform Mot Started
Match Hardware Driver Not Started
Query Latest Driver Mot Started

Step 10. If this bare metal restore boot medium is used for the first time, it will
report an error "The dst does not have [vmTools] installed". Click Restart
Bare Metal Restore and install the vmTools. This action does not affect the
source side business and only restarts the bare metal restore boot medium.
After restarting, enter the bare metal restore boot medium to reconfigure the
IP connection to the server and reconfigure the HA backup plan according to

the above steps. If no such error is reported, skip this step.

Error %

o The dst does not have [vmToools] installed.

Click [OK] to automatically install the [vmToools] for the dst and
restart the host. Please configure IP address and execute job for the dst
again then.

Click [Cancel] to stop the current job.

The dst does not have [vmToools] installed. Please manually install the

ﬂ Cancel

Step 11. Confirm the restored disk and partition information. The number of

[vmToools] for the dst and try again.

hard disks of the destination machine must not be less than the number of
hard disks of the source machine, and the capacity of each hard disk of the
destination machine must not be less than the hard disk capacity of the source

machine.

> Advanced Settings
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Step 12. Business stop and start scripts are uploaded according to the
customer's business needs. If there is no such requirement, skip it directly.

Click Finish.
Finish >

Execute HA Plan Now

To create a HA plan only, you need to click Execute Now

Step 13. You can see the process and status of the HA backup in the System

to execute the plan.

Status > Jobs interface. In the beginning, the hardware configuration of the

destination client was prepared.

Step 14. After the hardware configuration of the destination client is ready,

start to synchronize data.

Jobs 2021-12-03 To Date 18 Display Only Ongoing Jobs

Group Type Start Time Status Details

Step 15. After the data synchronization reaches 100%, the destination machine
enters the state of booting and loading OS (as shown in the figure below),

waiting for the HA backup switch.

e The Linux operating system loads the OS status interface, as shown in the

figure below.
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I fcd Hat Enterprise Linux Server 6.4

e The Windows operating system loads the OS status interface, as shown in

the figure below.

Corporation

Step 16. The HA backup plan is completed.
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5.3.3 HA backup switch

Function Description

After the HA backup plan is completed, close the source business service and
switch to the destination machine within the time allowed for business

interruption.

5.3.3.1 Precautions

1. The switch can only be performed after the HA backup plan is completed.

2. When performing business switching, stop the source-end business

service and do not shut down the source-end operating system.

5.3.3.2 Steps

Step 1. Enter the Console > Switchover interface, select the HA backup plan,

and click Next.

System Status Console Migration Jobs Connections Statistics Logs Download

Refresh ]

Cyprid el vrar
[ Switchower

Plan Name

High Availabilitylocalhostlocaldomain(BY2H)(192.168.20.1
62)2021-12-10

& High Availability v
View 1- 1 of 1

Details

Step 2. Click Switchover and select Switch the standby host to the latest

restore point.
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Plan Name Src Name Dst Name

. e :i.gﬂ Aval ?bjlit;,'lt-c; host.localdomain{BY2| Switch X
62)2021-12-10

Switch To

Switch the standby host to the specified restore point recommended)

© Sswitch the standby host to the latest restore point

View 1-10f1

Details

Plan Name

Job Type

Data Synchronization Mode
Switching Mode

Src P

DstIP

(o] o]

Step 3. You can see Successful status for the HA task.

Step 4. Enter the destination machine to check the status of the destination
machine and verify whether the business is normal. If the operating system of
the source machine is a Linux system and the boot mode is UEFI boot, it may
start abnormally after migration. To solve it, you can refer to the fault case
UEFI Linux virtual machine cannot enter the system. If the verification is
abnormal, perform the abnormal problem investigation or roll back the
migration action, shut down the destination virtual machine, and enable the

source machine to resume services.

Step 5. The migration is complete.

5.4 Backup Migration

Function Description

Backup migration refers to backing up the source data to the Sangfor cloud
migration platform and transferring it to the destination machine. There are
currently two ways of backup migration: the proxy mode using client plug-

ins and the proxy-free mode without plug-ins.
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The proxy mode installs a client plug-in on the source machine to back up data
to the Sangfor Cloud Migration Platform and then migrates the data to the
destination machine by restoring the backup. It is mainly used in the scenario

of physical machine migration.

5.4.1 First Full Backup

Function Description

Guide to back up the source data to the Sangfor Cloud Migration Platform
through the agent plugin.

5.4.1.1 Precautions

1. The disk will configure as dynamically allocated by default when migrating
from the source. If the amount of data exceeds 8T and exceeds the size
limit of the dynamically allocated disk, you need to manually enter the

destination side to modify the disk type to thin provisioning.

2. It does not support migrating data from one disk on the source side to

multiple disks on the destination side.

3. It supports external storage migration with mounted partitions and does
not support the migration of bare dictionaries without file system

partitions.
4. File storage mounted on the source host is not supported for migration.

5. The source plug-in installation and destination machine preparation must

be completed before migration.

5.4.1.2 Steps

Step 1. Use the system administrator to log in to the migration platform, and
in the Console > Create Backup Plan interface, select the source to be

migrated (the client plug-in has been installed) and click Next.
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System Status Console Migration Jobs Connections Statistics Logs Download

® Backup v

Select Backup Source Machine @
Create Backup Plan

Machine Q With No Jobs View by Group

Ratsakan-VM-Test_acmp-6856[VMware (Agentless)]
TEST_acmp-0c27_(2021-09-30_06-29-09)[VMware (Agentless
VmwareNGAF-8036-IMtest[VMware (Agentless)]
ID_Test_DRC_acmp-670b[VMware (Agentless)]
windows10_{2020-11-13_00-42-58)_(2020-12-23_17-55-31)]
DWAYMNEPC(192,200.19.133)

() CTI0029(192.200.19.77)

Step 2. Fill in the name of the plan and select the backup destination storage.
The backup strategy can leave it blank for the time being. Click Next to
configure the backup strategy.

System Status Console Migration Jobs Connections Statistics Logs Download

#® Backup v

Plan Mame:
Create Backup Plan

BackupCTI0029(192.200.19.77)2021-12-10

Datastore:

Local Storage 87badddd-a0c1-419b-8565-499d3598bcae(available: 85.99GE v

Backup Template (Optional):

--Select--

Select an existing template to quickly complete various backup settings.

Step 3. Select the backup strategy. The proxy backup migration usually selects
Back Up Only Once, click Next.
Console Migration Jobs Connections Statistics Logs Download

€ Backup v

Continuous data protection (CDP)
‘ Create Backup Plan

CDP provides continuous data protection for data sources and can recover protected data Sources to any time point (with a minimum interval of less than 13). This mode requires more storage spact

© Back Up Only Once
Execute the backup plan only once at the specified date and time. After execution, the job is terminated,

Start Time: 2021-12-10 11:33:43 )

8y Interval
f the backup interval s set to hours/day, you need to set the start time for backup.

Every Week

f the backup interval is set to week, you need to specify a week day for backup, such as Monday or Thursday.

Every Month
f the backup interval is set to month, you need to specify a day per month for backup, such as the 10th, 20th, or 26th day per month.
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Step 4. Configure the backup details. Here, the backup rate is limited by

default. If the rate is not required, modify the Resource Usage During Backup
to -1 and 100. Click Next.

v Auto Storage Space Reclamation

3 Backup Policy
> Backup Mode
> Backup Retry Palicy
> Backup Scope

Step 5. Skip the Backup Execution Script.

Step 6. Enter the last step to confirm the information, click Finished or Back

Up Now to start the first backup.
Finish X

Click Back Up Now. A backup job is created, and the system
backs up data immediately.

Click Finish. & plan is created.

Step 7. Enter System Status > Jobs to see the progress of the backup, and

click Limit Resources to limit the speed of this backup task again.

Step 8. Wait for the backup to complete.
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5.4.2 Supplement and Migration

Function Description

Guide the migration of backup data to the destination machine through

recovery.

5.4.2.1 Precautions

1. Complete the operations in the First Full Backup chapter.

2. When the business is allowed to be interrupted, stop the business (close
the service and do not shut down the source system), and carry out the

supplementary and recovery actions.

5.4.2.2 Steps

Step 1. After the first full amount of data is completed, stop the
business(close the service, do not close the source system) within the period
when the business is allowed to be interrupted. Enter the Console > Backup

Plans interface, find the backup task, and click Incremental Backup.

System Status Consale Migration Jobs Connections Statistics Logs Download

Backup v ¥ =
& Backup Create Backup Back Up Now Delete Plan H Enable/Disable H Edit Plan ] [ Query ] [ Refresh ]
Plan Name Machine Name Status
1 Backuplocalhost.localdemain(BY2H)(192.168.20.162)2021-12-09 localhost.localdomain(BY2H)(192.168.20.162) Enabled
2 BackupCTI0029(192.200.19.77)2021-12-10 CT10029(192.200.19.77) Enabled
BackupCTI0029(192.200.19.77)2021-12-10 CTI0029(192.200.19.77) Enabled
4 E BackupDWAYNEPC(192.200.19.133)2021-12-10 DWAYNEPC(192.200.19.133) Enabled
Back Up Now X
select a method to back up the machine:
© incremental Backup
a b ked

h. If the machine does not
backup, it performs full backup.

Full Backup

Step 2. Enter the System Status > Jobs interface and check the status of the

incremental backup task.

Console Migration Jobs

Machine Name Group Type Start Time: Status Details

Version 1.2 (Mar.15, 2022) 80



Sangfor Cloud Migration Platform V2.0 User Manual

Step 3. Enter the Console > Restore interface, select the Src Machine to be

migrated, select the latest backup point, and click Entire Machine Restore.

File Restore Volume Restore

Step 4. To restore the destination, select the prepared destination machine

and click Next.

Entire Machine Restore

Restore Dst @

Search Q Refresh

™ Machines Not Connected to Bootable Medium

| [Source] localhost.localdomain{BY2H)(192.168.20.162)
== O localhost.localdomain(192.168.19.198)
| DWAYNEPC(192.200.19.133)
= ) CTI0029(192.200.19.77)
== Agents Connected to Bootable Medium (PXE, bootable USB drive, or bootable CD)

1

(* 192.168.20.70 2021-12-10 12:57:51

Step 5. Check whether resources, drivers, tools, etc., meet the migration

conditions.
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Entire Machine Restore

Platform Detection

During regular restore and restore for verification, the system checks the hardware environment of the destination.

~'  Allocating resources. . Allocated

ses  Detect Heterogeneous Platform Not Started
==+ Match Hardware Driver Not Started
ses  Query Latest Driver Not Started

1. Allocate resources.
To restore the dst, start the program and allocate resources.

2. Check whether the source and destination are heterogeneous.
Check whether the source and destination are heterogeneous. If they are homogeneous (same hardware environment),
skip Steps 3 and 4.

3. Configure the hardware driver for the destination as needed.

If the detection result in Step 3 is heterogeneous (different hardware environments), the system matches hardware devices
on the dst with drivers in the Sangfor Cloud Migration Platform driver library. If all hardware devices have their matched
drivers, skip Step 4.

4. Search for the latest driver.
If no driver that matches the hardware environment is found, the system searches the online driver library of Sangfor
Technologies Inc for the latest drivers that match the hardware environment of the destination.

Step 6. After the checking is completed, it will automatically proceed to the
next step, configure the migrated network information, including the IP
address and gateway, etc. If not configured, the operating system will default to
the IP address of the bare metal restore boot medium after recovery. Click

Next.
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Entire Machine Restore X
v DstIP
Dst IPv4 Dst IPvE Src IPvd Src IPv6

NIC: Sangfor FastlO Ethernet Adapter(FE:FC:FE:E0:D&:66){Control NIC) Add IP

Network Name: Auto generated if left empty Used to rename the network after restore.

“IP: 192.168.20.70 6] * Netmask: 255.255.255.0 6)

Global Network Info Add DNS

Default Gateway:  192.168.20.1 DNS: 8.8.8.8

v Set Dst Route

[Use Src Routing Table]: The routing table after restore is the routing table of the backup source. This option is selected
by default.
[Use Dst Routing Table]: The routing table after restore is the destination routing table.

© Use Src Routing Table Use Dst Routing Table

Dst Metwark:

4 3

Step 7. Confirm the restored disk and partition information. The number of
hard disks of the destination machine must not be less than the number of
hard disks of the source machine, and the capacity of each hard disk of the
destination machine must not be less than the hard disk capacity of the source

machine.
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Entire Machine Restore X

~ Select Dst Disk and Volume (@)
Snapshot Time Point: : 2021-12-09 17:48:47

~ E(Boot Disk)(200.00GB)Virtio Block Device[/devivda] to Disk: 0_120.00G(Boot Disk)

/boot (/devivdat) (Capacity 1.0GB, Used 0.3GB)
E/dev/imapper/centos-swap (Capacity 3.9GB, Used )
Bhome (/devimapper/centos-home) (Capacity 145.0GB, Used 0.1GB)
I (/devimapper/centos-root) (Capacity 50.0GB, Used 5.4GB)

Select Disk

> Advanced Settings

Step 8. Enter the IP address to start the migration.

R T ST

Confirm Information pd

Confirm the following restore information:

I src: localhost localdomain(BY2H)
Dst: 192.168.20.70 2021-12-10 13:18:09
Restore Time Point: 2021-12-09 17:48:47

Mote: Destination data to be restored will be overwritten and cannot be restored.

Enter 192 168 20.70. Then, click [OK] to perform the restore or [Cancel] to abort this
operation.

192.168.20.70|

Cancel
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Step 9. Enter the destination machine console to view the status, and it

displays Ongoing: Prepare the system for the destination...

i

¥ | Read configurations, Username:  test

¥ TInitiglize the network, Working Mode:Conventional BIOS Boot

¥ Connect ko SEHME, IP Address List |
192,158, 20.64

¥ | wait for admininput,

- Ongoing: Prepare the system for
r the destination. .

r Prepare to restart the computer,

Start CLI | [T Do not restart after data transmission.

Step 10. After the migration is completed, the destination machine will restart

automatically and boot into the operating system. The migration process and

status can be tracked under System Status > Jobs.

Step 11. After the migration is completed, enter the destination machine for
production verification. If the operating system of the source machine is a
Linux system and the boot mode is UEFI boot, it may start abnormally after
migration. To solve it, you can refer to the fault case UEFI Linux virtual

machine cannot enter the system.

6 Platform Operation and
Maintenance

6.1 Network Management

6.1.1 Network Port Settings

Step 1. Log in as the admin user and navigate to Settings > Network
Settings interface of the Sangfor Cloud Migration Platform to configure and

check the IP.
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CRUMNN  sitsics  logs  Download

@ Network

Server Time: 2021-12-10 13
v

Network Seftings | PXE  RouteSettings  Route Detection  PortConnectivity ~ DNAT Rules for Emergency
Network Settings

cation
sangfor Cloud Migration Platforr

Il be installed with multiple NICs. By default, all NICs will be aggregated to form one in

t which multiplies the network throughput and balances the
load among these NICs. To use Sangfor Cloud Migration Platform on different subnets or use the iSCS| external storage, remove an NIC from the aggregate interface and configure a separate IP
address for the NIC.

“* Non-aggregated NICs

Status:
# Aggregated NICs

etho Connected

& Aggregated NIC MAC: fefcfedo:bgda
= etho
1Pva: IPV6:
Netmask:

Subnet Prefix Length:

Step 2. Navigate to Settings > Network Settings > Route Settings, and add

a new route accordingly. If the gateway needs to be configured, fill in with all 0
as the default route.

Statistics

Logs Download
i Network v ) i
Network Settings PXE Route Settings Add Route %
I [ Add I” Delete I Apply l l Confirm l3
4 Dst Network:| |

Dst Network

00.0.0(default) Mask:

169.254.0.0 Gateway:
172.29.00

Info: Add all the routes at a time. Then, click Trial.
192,168.20.0

Step 3. Click the Apply button to perform a temporary trial on the configured

routing entry. If you do not click OK within 10 minutes, the network will

automatically roll back to the previous state. Click Confirm to generate a
permanent route.

Statistics

Logs Download

Server Time: 2021-12-1(
@ Network

Network Settings ~ PXE  Route Settings = Route Detection  Port Connectivity ~ DNAT Rules for Emergency DR/Verification
Network Settings

Confirm | 598| seconds later, the network automatically rolls back to the previous status. After you click Confirm, permanent routes are generated.

Dst Network

Mask Gateway NIC

0.0.0.0(default) 00.00 192.168.20.1 bond0
169.254.0.0 235.255.00 0.000 bondo
172.29.00 255.255.00 0.0.0.0 takeoverbrd

192.168.20.0 255.255.255.0 0.000 bond0

6.1.2 Route Detection

The route detection function is used to detect the connectivity between the
Sangfor Cloud Migration Platform and the migration source host for ease of

troubleshooting. Log in as the admin user, navigate to Settings > Network
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Settings > Route Detection, and enter the ping command in the command

box to perform routing detection.

W Settings Statistics Logs Download

# Network A%
Network Settings PXE Route Settings Route Detection Port Connectivity DNAT Rules for Emergency DR/Verification
Network Settings
Mote: 1. after entering the complete ping command in the input box, and elick [Execute];
2.5angfor Cloud Migration PlatformThe result will be displayed in the echo box

Mote: Do not enter special characters (such ast = < | 7)) in the input box

ping Command Help Info:
* Usage: ping [-aAbBdDfhLnOgrRUWV] [-c count] [-i interval] [-1 interface]
* [-m mark] [-M pmtudisc_option] [-| preload] [-p pattern] [-Q tos]
» [-s packetsize] [-S sndbuf] [-t tl] [-T timestamp_option]

» [-wdeadling] [-W timeout] [hop1 ..] destination

Example:® ping 192.168.1.1 -c 5

Command: ping 192. ! -c5

PING 192. | [l (192, 11! ) 56(84) bytes of data.
64 bytes from 192
64 bytes from 192.°
64 bytes from 192
64 bytes from 192,
64 bytes from 192.

ticmp_seq=1 ttI=64 time=11.0 ms
icmp_seq=2 ttl=64 time=0.122 ms
icmp_seq=3 ttl=64 time=0.174 ms

ticmp_seq=4 ttl=64 time=4.85 ms

I
I
I
I
B :icmp_seg=5 ttl=64 time=3.10 ms

— 192,118 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 0.122/3.860/11.048/4.019 ms

6.1.3 Port Connectivity Detection

Port connectivity detection is used to detect the port connectivity status of the
Sangfor Cloud Migration Platform and the migration source host. It is mainly
used for the passive connection mode of the migration client and detects

whether the port of the migration client is open.

Log in as the admin user, navigate to Settings > Network Settings > Port
Connectivity of the Sangfor Cloud Migration Platform, enter the Destination IP

address, Destination Port, and timeout period, and click Test.
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Logs Download

&

Network

Network Settings PXE Route Settings Route Detection Port Connectivity
I Metwork Settings

Check whether the node can be connected to the destination TCP port.

* Dst IP Address * Dst Port * Timeout (secs)

s

3345

6.2 Message Notification Settings
6.2.1 Email Server

The email server can retrieve forgotten passwords and notify the execution

results of various tasks, errors, and other important information to the users.

Set up the email server to ensure that it is reachable from SCMP. Verify that the

Sender's Email, Username ,Password is valid. Click Send Test Email to verify
the function.
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Email Server Address: smtp.gmail.com @
SMTP Server Port: 465 @
Sender Email: @gmail.com
Username: @gmail.com
Password : Do Mot Change Password
8 Enable 551

Sawv

17

Send Test Email l

e Email Server Address: the server address of the sender email. For

example, google SMTP server smtp.gmail.com.

e SMTP Server Port: The default SMTP port is 25. Change the port according
to the SMTP server.

e Sender Email: Fill in the email address of the sender.
e Username: Fill in the username of the sender email.
e Password: Fill in the authorization code of the sender's email.

o Enable SSL: If the SMTP server uses Secure Sockets Layer (SSL), enable this

function accordingly.

6.2.2 Alarm Event

Select the event scope of the alarm notification. When the following events
occur, the related information of this event will be sent to the relevant
super/system administrator account email so that the administrator can be

notified about the working status of the SCMP in time.

Version 1.2 (Mar.15, 2022) 89



Sangfor Cloud Migration Platform V2.0 User Manual

Email Server WeCom Send Notification

Events Requiring Email Motifications

When an event that you select here occurs, the system will send the event information to the correspoending super admin or system admin via emails so that the admin can learn
about the Sangfor Cloud Migration Platform status in a timely manner.

-Send to Admin via Emails

B The quota of the storage point is insufficient Storage Point Offline B storage Point Unavailable

-Send to System Admin via Email

B Agent Machine Offline Backup Failed @ Agent Initialization Failed Remate Sync Succeeded

@ cDP Stopped The guota of the storage point is insufficient @ Restore Failed B Remote Sync Failed

CDP Failed HA Succeeded Restore Succeeded Hardware Check Completed
@ CDP Suspended HA Failed @ Backup Succeeded

Email notification policy settings
@® Only one notification is sent for the events of the same type that occur on the same machine within hours,

O send a notification immediately.

6.3 System Settings

6.3.1 Maintenance Secret Key

The background maintenance function of the node system adopts a dynamic
code mechanism, and there is no fixed password account. The dynamic code
comprises the device admin and the original factory codes. The original factory
code changes with the password change operation of the device admin to

prevent the disaster recovery system backend from being illegally logged in.

6.3.2 Power Management

Under Settings > System > Power Management, you can shut down or
restart the Sangfor Cloud Migration Platform. Besides, the shutdown or restart
operation could be canceled within one minute.

Maintenance SecretKey ~ PowerManagement  Password Policy  LoginPolicy  Time Settings  SpacePolicy  ConcumencyPolicy  Disabled Drives  PortPolicies  Virtualizal

Restart Server (take effect after one minute
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6.3.3 Password policy

Under Settings > System > Password Policy, you can set the password
strength and password expiration policy of the Sangfor Cloud Migration

Platform.
Password Strength is divided into three levels: weak, medium, and strong.

e Weak: There is no limit to the type of password characters, and the

password length is 1-32 characters.

e Medium: The password must consist of any three types of the following:
uppercase letters, lowercase letters, digits from 0 to 9, and non-alphabetic
characters such as tilde (~), exclamation point (1), at-sign (@), and pound sign

(#). The password must contain 8 to 32 characters.

e Strong: The password must consist of uppercase letters, lowercase letters,
digits from 0 to 9, and non-alphabetic characters such as tilde (~),
exclamation point (!), at-sign (@), and pound sign (#). The password must

contain 8 to 32 characters.

6.3.3.1 Password Expiration Policy

Users whose passwords have expired must change their password when they

log in next time. O indicates that the password will not expire.

m DRNPRN it Logs  Dounload

Maintenance Secret Key Power Management Password Policy Login Policy Time Settings Space Policy Concurrency Policy Disabled Dri

« Password Complexity:
|
A Medium Strong

Current Configuration: WWe@ak  The password contains

- Password Expiration Policy:

6.3.4 Login Policy

In the login policy of Management Configuration > System Settings, you can

set the user login failure policy, account lockout policy, and re-login policy:
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e Login failure policy: The account will be locked if the number of
consecutive login failures exceeds the set times, which must be greater than
or equal to 3.

e Account Lockout Policy: The time when a user's account is locked due to a
failed login will be automatically unlocked according to the set time. You can
also manually unlock it in user management. The set time must be greater
than or equal to 30 minutes.

o Re-login policy: After logging in, if you do not actively log out after the set

time, you need to log in again. (0 or empty means no limit).

RN i Logs  Download

Maintenance Secret Key Power Management Password Policy Login Policy Time Settings Space Policy Concurrency Policy Disabled Drives Port Poli
Login Failure Policy: 10 Too many login failures that exceed the specified number of times will lead to account lockout. (23
Account Lockout Palicy: 30 | Minutes The account will be automatically unlocked at the specified time or manually unlocked by admins.(x30)
Re-Login Policy: 120 | Minutes Login for a long time without active logout when the specified time is reached will lead to a re-login. (0 or blank indicates that the login time is unlimited

6.3.5 Time Settings

Configure the NTP server of the Sangfor Cloud Migration Platform under
Settings > System > Time Settings for the time synchronization of the Sangfor
Cloud Migration Platform. You can select the NTP server from the list or

manually enter the NTP server of the intranet.

Settings Statistics Logs Download

Maintenance Secret Key Power Management Password Policy Login Palicy Time Settings

The system has been set to autematically synchronize with [cnpool.ntp.orgl.
NTP Server:
© Select: cn.pool.ntp.org

Enter:

System
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6.3.6 Space Policy

Under Settings > System > Space Policy, set the expiration days of temporary
data and the second compression of backups. It is recommended to keep the

default.

Settings Statistics Logs Download

Maintenance Secret Key Power Management Password Policy Login Policy Time Settings Space Policy

Temporary Data Expires (Days): 30 ( 0 indicates that the data will be revoked at once )
Backup Data Secondary Compression

Compression Level:

CPU Retention: %

£ Advanced ~

System

6.3.7 Port Policy

Under Settings > System Settings > Port Policy, configure the open ports of
the SCMP.

If the WEB access port is closed and the port cannot be enabled through the
WEB, connect the monitor to the server and select the Enable WEB Service

Port function on the console interface to enable the Web access port.

SSH Port 22
Backup/Restore port 20000-20002
Web Access Port 80,8000,443
VNC port 20004, 20005
VM VNC port 6100-6611

FTP Port 21,30700-30900
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6.3.8 Network Settings

Under Settings > System > Network Settings, set the Sangfor Cloud
Migration Platform MTU and the Web Admin Console Login Protocol. It is

recommended to keep the default settings.

nceSecretKey  PowsrManagement  Pasword Policy  LoginPolicy  TimeSettings  SpacePolicy  ConcumancyPolicy  DisabledDrives  PortPolicies  Virtualization Settings

HTTPS is mandatory @ htpHTTPS ks optiona
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