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Chapter 1 Background

Sangfor aCloud 5.8.8R1 introduce 2 factors authentication method via Google OTP. Google
Authenticator is a software-based authenticator that implements two-step verification services using the
Time-based One-time Password Algorithm and HMAC-based One-time Password algorithm, for
authenticating users of mobile applications by Google.

Chapter 2 Configuration guidelines
2.1 Enable Google OTP services

1. Navigate to [System] — [System Administrators and Permissions]

»
#%}'. SANGFOR aCloud Home Compute Networking Storage

»

This cluster is managed by aCMP (192.200.19.16). Please log into aCMP to perform operations.

VM Management

VM Backup and Recovery HA & Resource Scheduling
’:(". Set backup policies for VMs from Configure HA, resource scheduling and
) SANGFOR aCloud and VMware vCenter automated hot add to achieve optimal

to create and store backups often to cluster performance
other storage

Recycle Bin

Restore deleted items in 30 days after
deletion

Logs and Alarms

Tasks Alarms

Tasks and resour heduling logs, Archive alarms and specify alarm-

providing references for later tracking triggering events and alarm delivery
meth roviding references for later
troubleshoofing

General

Date and Time System Administrators and
Permissions
Set date and time and sync time with
@ NTP server Create system administrator accounts
and assign permissions

2. Click on the Login Options

System > System Administrators and Permissions P
= 7 Refresh () Add New Account New Group [ Move T Delete €% Login Options:

3 @ Adminisirators(1) [0 Usemame Description Group

) Deiault Group(1) o admin = Default Group
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3. Enable Google Authenticator OTP.

Login Options b4
Concurrent Login: (:) Enabled @) Disabled

Choose whether an account can be used to log in on more than one IP addresses.
Login Restrictions: Max Attempts : ) AV

Login Interval : 1sec w

Session Timeout : 24 hours w

Google Authenticator OTP: (@) Enabled () Disabled

.

To send verification code by email, configure

4. Configure Google SMTP Server

Note: Sangfor aCloud have restriction on SMTP server address, which require IP address instead of
domain name. Try ping smtp.gmail.com to obtains the IP address and configure server address.

B¥ Administrator: Command Prompt

Wil'u
Microsoft Co

from
from
from

mate 1 oun
Minimum = &

SMTP Server b4

Sender Address: {@gmail.com

Server Address: I 74.125.130.108 I

Port: 465

S5L encryption required
Authentication reguired

Username:

Password: P
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2.2 First time verification

1. After Enable Google OTP, Sangfor aCloud will automatically logout. When login again, it will
prompt QR code for verification.

OTP Registration Guide

Steps:
1. Install Google Authenticator app to your mobile phone.

2. Open Google Authenticator, scan the QR code and configure Authenticator.

If scan fails, Type Secret Key Manually
3. Type the 6-digit secret key.

(1. Make sure the time on PC and mobile phone is consistent.

2. Iftime is changed on PC or mobile phone, refresh the page before verification.

“ Cancel

2. Download Google OTP Authenticator (Android/IOS)
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl
=en

3. Click on “Scan a barcode” and scan the barcode generated by Sangfor aCloud. After, type the secret
key generated by Google Authenticator into Sangfor aCloud and click ok to proceed.

11:40 0IKBs AT 4 ¥ Wer

e

Add an account

You can add an account selecting one of the following options:

B  scenabarcode

E  Enter aprovided key

OTP Registration Guide

<

Save settings successfully. Registration takes effect upon successiul login.

= At next login, you will be asked to enter the code generated by Google Authenticator.

= Bind email to account to receive code for fear that mobile phone gets lost.

Email Address: <] Send Test Email

Note: Sangfor aCloud will bind with android Google account after first time login. Each login will be
required verification code generated by the Google Authenticator apps.
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H il 100% I 11:52 A

Google Authenticator i

857 338

SANGFOR aCloud

SANGFOR aCloud

Phone is not next to you? Try sending code by email < Send By Email

o NN

4. To reset the ownership of Google OTP account, click on logged account and select “Re-register OTP
client”. It will prompt new dialog with barcode for first time verification.

39 -
I admin
@ A CIEES Q Super Admin
Description: Q

Change Password
| Re-register OTF Client |

Log Out
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