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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-
us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document describes the anti-proxy IAG and ES correlation Configuration
Guide.

Intended Audience

This document is intended for:

e Network design engineers

e O&M personnel

Note Icons

Indicates an imminently hazardous situation which, if not avoided,

will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

£!| NOTE Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or
equipment damage.

Change Log

Sep. 23, 2021 This is the first release of this document.
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1 Introduction

Many users use VPN tools to access applications that are not allowed by
network administrators, such as pornographic websites and the dark web. In
addition, the use of VPN tools can lead to information leakage and behaviors
that cannot be audited. For network administrators, these VPN tools need to
be blocked.

Traditionally, the general anti-proxy method blocks the domain name and IP
associated with the proxy tool in the dimension of network traffic, but the
effect is usually minimal. As some proxy software tools claim, the traffic is
disguised as standard SSH, HTTP Protocol, and DNS protocol to bypass the
detection of security software. Some proxy software deployed on the server on
the public cloud, blocking its IP will cause the normal website to be blocked.
Therefore, we need a better way to prevent proxy tools, through the linkage of

IAG and ES, directly block the operation of proxy tools related processes.

What is Psiphon?

Psiphon is a circumvention tool from Psiphon Inc. that utilizes VPN, SSH and HTTP
Proxy technology to provide you with uncensored access to Internet content. Your
Psiphon client will automatically leam about new access points to maximize your
chances of bypassing censorship.

2 Configure Policy in IAG

2.1 Check License and Database

1. Check whether IAG has enabled application control License. The Anti Proxy
function needs to use the application control rule base, which requires the

relevant authorization to be turned on.
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2. Check whether the rule database has been updated to the latest date. The

latest rule database will help to achieve a better Anti Proxy effect.

§ SANGFOR | 1acL

» Status @ %, Update Server | G Refresh
No. Database

» Proxy Current Version Latest Version
Engine Zero 2021-03-04 2021-03-04

URL Database

Update Service Expires On

2022-02-09
¥ Access Mgt

2021-07-20 09:00:00 2021-07-28 2022-02-09
» Online Activities

SP_AC_ITE_D01 Never expire
2021-07-20

» Bandwidth Mgt |

[u] = =]=]EY

Applicatian Signature Database 2021-07-20 12:34:56

1
2
3 system patch
a

b Activity Audit S

Audit Rule Database 2021-07-23 2021-07-28 2022-02-09
» Endpoint Mgt

~ System

b Objects

I Netwark

b Firewall

4 General
Uicensing
Administrators
Date/Time

4 Update

» System Update
» Proxy Server

» Database Update:

2.2 Correlate IAG with Endpoint Secure

1. Connect IAG to Endpoint Secure.
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» Status

Security Capabilities

overview || security capabilities |

» Proxy

» Access Mgt

» Online Act

s

» Bandwidth Mgt

» Activity Audit

~ Endpoint Mgt

4 Endpoint Connection Control
» Connection Sharing

» Mobile Endpoints

» Antiproxy

4 Security
» Security Capabilities

» Security Events

» Reminder Policy

Endpoint Security

> Malware Detection

> Endpoint Secure

> Patch Check

Network Security

> Anti-DoS

> ARP Protection

> Malicious URL Detection

> Sangfor Engine Zero

Endpoint Secure
@,

An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A
IAG and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution.

+ Logging In and Correlation to Endpoint Secure

Endpoint Secure Server |20.10.0.100

Address (i) :

( Connect Now

+ Highlights

Artificial Intelligence, Accurate Identification

Integrate Sangfor engine Zero applying A
techniques to identify different pattems of
ransomware.

«“

Correlated & Responsive Remediation

Correlate to Sangfor NGAF, Cyber Command, IAG
and Neural X to form a comprehensive defense
system covering cloud envirenment, netwerk and
endpoints.

2. If IAG correlates with Endpoint Secure successfully, you can view the

endpoints in IAG and the connection status.

» Status

Security Capabilities

Overview H Security

» Proxy

» Access Mgt

» Online Activities

» Bandwidth Mgt

» Activity Audit

~ Endpoint Mgt

4 Endpoint Connection Control
» Connection Sharing

» Mobile Endpoints

» Antiproxy

4 Security
» Security Capabilities

» Security Events

» Reminder Policy

2.2.1 Precaution on IAG connect to ES

Endpoint Security

» Malware Detection

» Endpoint Secure

» Patch Check

Network Security

» Anti-DoS

» ARP Protection

» Malicious URL Detection

» Sangfor Engine Zero

Endpoint Secure
@,

An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center.
IAG and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution,

‘ Visit GUI ‘ ‘ View Correlation Details ‘

# Service Details

Status:Active
Endpoint Secure Server Address:20.10.0.100
Running For:340 day(s)

# Highlights

Artificial Intelligence, Accurate Identification

“

Integrate Sangfor engine Zero applying AL
techniques to identify different patterns of
ransomware.

Correlated & Responsive Remediation

Correlate to Sangfor NGAF, Cyber Command, IAG
and Neural-X to form a comprehensive defense
system covering cloud environment, network and
endpoints.

1. When IAG connects to Endpoint Secure, the following error message may

appear. It is because the device access permission is not enabled on

Endpoint Secure.
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g SANGFOR | 14613

Navigation &

Q| security Capabilities
» Status overview || security capabilities |
TS Endpoint Security
» Access Mgt Malware Detection Endeint Secu re
» Online Activities Endpornt Secure Q An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. £

» Bandwidth Mgt IAG and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution.

Patch Check

» Activity Audit

Network Security
~ Endpoint Mgt

Anti-DoS
4 Endpoint Connection Control
h ARP Protection
o= S + Logging In and Correlation to Endpoint Secure

Mobile Endpoints Malicious URL Detection
sangfor Engine Zero [ /1. password self-negotiation failed. Please try again later. ]
Antiproxy
Endpoint Secure Server | 20.10,0.100
4 Security Address @

Security Capabilities Connect Now |

Security Events
Reminder Policy + Highlights

Artificial Intelligence, Accurate Identification Correlated & Responsive Remediation

Sangfor engine Zer
entify diff

plying AI

orm a cor
overing cloud environment,

Home Endpoints Micro-Segmentation Detection Response Logs

The default admin account has not been renamed nor disabled. To ensure security, create accounts for system admin, security admin, and audit admin fir

System «“ General

%, Agent Deployment
| Security Patch Download
I, System Updates >

Endpoint Secure Manager downloads patches on behalf of agent if patches cannot be downloaded from patch database (@ Clear Security Patches

L1 Integrated Devices

A Branches | Device Integration

" . Allow device to connect within 60 minutes
S& Administrators

& Licensing | Domain Name Collection

82 System v Enable domain name collection

Gener:

Data Backup

| SSL/TLS Protocol ®

Protocol Version: [ TLs1.0 E@TLS 1.1

3. Then access Endpoint Secure from IAG.
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@ SANGFOR | 1ac1

Security Capabilities

VTS ‘ Overview H Security Capabilities \

0 Endpoint Security

Ae St » Malware Detection EndPOInt Secu re

» Online Activities ) Endpoint Secure @ An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center.
+ Bandwidth Mgt + oot Check 1AG and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution

» Activity Audit ‘ Visit GUI ‘ ‘ iew Correlation Details

Network Security

~ Endpoint Mgt

> Anti-DoS

4 Endpoint Connection Control
p——— > ARP Protection
onnection sharing + Service Details

» Mobile Endpoints » Malicious URL Detection

» Sangfor Engine Zero Status: Active

» Antiproxy

Endpoint Secure Server Address:20.10.0.100

4 security Running For:340 day(s)

» Security Capabilities

+ Security Events

+ Highlights
» Reminder Policy
’ Artificial Intelligence, Accurate Identification ; Correlated & Responsive Remediation
V Integrate Sangfor engine Zero applying Al z Correlate to Sangfor NGAF, Cyber Command, IAG
techniques to identify different patterns of and NeuralX to form a comprehensive defense
ransomware system covering cloud environment, network and
endpoints.

2.3 Configure Endpoint App Control Policy

1. Navigate to Endpoint Mgt Page and go to Antiproxy module, click Enable

Proxy Detection.

Antiproxy

Enable proxy detection

» Proxy Biock illegitimate proxy tools with IAG or Endpoint Secure. The latter blocking method needs to integrate with Endpoint Secure. (@ Integration Normal)
» Access Mgt Settings
» Online Activities Proxy Tools | Excluded Users || Trends |
» Bandwidth Mgt 4% Auto Refresh: 5 seconds = 5% Refresh » Search: 192.168.20.85 =
» Activity Audit [] 1P Address Username Group Endpoint Type Proxy Tool
[] 192.168.20.85 192.168.20.85 / PC Psiphon_Block with Endpoint Secure

= Endpoint Mgt

[ 192.168.20.85 192.168.20.85 / PC Psiphon_Block with Endpoint Secure
4 Endpoint Connection Control
Connection Sharing [ 192.168.20.85 192.168.20.85 / PC Psiphon_Block with Endpoint Secure
Mabile Endpoints [] 192.168.20.85 192.168.20.85 i PC Psiphon_Block with Endpoint Secure
» Antiproxy
4 Security

Security Capabllities
Security Events

» Reminder Policy

2. Select the App that you want to block.

Version 01 (Sep.23, 2021) 8
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‘with Endpoint Secure ||| Fuzzy Match || Selected(1)

(B rsiphon_Bleck wiL..

CICsettemet. von_Block with Endpint Secure
28 Expressven_Binck with Endpoint Secure

) @ unnelBear_siock with Endpoint Secure
[) @ wierasurt_siock with Endpaint Secure.

2.4 Run Proxy Tools on PC

1. Itis required to ensure the PC's Endpoint Secure Agent is running.

EDR: Endpoint Secure Agent =
Version: 3.5.3EM =

P Antivirus Database: 20210719161034 @

S Jul-21

2. Run the Proxy tool. You can see that the Proxy tool cannot run Endpoint

Secure Agent and displays warning information.
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B Manage
Home  Share  View  Application Tools (2]
« « 4 1> ThisPC » Desktop » VPN Tools v|® »
Name : Date modified sze
# Quick access ®
siphond - Copy.exe 8/2/2021 935 AM Applicatior 262K8
N Deskeop % prip Py Pr 6
© priphon3.exe 272021935 AM Application 7262K8

& Downloads  #

Documents .

& Pictures .

HQ_Test

D Music

B Videos
I This PC

B 3D Objects R PNT.
[ Desitop

% Documents
¥ Downloads

D Music =]

&= Pictures

Windows cannot access the specified device, path, or file. You may not have the appropriate
permissions to access the item.

@ Endpoint Secure Agent

B Videos Unauthorized application was detected
% Local Disk (C) and has been blocked

@ Network
psiphon3.exe

Ci\Users\Administrator
\Desktop\VPN Tools
\psiphon3.exe Copy

2021.08.02 02:05
Process killed.
2021.08.02 02:05

2items  1item selected 7.09 M8

3 View Logs

3.1 View Agent Logs in MGR

1. You can see the Coordinated Action Logs of the IAG policy in the ES MGR
log.

@ O amin -

Logs “ Coordinated Actian

5 Security Logs

) Operations [ ags.
5] &denin Logs Loy 10 d Actions: 2 & © Apps Conliok 1
2 Reports

e 0 kbt

2. You can View the Proxy Tools Running Logs in IAG.

» Status Enable proxy detection

» Proxy Block llegrtimate proxy tools with IAG or Endpaint Secure. The latter blacking meshod needs ta Integrate with Endpoint Secure. (@ in
» Access Mgt Setings

2 Online Actrvit Praxy Tools || excluded users || Trends

» Bandwidth Mgt %5 Auto Refresh: 5 seconds + 5 Refresh + (rust = Search: Seorch term ~

» Activity Audit ] 1P Adaress. Usermame Encpaint Type Time « status Proxy Tool Group.

" O w0043 20.10.0.43 pe 2021-08-02 17:10:24 Detected Psiphon_Blocic with Endpaint Secure i
~ Endpaint Mgt |
2010043 2010043 pe 2021-08-02 17:10:24 slocied Psiphan._Blocic with Endpaint Secure. /
4 Endpoint Cannection Cantrofll | —
Connection Sharing O 2020043 2010.0.43 5 20210802 16155:24 Detected Psiphon._glock with Endpoin: Secure i
mobile Endpoints 2010043 2010043 pe 2021-08-02 16:55:24 Slocied Psiphan_slocic with Endpaint Secure
f— 20.10.0.43 20.10.0.43 3 2021-08-02 16:45:24 Detected Psiphon_Block with Endpaint Secure: /
20.10.0.43 20.10.0.43 pe 2021-08-02 16:45:24 Blocked Psiphon_Bioeic with Endpaint Secure. /
4 Security
Security Capabilities 192.160.20.85 192.168.20.85 PG 2021-07-27 16:26:37 Detected Psiphon_Block with Endpaint Secure /
Security Events O 192.1¢8.20.85 192,163.20.85 PC 2021-07-27 16:26:37 Blocked Fsiphon_Block with Endpaint Secure /
192.168.20.85 192.168.20.85 pe 2021-07-27 16:21:18 Detected Psiphon_Block with Endpaint Secure /
Reminder Follcy =
O 192.08.20.85 192.168.20.85 20210727 16:21:28 Blocked Psiphen_glock vith Endpoint Secure i
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Online Service ¥

admin ¥

[ Business Intelligence HOT W

O Sangfor Business Intelligence I

:= Internal Report Center

Report Center
v13.0.19

Dashboard

Logs

Traffic Statistics

Internet Activities

Endpoints

Reports

H l System

Dashboard

Dashboard

Internet Activity

All Activities
File Upload
Email Incoming/Outgoing

Term Search
Endpoint Device

Conn Sharing
Ingress Logs

Login/Logout Logs
Security

Security

Website Browsing

IM Chats
Posting/Microblogging
UDisk/Mobile HDD

Mobile Endpoint Access

Anti-Proxy

Admin Logs

3. Goto Report Center. You can view the detailed logs.

[ER P Car e B i

B oo Anti-Proxy tes -

[CT—

10043

i
H
H

b P Pege [0

Details

A ¥ & U 2010043] 6

Seree 1 2

proxy Tool E

status Hnees

v 1 s Dot e acked
Group Endpaint Device
‘ ar

o

=15

=13

DR
i =L

_With Endpein Seeuse.

Tame 20216502 171024
Blacking Mathod  \Witn Zndpsing Securs

) u.

»
P

Proxy Tool Stas e
Peiphea With Endpain Secuse Backed

[e—

Bocke

Detected

Beked

Detected

Endpsint eveer B
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4 Precaution

1. The version of both Endpoint Secure Manager and Endpoint Agent must be
3.5.5EN or above.

2. Only one instance of IAG can be running at any given time.

RS gres I BascU

‘ This device cannot push down polices to block illegitimate proxy tools because Endpoint Secure has been integrated with another device. Integration Settings

3. Endpoint Secure Manager can run alongside one instance of IAG (Anti-Proxy

Enabled) and multiple instances of NGAF (Anti-Proxy Disabled).

4. Require port 443 communication between IAG and Endpoint Secure

Manager.

5. Anti-proxy and ES Correlation doesn’t support on windows server platform,

it only support on windows-pc with windows 7 and above.
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