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Use Micro Segmentation to Anti Ransomware

Bagian 1 Gambaran

Program ini mendemonstrasikan proses dan efek dari penyerangan ransomware ketika

tidak menjalankan Endpoint Secure Agent, kemudian efek pendeteksian dan perlindungan
terhadap ransomwre setelah menggunakan Endpoint Secure Agent. Hal ini sangat sesuai

untuk menunjukkan kepada pelanggan bagaimana Endpoint Secure Agent mendeteksi
serangan ransomware dan menyediakan perlindungan.

Bagian 2 Persiapan untuk Demonstrasi

2.1 Lingkungan

2.1.1 Lingkungan Network

PC1

),

Endpoint Secure MGR

Switch

Perangk

Secure@support

. Akun/Password IP Deskripsi
a
. PC imenginisiasi penyerangan
PC1 administrator/111111 20.10.0.3
ransomware
PC diserang oleh ransomware
PC2 administrator/111111 20.10.0.8 menggunakan RDP brute-
force cracking
admin/Endpoint .
MGR 20.10.0.100 Endpoint Secure MGR
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Use Micro Segmentation to Anti Ransomware

2.1.2 Contoh Virus

Untuk menyimulasikan prose penyerangan, anda dapat mengunduh Ransomware
Sample_Complete Attack Simulation(Password 111111).zip pada PMO

/O Ransomware Sample_Complete Attack Simulation(Password 111111)

\ 1) Ransomware Sample_Complete Attack Simulation(Password sangfor) zip\evil - ZIP archive, unpacked size 18,023,935 bytes

Name - Size Packed Type Modified CRC32
2B Local Disk
1.Js’ 1435 646 JavaScript File 7/4/2019 3:57 PM 999DECFD
|=hb 26,580 3,657 Ted Decument 7/23/2019 8:10 PM FCTEB336
Tkt ™ 308 116 Text Decument T/4f2019 3:57 PM TAF314FA
958 383 Windows Batch File 771072018 5:08 PM 8E1B135B
885 338 Windows Batch File 77472018 3:57 PM B79A36E7
%) cygerypto-1.0.0.d1l * 1,820,199 721,338 Application extension 77472019 3:57 PM D32DDF7D
%) cyggee_s-1.dil = 109,597 46,227 Application extension 77472019 3:57 PM F642DA0A
%] cygiconv-2.dIl * 1,023,527 716,846 Application extension 7/4/2019 3:57 PM 2F52C932
%) cygidn-11.dIl = 202,791 39,697 Application extension T/4f2019 3:57 PM 44837C1
%] cygintl-8.dll * 40,999 18,589 Application extension 77472018 3:57 PM C4BB6AST
%] cyglber-2-4-2.dII * 49181 20,684 Application extension 77472018 3:57 PM FO75AT1B
%) cygldap_r-2-4-2.dIl * 286,749 121,967 Application extension /472019 3:57 PM BFDCEC41
|%| cygmysqlclient-18.dll * 2,887,197 736,200 Application extension 7/4/2019 3:57 PM 21F40235
%] cygpere-1.di* 282,151 92,512 Application extension 7/4/2019 3:57 PM 2024426C
%] cygpg-5.dil ™ 160,270 71,843 Application extension 77472019 3:57 PM B9F5DB1E
%] cygsasl2-3.dil * 104,487 47,346 Application extension 77472018 3:57 PM 2FEDA3FC
%] cygssl-1.0.0.dIl = 393,255 163,469 Application extension 77472018 3:57 PM BE995E95
%) cygssp-0.dil = 12,829 4250 Application extension 77472019 3:57 PM 5DCa59D5
(%) cygwin.dil* 3,330,544 1,107,576 Application extension 7/4/2019 3:57 PM 51A25E09
(%] cygz.dil * 24,519 44,230 Application extension 7/4/2019 3:57 PM DEDE152B
DGIobelmpuster.axe* 55,296 29,382 Application 7/10/2019 &50 PM A240E5A2
Ehydra.eﬁa* 455,182 179,712 Application 77472018 3:57 PM 9E937958
%] LIBEAY32.dIl * 1,177,600 543,347 Application extension 77472018 3:57 PM 214DD630
%] libgce_s_dw2-1.dIl * 112,654 47902 Application extension 77472019 3:57 PM T2DCBB3E
|%| libssh.dll * 382,659 144734 Application extension 7/4/2019 3:57 PM 1AQAEED2
(%] libz.dll * 108,358 38,221 Application extension 7/4/2019 3:57 PM AFED3TFD
Iﬂpw-mspectur.axe* 50,190 7,646 Application 7742019 3:57 PM 58DCEDCs
[ result.bat 905 216 Windows Batch File 771072018 5:04 PM B0B5ECEA
| result.bt * 702 68 Text Document 771072018 5:04 PM B3A245CC
[ result1.bat * 1013 250 Windows Batch File 7/10/2019 4:52 PM 5FB4DE43
sleep.vbs * 17 29 VBScript Script File 7/4/2019 3:57 PM F3CE1CFD
[ worm.exe* 4,860,698 4,719,542 Application 7/4/2019 3:57 PM BEFG272B

2.2 Proses Penyerangan

Contoh virus diletakkan pada C:/windows/evil of PC 1. Selama serangan, virus akan mulai
menyerang PC 2 yang berada di LAN yang sama via RDP brute-force attack. Setelah
penyerangan komplit, file komputer di lokal PC,sama dengan file pada PC 2 akan terenkripsi.

2.3 Konten

Tahap Konten Hasil Yang Diharapkan

1. File pada PC 1 terekripsi

Pada Endpoint Secure MGR, aktifkan oleh ransomware.

protection policy untuk PC 1 dan PC 2 2. PC 2 terlindungi oleh
Ronde 3 (me.:ngaktifkan micro—segme.ntation micro-segmentation policy

policy untuk memblok sharing ports), dari Endpoint Secure,

dan mendemonstrasikan proses dimana memblok celah dan

penyerangan dan efek ransomware. penyebaran virus. Hasilnya,

file tidak terenkripsi oleh
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Use Micro Segmentation to Anti Ransomware

ransomware.

2.4 Deskripsi

(1) Demonstrasi ini hanya berlaku pada lingkungan virtual dan diterapkan pada klien atau
komputer perorangan, dan lingkungan demonstrasi ini harus diisolasi dari network bisnis
pelanggan, sehingga mencegah ransomware mengekripsi komputer lainnya.

(2) Anda dapat mengatur MGR, PC 1, dan PC 2 oleh diri and sendiri. PC 1 dan PC 2 butuh
diinstall Endpoint Secure Agent.

(3) Biasanya, PC 1 dan PC 2 menjalankan Windows 7 SP1.

(4) PC 1 dan PC 2 dapat menggunakan alamat segment network 20.10.0.0/24. Ransomware
secara otomatis akan memindai pc yang berada pada segment network yang sama.

(5) Anda disarankan mematikan system firewall pada Windows dan mengaktifkan RDP
service pada PC 2 dimana ransomware akan menyerang melalui port 3389 pada PC 2.

System Properties @
| Computer Name | Hardware I Advanced | System Protection | Remote

Femote Assistance

[7]:AMllow Remote Assistance connections to this computer

WWhat happens when | enable Remote Assistance?

Advanced... ]

Femote Deskiop

Click an option, and then specify whio can connect. f needed.

=) Dont allow connections to this computer

(@ Alow connections from computers running amy wersion of
Femote Desktop (less secuna)

(7 Mlow connections anly from computers running Remote
Deshktop with MNetwork Level Authentication {more secure)

Help me choose [ Select Users. ]

| ok || camcel || 200y

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 3
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Administrator: C:\Windows\system32\cmd. exe

Microsoft Windows [Uersion 6.1.76811]
Copyright <(c)> 2089 Microsoft Corporation.

C:\Users\Administrator netstat —
TGP A.0.6.8:3389
TCP [:=1:3389

dstr '"3389"
H |

C:\Users\Administrator_

== )

A1l rights reserved.

LISTENING
LISTENING

(6) Contoh ransomware butuh ditempatkan di tempat spesifik.

=-|-3 |
@\_f‘;l v Computer + Local Disk (C) » Windows » evil - ‘ 3 I search evil el |
Organize = Open - Print Mew folder = - m[ 0
¢ Favorites Mame ° Size -
B Deskiop 1 2 KB
& Downleads =ht 26 KB
< Recent Places Hinn 1KB
3] attack 1KB
3 Libraries 5] attackd 1KE
& Documents 4] cygerypto-100.dll 1,778 KB 3
@' Music %] cyggecs-1.dll 108 KB
e=| Pictures [ cygicomv-2.dll 1,000 KB
B videos %] cygidn-11.dII 199 KB
%) cygintl-8.dll 41 KB
#% Homegroup %] cyglber-2-4-2.dIl 49 KB
() cygldap_r-2-4-2.dll 281 KB
1% Computer | cygmysqlclient-18.dll 2820 KB
%) cygpere-1.dil 276 KB
€ Network %] cygpg-5.dil 157 KB
) cygeasl2-3.dll 103 KB
%] cygssl-1.0.0.dll 385 KB
%) cygssp-0.dlil 13 KB
%) cygwinl.dll 3,253 KB
l runy dil q RIKR =
1 Date modified: 7/23/2019 510 AM Date created: 7/23/2019 4:43 AM

Text Document Size: 259 KB

(7) Password yang digunakan oleh virus biasanya disimpan pda file text. Karena itu, ketika

menggunakan Windows 7 system anda, pastikan password tercover oleh text (mengandung

password umum) pada peralatan virus. Direkomendasikan
administrator/111111 sebagai username dan password.

menggunakan
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|1 - Notepad
@ \\ujv| » Computer » Local Disk (C:) » Windows » evil File Edit Format View Help
: ladministrator:123456789
a . g - Drint New fold administrator:abcd4321
rganize | Open mn Fu Totder administrator :1234567890-
= administrator :66665555
¢ Favorites Mame Datel ‘administrator:887766554433221
_ administrator :998877665544332000
Ml Desktop 1 7/4/] administrator :998877665544332000
Download administrator :887766554433221000
% Uownloads administrator : 998877665544 33200000
12l Recent Places /| administrator:880088
administrator:3132353933
= agministrator 13430961122
- Y administrator:12661266
"i_l"bm”es aliackl administrator :zsedcftgb
| Documents ) cygerypto-1.0.0.dl administrator :963852741
J - administrator:solarisi0
Musie %] cyggec_s-Ldll administrator :1237894560
Pictures : .2, administrator:8511281209
=] . & eygicony-2dI administrator :dd157dd157
B videos ) cygidn-11.dIl 7/4/] administrator:6702250276
P intl-g.dll i administrator:7a66673134
=2 cyginti-S. " administrator:3635313132
¥ Homegroup %) cyglber-2-4-2.dIl 747 administrator:4153444647
= | administrator 974296977
%] cygldap_r-2-4-2.dil //4/] administrator:7128888888
N & — administrator:2869233300
PS! Computer &) eygmysgiclient-13.dl administrator :1111144444
| cygpere-Ladll administrator:2440600214
€ Netwark < dil .| administrator:abcd123456
M all & g /41 administrator :16888888
4| cygsasi2-3.dll 7/4/] administrator:9874123650
- - administrator :4257141009
%] cygssl-1.0.0.dll 1/4 agm'in'istrator 1AABBC12345
- — administrator :AABBCC1234
(3] cygssp-0.dil 4 dministrator : 66990066
%] cygwinl.dll 7/4/) administrator :1928374650
~ administrator :1029384756
Sl rvnz dil 4 adminicrrarar ‘nlw?ciod

2.5 Resiko

Resiko

Deskripsi

Isolasi lingkungan
demonstrasi

Sejak ransomware is berjalan, demonstrasi akan
dilakukan pada lingkungan virtual dan butuh
diisolasi dari network yang sebenarnya. Jika gagal
melakukan seperti ini, maka file dari komputer lain
akan diserang oleh ransomware.

Snapshot pada PC yang
diguakan untuk demonstrasi

Selama demonstrasi, file pc akan terenkripsi oleh
ransomware, Untuk lebih cepat mengembalikan
kondisi sebelumnya untuk demonstrasi
selanjutnya, anda butuh snapshot PC terlebih
dahulu.

Bagian 3 Proses Demonstrasi

3.1 Ronde 3
3.1.1 Konten

Pada Endpoint Secure MGR, aktifkan protection policy pada PC 1 dan PC 2 (mangaktifkan
the micro-segmentation policy untuk memblok haring ports), dan demonstrasikan proses
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dan efek penyerangan ransomware.

3.1.2 Hasil Yang Diharapkan
(1) File PC 1 terenkripsi oleh ransomware.

(2) File PC 2 dilindungi oleh micro-segmentation policy dari Endpoint Secure, dimana
memblok penyebaran dan serangan virus. Sebagai hasilnya file tidak terenkripsi oleh
ransomware.

3.1.3 Langkah Langkah

3.1.3.1 Mengembalikan dari Snapshots

(1) Pengembalian PC 1, PC 2, dan Endpoint Secure MGR ke kondisi sebelumnya
menggunakan snapshot.

(2) Periksa Endpoint Secure MGR dan temukan bahwa kedua PC 1 dan PC 2 menjadi online,
seperti ditunjukkan dibawah:

@ Sangfor Endpoint Secure Home Endpoints  Micro-Segmentation  Detection

Endpoints « Groups + New Endpoints (2 online / 2 in total)

O Inventory > [H Endpoints No.  Endpoint Endpoint Status  Group 1P Address MAC Address

& Security Protection B Local Site 1 Windows1 @ Online Ungrouped Endpoints 20.10.0.3 FE-FC-FE-69-4F-80
Ungrouped En 2 Windows: ® Online Ungrouped Endpoints 201008 FE-FC-FE-F4-AA-BC

3.1.3.2 Pengaturan Policy
(1) Nonaktifkan semua real-time protection policies.

Seperti ditunjukkan dibawah, pilih Endpoints > Security Protection. Atur Ungrouped
Endpoints policy lalu pergi ke tab Realtime Protection. Nonaktifkan Realtime File System
Protection, Ransomware Protection, Advanced Threat Protection, WebShell Detection,
dan Brute-Force Attack Detection. Hidupkan icon gembok.

@ Sangfor Endpoint Secure Home Endpaints
CEETEY

Endpoints “ Groups Basics ~ Malware  Realtime Protection  Server Protection  Trusted Files  Vulnerabilities  Peripheral Control
! Groups W Windows -
G Inventory > B Endpoint:
| Realtime File System Protection ¥2
7 Security Protecti Local Site
Ungrouped En...

Protection Level:

Sangfor Engine Zero Cloud-Based Engine

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 6
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@ Sangfor Endpoint Secure Home Endpoints

Do nat show thit

Endpoints “ Groups Basics  Malware Realtime Protectior Server Protection  Trusted Files  Vulnerabilities  Peripheral Control
) Groups
CJ Inventory > B Endpoints
Actior
& Security Protection B Local site
Ungrouped En..

| Brute-Force Attack Detection

Enable RDP brute-force attack protection

Trigger: Over login attempts per minute G

Action :

Enable SMB brute-force attack detection

Trigger : Over login attempts per minute (0

Action :

| Ransomware Protection ¥5

Enable ransomware honeypot (@

Action:

| Fileless Attack Protection W5 @

Enable suspicious Powershell script detection (T

Action.

(2) Atur micro-segmentation policy untuk menolak akses berbagi port dan tolak akses
sharing ports dan remote desktop di PC 2.

Tentukan service sharing port,.seperti ditunjukkan dibawah, pilih Micro-Segmentation >
Services. Sharing ports termasuk 135, 137, 138, 139, dan 445, dan port remote desktop
adalah 3389

Edit Service

Name : Share

Protocol : TP upP

Port ; 135,137,128,139,445

Traffic Type : @ Other traffic Business traffic Maintenance traffic

Remarks : It is used for world wide web proxy and website browsing.
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Edit Service

Name : Remote

Protocol : TCP uDP

Port : 3389
Traffic Type : @ Other traffic Business traffic Maintenance traffic

Remarks : It is used for world wide web proxy and website browsing

“ Cancel

Tetapkan business systems PC 1 dan PC 2. Pilih Micro-Segmentation > Business Systems,
seperti dibawah ini.

@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection Response Logs System
Your license will expire in 4 day(s), on 2020-11-26. Please eall Sangfor at +60 12711 7129 (7511) to renew the license

Micro-Segmentation <« Business Systems +New  Endpoints

[ Policies Windows2 + New () Refresh

Traffic Statistics Windows1 No. Endpoint IP Address Group

Tags

IP Groups

[ Services

83 Miscellaneous

Tetapkan micro-segmentation policy memblok sharing port, seperti ditunjukkan dibawah,
untuk menolak PC1 akses untuk sharing port dan remote desktop port di PC 2.

Edit Policy

Policy Name :  Anti-Ransom
Source : Windows1

Destination: | Windows2

Services : Remote(TCP,UDP:3389),Share(TCP,UDP:135,137,138,..5

Aktifkan Micro-Segmentation dan Report traffic statistics. Seperti ditunjukkan dibawah, pilih

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8
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Micro-Segmentation > Miscellaneous.

@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection Response
Tnal Edition

. . « ]
Micro-Segmentation Miscellaneous

& Policies | Micro-Segmentation

Traffic Statistics ON (once disabled, all micre-segmentation policies will become invalid)

& Business Systems
| Report traffic statistics

Tags ) ) ) N
ON {once disabled, all agents will stop reporting traffic statistics)
IP Groups
B Servi | Backup and Restore
ervICeS

. Back up Configurations
83 Miscellaneous

Download Configurations

3.1.3.3 Menginisiasi Penyerangan

(1) Sebelum menginisiasi sebuah penyerangan, periksa status check di PC 1 dan PC 2. File
komputer mereka tidak terenkripsi dan dapat dibuka secara normal, seperti ditunjukkan
dibawah:

~ Endpoint Secure - Notepad = CR 5|
File Edt Format View Help

sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security life cycle, from
prevention, detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most
accurate identification and mitiganon of rogue or mal!cious processes and applications, such as ransomware and

other Advanced persistent Threats (APTs). The Protect agent's host firewall capability prevents the east-west

spread of malicious activity by blocking suspicious or unauthorized network communications.

(2) Jalankan ransomware (Siapkan di lingkungan OVA) di PC 1, seperti ditunjukkan dibawah:
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@_Ov‘ J. » Computer » Local Disk (C:) » Windows » evil '|"H Search evil

Organize v [ﬂ Open New folder

Name : Date modified Size

%] cygssi-1.00.dIl 7/4/2019 12:57 AM 385 KB
%] cygssp-0.dil 7/4/201912:57 AM 13 KB
%] cygwinl.dll 7/4/2019 12:57 AM 3,253KB
@) cygz.dil 7/4/2019 12:57 AM 83KB
(57 Globelmposter 7/10/20191:50 AM 54 KB
% hydra 7/4/2019 12:57 AM 445KB
__ hydra.restore 11/24/202011:24 ... 49 KB
%] LIBEAY32.dII 7/4/2019 12:57 AM 1,150 KB
%] libgee_s_dw2-1.dll 7/4/201912:57 AM 111 KB
2] libssh.dll 7/4/2019 12:57 AM 374 KB
4] libz.di 7/4/2019 12:57 AM 107 KB
| passwd 11/24/202011:18 . 0KB
M pw-inspector 7/4/2019 12:57 AM 50 KB
[] resutt 7/10/2019 2:04 AM 1kB
| result 7/10/2019 2:04 AM 1KB
[E) resultt 7/10/2019 1:52 AM 1KB
sleep 7/4/2019 12:57 AM 1KB

|\_g worm 7/4/2019 12:57 AM 4,747 KB }I

g worm Date modified: 7/4/2019 12:57 AM Date created: 7/18/2019 9:08 PM

W Favorites
Bl Desktop
@ Downloads
] Recent Places

w9 Libraries
5 Documents
J7 Music

(&) Pictures
B videos

+& Homegroup
1M Computer

€ Network

Application Size: 463 MB

3.1.3.4 Efek Penyerangan

Penyerangan bertahanan 2 sampai 5 menit. PC 1 disserang, dan file di PC 1 terenkripsi,
Untuk PC2, micro-segmentation policy memblok sharing port untuk mencegah serangan,
dan file di PC 2 tidak terenkripsi oleh ransomware.

Setelah menjalankan ransomware, PC 1 telah terserang, keluar dan masuk kembali
menggunakan administrator/111111, seperti ditunjukkan dibawah:

Administrator

Logged on rematelyfrom hydra s

#. Windows 7 Uttimate

PC 1 menjalankan ransomware, dan file pada komputer PC 1 terenkripsi, seperti
ditunjukkan dibawah:
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Untuk PC 2, micro-segmentation policy memblok sharing ports untuk menhentikan
serangan, dan file komputer pada PC 2 tidak terenkripsi oleh ransomware, Lihat figur

dibawah:

y
File Edt Format View Help

sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security 1ife cycle, from prevention,
detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most accurate identification and
mitigation of rogué or malicious processes and applications, such as ransomare and other Advanced persistent Threats (A°Ts). The
Protect agent's Rost Firewa)] capability prevents the east-west spread of malicious activity by blocking suspicious or
unauthorized network communications.

Lihat trafik catatan pada of micro-segmentation. Pilih Micro-Segmentation > Traffic
Statistics. Klik PC 2 dan lihat akses recordnya. Anda dapat menemukan bahwa akses
sharing ports PC 1 tke PC 2 telah ditolak, seperti ditunjukkan gambar dibawah:
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T

Traffic Statistics

@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection Response System

Micro-Segmentation « Traffic Statistics
[ Policies ) Refre
2 Details x
D Business Systems ) .
J Tags Destination Services  Matched Poli.. Traffic Statist... Latest Match Opera

@ P
® IP Groups

B Services

8 Miscellaneous

Bagian 4 Himbauan

1. Ketika program virus berjalan, system mungkin akan berhenti merespon beberapa kali
dan akan terdiam dalam posisi dibawah selama 2 menit. Pada kasus ini, anda harus
menutup dan mejalankan ulang program.

B C:\Windows\evil\worm.exe o[- 2 [

start time I Tue MNov 24 11:47:48 20828
20.168.8.3:3389 is opened...
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