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Korelasi IAM untuk Mencegah Ancaman Network

Bagian 1 Skenario

1.1 Skenario

Permasalahan yang saat ini dihadapi pelanggan.

Internet telah menjadi alat produktifitas yang sangat dibutuhkan bagi karyawan. Tetapi,
karena kompleksnya lingkungan network dan maraknya ancaman dari berbagai jenis virus,
terdapat berbagai masalah dalam manajemen internet dan keamanan yang tidak ada
batasannya.

Sisi Network:

1. Aplikasi dengan Bandwidth tinggi seperti video mengambil banyak jatah bandwidth,
sehingga berdampak pada karyawan lainnya yang saat mengakses internet akan menjadi
lebih lambat, dan komplain internal pun meningkat.

2. Ketika karyawan sedang bekerja, mereka menggunakan internet untuk mengakses
website hiburan, yang sangat mempengaruhi efisiensi pekerjaan.

3. Terdapat banyak aplikasi yang mengirimkan file keluar ranah internal seperti email, disk
web dan QQ WeChat, sehingga resiko kebocoran data semakin besar, dan tidak banyak
metode untuk melacaknya.

Sisi Endpoint:

1. Aset endpoint tidak sepenuhnya terurut, terminal aset yang ingin dilindungi menjadi tidak

dikenali dan orang yang bertanggung jawab terhadap terminal itu juga tidak dapat dikenali.

2. Endpoint seringkali disisipi oleh virus, dan karena secara internal tidak ada pembatasan
menyebabkan penyebaran yang cepat sehingga menjadi ancaman serius terhadap Local
Area Network.

3. Para karyawan memiliki kesadaran keamanan yang rendah, dan resiko kerentanan
operating system sangat signifikan, dimana sangat mudah menyebabkan ancaman menijadi
tersebar.

Produk IAM dan Endpoint Secure telah dintegrasikan untuk membantu pelanggan
mendapatkan lingkungan internet yang nyaman, aman, efisien dan mudah digunakan.

Autentikasi menggunakan data pengguna memastikan keamanan berdasarkan identitas
pengguna.

Untuk mendapatkan autentikasi secara kabel dan wireless, IAM menyediakan beberapa
metode autentikasi seperti 802.1x, bypass non-sensing, dan wireless Portal;

Menyediakan 29 metode autentikasi seperti AD domain, SMS, WeChat, dll., dimana dapat
menjadi pilihan yang fleksibel sesuai skenario Internet;

Kontrol internet yang akurat, dan flow control memastikan pengalaman internet dan
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bekerja secara efisien.

IAM telah menjadi pelopor feature application identification library dan URL library,
menyediakan segmen aplikasi manajemen dan kontrol, memblok aplikasi yang tidak relevan
dan menjadikan karyawan lebih efisien dalam menggunakan internet.

IAM telah mengakumulasikan teknologi manajemen traffic profesional selama 10 tahun to
memastikan pengalaman internet aplikasi secara normal, membatasi penggunaan aplikasi
hibutan seperti pengunduhan audio dan video, dan meningkatkan performa penggunaan
bandwitch sebesar 30%.

Audit keluar secara menyeluruh, menemukan resiko kebocoran data.

Sangfor IAM memiliki teknologi identifikasi dan audit profesional sesuai industri dan capat
secara efektif mengaudit berbagai tingkah laku pengguna online dan data keluar, termasuk
mengaudit isi dari data keluar seperti dari web, email, cloud storage, WeChat, and QQ.

Melalui berbagai audit dan analisis dari pihak luar, kami menemukan celah dari kelakuan
yang tidak wajar, peringatan lebih dulu terhadap resiko kebocoran, dan secara cepat
menemukan sumber kebocoran.

Keamanan akses sekuriti Endpoint memastikan keamanan akses ke terminal.

Software kemanan endpoint terpasang secara resmi, dan software endpoint terminal dapat
diinstall setelah ada sertifikat IAM.

Inspeksi akses keamanan Endpoint, termasuk pemindaian kelemahan system, instalasi
antivirus, interface terbuka, dil hanya endpoint yang telah memenuhi standard keamanaan
yang diziinkan masuk ke jaringan;

Pemindahan kelemahan sistem endpoint reuler, teleh kelemahan sistem dipindai, secara
otomatis akan diperbaiki dan dilaporkan.

Terminal jaringan secara cerdas terhubung untuk menguatkan kemampuan proteksi.

IAM mendukung malicious URL filtering, network antivirus detection, zombie host detection,
dll. sampai melindungi Internet security;

Endpoint Secure menggunakan algoritma artificial intelligence sebagai inti, sangat
meningkatkan efek pengecekan dan membunuh virus pada terminal, dan dapat memeriksa
dan membunuh virus baru ransomware dengan cara yang komprehensif.

Melalui jaringan terminal, ancaman ke endpoint terdeteksi oleh IAM kemudian endpoint
secure memindai dan memperbaiki terminal diwaktu bersamaan.

1.2 Topologi
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20.10.0.3/24 20.10.0.8/24
Perangk N
at Akun/Password IP Deskripsi
PC1 administrator/111111 20.10.0.3/24
PC2 administrator/111111 20.10.0.8/24
MGR admin/@sangfor123 20.10.0.100/24 | Endpoint Secure MGR
. LAN:

IAM admin/@sangfor123 IAM

20.10.0.1/24

1.3 Ujicoba Pengenalan

1.3.1 Kondisi Korelasi
1. IAM membutuhkan akses ke ES TCP Port 443, IAM harus versi 12.0.16 atau diatasnya.

2. Ketika endpoint dikenali sebagai PC, IAM/IAG akan mengalihkan permintaan http terminal
ke halaman instalasi ES.
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' “_

‘ Security Capabilities | Online users ? Security Events %|["Web Console * Endpoint Secure Correlation | Advanced Options % Advanced % Poliges *

% Auto Refresh: 5 second(s) ~ | %5 Refresh o, Filter * @ Logout > Export

Status: All Endpoint Device: All Objects: none

User Group . | Members
er > e No. Username(Alias) Group IP Address Endpoint Device
‘ B8/ 2users i / 172.16.1.5 PC{Windows PC)
2 default 0 Users % 172.16.1.4 Nermya

Agar terminal dapat mengenali PC lebih cepat, anda dapat mengunduh dan menginstal QQ
dan masuk.

3. IAM/IAG hanya akan mengalihkan permintaan http ke halaman instalasi agen ES, jadi
tolong gunakan http untuk membuatnya halamannya muncul.

1.3.2 Ujicoba Alat

1. Untuk mengetes Botnet, kamu dapat menggunakan NGAF ES IAM Product Botnet Test
Tools 20210309.7z, carilah di PMO. Lalu jalankan wannamine.exe di PC. Wannamine.exe
akan mencoba menggunakan DNS untuk menyelesai Botnet URL.

/O NGAF ES IAM Product Botnet Test Tools 20210309.7z

Name : v Date modified Type Size
static 5/18/2020 10:43 AM  File folder
43} Advantage_Botnet_Script_1 3/14/2 05 PM Applicati 6,679 KB

6,667 KB
6,650 KB

or\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing To... [ = |- = |[s5s]

- Advantage_Botnet_Script_2
f:i Advantage_Botnet_Virus_1

»+ Advantage_Botnet_Virus_2

## wannamine

cqogf lioz.cn?? -

mtfey.cn??

Chapter 2 Korelasi IAM dengan Endpoint
Secure
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1. Masuk ke dalam console web IAM, lalu pergi ke security— Security Capabilities path.
Masukan alamat IP dari Endpoint Secure.

Navigation &

< Security Capabilities
) Status ‘ Overview H Security Capabilities I
» Proxy

Endpoint Security

» Objects A
J Malware Detection ~) Endp0|nt SeCUI’e
» Users ( An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations cen

Endpoint Secure

» Access Mgt 1AM and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution

Patch Check

» Bandwidth Mgt
Network Security

» Endpoint Device

Anti-DoS
w Security

ARP Protection

Security Events # Logging In and Correlation to Endpoint Secure
Malicious URL Detection

Security Capabilities
Sangfor Engine Zero

Endpoint Secure Server ‘20‘10.0‘100 ‘
Address (i) :

| Connect Now |

+ Highlights
Artificial Intelligence, Accurate Identification ; Correlated & Responsive Remediation
~
egrate Sangfor engine Zero applying
\\;IF te Sangfor engine Zero applying Al

identify different patters of

2. Setelah IAM terhubung ke Endpoint Secure, Anda dapat melihat jumlah endpoint yang
telah terkoneksi ke MGR.

Security Capabilities

[ overview || security capabitities |

Endpoint Security

el

Reminder Options | Remove Service

Endpoint Secure
An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential
threats as continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and Cyber Command, Sangfer Endpoint Secure is viewed as
the next-generation security solution.

Malware Detection .)
Endpoint Secure

Patch Check

Network Security ‘ Visit GUI ‘ ‘ View Correlation Details

Anti-Dos

ARP Protection
+ Service Details
Malicious URL Detection

Sangfor Engine Zero .
gtor £ng Status:Active Connected Endpoints Correlated Actions

3 O [

Endpoint Secure Server Address:20.10.0.100
Running For:188 day(s)

+ Highlights
Artificial Intelligence, 7 Correlated & Responsive Multi-Layered Detection, Broad Device, Platform &
geree v = ‘
\Y/ Accurate Identification & Remediation Comprehensive Protection { A\ Svystem Support
Xz 4 i o _e R

sangfor engine

g Al techniques
different patterns
of ransomware

endpoints.

3. Agar IAM mengalihkan halaman pengingat ke resiko endpoint, anda harus mengatur
policy di IAM.

Pertama, atur halaman pengingat resiko di Endpoint Secure, anda dapat melakukannya
melalui System-> Agent Deployment-> Correlation ke halaman Sangfor IAM dan mengatur
alamat ES agent download agar IAM dapat mengalihan PC ke halaman download agen ES.

Catatan: Anda harus memastikan bahwa endpoint internal anda dapat mengakses alamat
ES agent download.
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System

System «

% Agent Deployment
Agent Installation on Physical Machines

I, Update v
P = Download the installer, save it to a removable storage device like USB devices, copy and install it onto computers.

Manager and Agent

Agent Deployment

Database and Engine
Redirection to Agent Installer Download Page

Vulnerability Database [-< . . . .
. ' Distribute a link to an installer download webpage via email, OA, etc., so that users can be reminded to download and install the Agent.
Céh Correlated Devices

£ Remote Sites
Correlation to Sangfor 1AM

& Administrators u Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the Agent
JL Licensing
2 System >

1. Copy and paste the link to Security > Security Capabilities > Endpoint Detection and Response(EDR) Download Redirection on the Sangfor IAM manager

hittps:/20.10.0.100fui/web_install.php Preview

© if this link becomes invalid, generate a new one under Redirection to Agent Installer Download Page.

2. Users are redirected to the above webpage and have to download and install the Agent before being able to access the Internet.

Kedua, atur reminder policy di IAM, mohon pastikan alamat URL sama dengan yang telah
dikonfigurasi di ES.

Security Capal

[ Overview ‘ Security Capabiliti |

Endpoint Security

ies

B Remove Service
e — Endpoint Secure
» Endpoint Secure An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential
threats as continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and Cyber Command, Sangfor Endpoint Secure is viewed as
» Patch Check N
the nex
Re

Network Security

» Anti-DoS Eacied
» ARP Protection Applicable Object:
+ Service Details
» Malicious URL Detection 0.0.0.0-255.255.255.255
» Sangfor Engine Zero .
¥ 2 SENE R Inected Endpoints . Correlated Actions
Endpoint Secure § 0
Running For:188 Count
+ Highlights Redirection URL:
https://20.10.0.100/ui/web_install.ph|
‘ Artificial Inf ” P oe I rered Detection, ( e \ Broad Device, Platform &
V Accurate I Sangfor Endpoint Secure Platform ensive Protection A system support
Integrate § re comprehensive ®—®  upport instaliation on
Zero applyi Interval(s): 300 rate threat servers and computers by
to identify with multi-layered Huawei, H3C, VMware and
of ransom techniques like A more.

ehavioral engine
ld-based engine.

Bagian 3 Konfigurasi Security Policy

1. Aktifkan Malware Detection Policy di IAM, dan anda sebaiknya mencentang “Remind
Endpoint secure client download”.
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Security Capabilities

‘ Overview | Security Capabilities }

Endpoint Security

\ Malware Detection > Malware Detection
» Endpoint Secure i Malware detection is performed based on signature and activities to detect and block possibly i

internal hosts.
» Patch Check

Network Security
» Anti-DoS
» ARP Protection

+ Settings
» Malicious URL Detection

» Sangfor Engine Zero Enabled

Excluded Addresses : (i)
xamples:192.168.0.1

12

192.168.0.0/255.255.255.0

22 /AT ff00::

192.168.0.0-192.168.255.255

v2-eff

Excluded Websites : (i)

One domain name per line. Examples:
www.google.com

google.com

www.google.com:8080

Action

M Give alert
Block access to malicious URL

[T Block source IP for minutes

emin napocin ecure clien ownloa ‘;\
B4 Remind Endpoint S lient download (i)

|_ Commit

4. Setelah ada melakukan konfigurasi policy baik di IAM dan Endpoint, Jika endpoint
mengakses botnet, IAM akan mengalihkan halaman botnet ke halaman unduh agent ES.
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=

s

Agent Installer Download Webp: X +

c A Not secure | 20.10.0.100/ui/web_install.php

Dear members,

Endpoint Secure Agent be installed on every computer. Please
choose, download and install the right installer. There is no
additional settings needed. Thanks for your support and

cooperation.

&2 Windows Client Computers

1. Click the button to download the installer.

2. Copy the installer to Windows client computers.

3. Double-click the installer and install the client.

4. Wait for installation to complete and client connect to this server.

@ Installation package name (edr_installer_20.10.0.100_443.exe ) contains server IP address

To protect all the computers in our organization, we require that

Endpoint Security Center Installation

& Linux Client Computers

1. Click the button or execute command to download the installer:wget --no-check-
certificate https://20.10.0.100/download/linux_edr_installer.tar.gz.

2. Copy the installer to Linux client computers

3. Decompress the installer with tar -xzvf linux_edr_installer.tar.gz.

4. Execute command ./agent_installer.sh.

5. Wait for installation to complete and client connects to this server.

and therefore cannot be changed

wnload

5. Setelah menginstall agen ES di PC, anda dapat melihat status koneksinya di IAM.

Secunity Events *

Corraiate that Nost to Sangfor ENJRONE SECUNe 1o fix this 1Ssue. | ANaly2E via ENdpoint Secure

Username
- 20.10,0.3
1P Address: 20.10.0.3
Group: /

Securicy Rating: Infected

Endpaint Secure Corm

Security Events.

O
T T 54
= ©
[} — [ o _— S o ____—

. e
T = R o R T
B —— e e ot i 7 e (e ) 1 1 e (3558 st o et g e o
S e B 5 = = R T = =
S e B = = e O e ey = =
5 oorem = == T e R R T = i
[ e e et wata PSR . .

6. Jika anda ingin mendapatkan informasi lebih perihal malware, anda dapat mengklik
“Analyze via Endpoint Secure” untuk mengkorelasi agen ES agar memindai disk PC.

Security Events

Correlate that host to Sangfor Endpoint Secure to fix this issug] | Analyze via Endpoint Secure

Username
20.10.0.3

1P Address: 20.10.0.3
Group: /

Security Rating: Tnfected

Endpoint Secure Correlation: a

Security Events

150

7. Setelah agen ES menyelesaikan disk, anda dapat melihat detail dari malware di IAM.
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Security Events *

Security Rating:

Infected

Endpoint Secure Correlatio

& Back
®  Username Solution
- 20.10.0.3
Correlate that host to Sangfor Endpeint Secure to fix this issue. | Analyze via Endpoint Secure
IP Address: 20.10.0.3
Group: /

It is correlating to Sangfor Endpoint Secure to perform virus scan and removal analytics. Please wait for 1-5 minutes

Security

g

Virus Scan

©

Realtime Protection

S

& Back

Security Events *

Security Engines: §

Preparing for quick scan

Initializing, please wait...

System Processes

0 files scanned

Startup Items

0 files scanned

Drivers and Services

0 files scanned

Critical System Files

0 files scanned

0O = a

Auto shut down your co

mputer w

Security Events
150
108
100
54
0 -
0 ° ° 0 —
o _— -~
02-26 02-27 02-28 03-01 03-02 03-03 03-04
No. Time Type Dst 1P Threat Level Action Description Data Packet = Threat Intellig... Details
1 03-0410:50:30 Botnet 8.8.4.4 Low Reject Host visits malicicus domain name (bgjtmifey.cn) or IP address (8.8 view View Details
2 03-0410:50:30 Botnet 8.8.8.8 Low Reject Host visits malicicus domain name (bgjtmtfey.cn) or IP address (8.8 View View Details

Username

20.10.0.3

1P Address: 20.10.0.3

Group: /

Security Rating: Infected

Correlate that host to Sangfor Endpoint Secure to fix this issue. | Analyze via Endpoint Secure

@, Sangfor Endpoint Secure analy:

e issues in time

Close
Endpoint Secure Correlation: J
Security Events
150
108
100
54
0 _©
0 0 0 0 0
° - ~_ %
02-26 02-27 02-28 03-01 03-02 03-03 03-04
No. Time Type Dst IP Threat Level Action Description Data Packet Threat Intellig... Details
1 03-04 10:50:30 Botnet 8.8.4.4 Low Reject Host visits malicicus domain name (bgjtmtfey.cn) or IP address (8.8 View View Details
2 03-04 10:50:30 Botnet 8.8.8.8 Low Reject Host visits malicicus domain name (bgjtmtfey.cn) or IP address (8.8 View View Details
3 03-0410:50:26 Botnet 8.8.4.4 Low Reject Host visits malicicus domain name (bgjtmtfey.cn) or IP address (8.8 View iew Details
4 N3-na10-50-24 Rntnet RRAR 1ow Reiect Host visits malicians damain name (haitmifey rn) ar T8 address (8 8 View View Netails
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8. Anda dapat memilih untuk mengkarantina atau mengabaikan file virus tersebut.

Analytics Results X

@ Isolate  Trust Ignore

[T] MNo. Host(s) Virus Type Infected Files Status Operation

Malicious Files: c:\users\administrator\desktop Isolate, Trust, Ignore
Fl 1 20.10.0.3 Ransom virus  File Hash: 00BD67CFCCF7141C8FB6C622442B Waiting _ _

Time Detected: 2021-03-04 11:23:03 Big Data Analytics

Malicious Files: c:\users\administrator\desktor Isolate, Trust, Ignore
Fl 2 20.10.0.3 Ransom virus  File Hash: O0BD67CFCCF7141C8FB6C622442B Waiting _ _

Time Detected: 2021-03-04 11:23:03 Big Data Analytics

Malicious Files: c:\users\administrator\appdats Isolate, Trust, Ignore
Fl 3 20.10.0.3 Other viruses  File Hash: 2B13B58CCBB7F3CEO2C9BF957F7F Waiting _ _

Time Detected: 2021-03-04 11:23:03 Big Data Analytics

Malicious Files: - Isolate, Trust, Ignore
[_| 4 20.10.0.3 Worm File Hash: 50BE57183774946DADACCDS896B21 Waiting

Time Detected: 2021-03-04 11:23:03 Big Data Analytics

Page 1/of1 .,%"‘ Entries Per Page: 10 1-4 of 4

Close
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