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Unknown Threat Prevention By Engine Zero & Neural-X

BAB 1 Skenario

1.1 Penjelasan Fungsi

Neural-X adalah kontrol keamanan berbasis di cloud, yang mampu mengumpulkan dan
menganalisa peristiwa keamanan secara keseluruhan, dan mampu mengidentifikasi
ancaman yang tidak dikenali. Engine dari Sangfor Zero mengunakan kemampuan analisa
yang kuat untuk menganalisa virus yang tidak dikenal.

1.2 Skenario:

Gunakan NGAF untuk menghubungkan Neural-X yang untuk melindungi keamanan jaringan
pelanggan.

1.3 Alat Pengujian

1. Untuk menguji Botnet, anda dapat menggunakan SANGFOR_NGAF_v8.0.17_Best
Practice_Unknown Threat Prevention By Engine Zero & Neural-X.7z, cari di PMO.
Jalankan wannamine.exe di PC, wannamine.exe akan memcoba menggunakan DNS untuk
mencari URL dari Botnet, tetapi sebenarnya tidak akan mengakses URL dari Botnet...

Name . ¥ Date modified Type

static 5 43 AM  File folder

45 Advantage_Botnet_Script 1 8/14/2019 PM Applicat
h- Advantage_Botnet_Script_2
f:i Advantage_Botnet_Virus_1 8 AN pplicatic 6,659 KB
*. Advantage Botnet Virus 2 47018 148 4 5 C:\Users\Administrator\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing To... | = || = |[x53s]

b wannamine

2. Ketika anda menjalankan program, mungkin akan terjadi kesalahan terkait api-ms-win-
crt-runtime-11-1-0.dll, Jadi disarangkan untuk mengunduh Visual C++ Redistributable
Runtimes All-in-One dan menginstall semua yang berkaitan dengan Visual C runtime
libraries.

Catatan: Sistem Operasi yang berbeda akan muncul kesalahan yang berbeda. Anda dapat
mencari solusi tersebut di Internet, akan tetapi biasanya kasus kesalahan tersebut adalah
file Visual C Runtimes yang hilang.

BAB 2 Rekomendasi Pedoman

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1



Unknown Threat Prevention By Engine Zero & Neural-X

Skenario:

Pelanggan perusahaan manufaktur telah diserang oleh peretas untuk waktu yang lama, dan
untuk ancaman yang tidak diketahui, firewall pelanggan sebelumnya tidak bekerja efektif
untuk mengidentifikasi dan mencegahnya, dan pelanggan ingin menggunakan Sangfor
NGAF untuk menangani ancaman yang tidak dikenal ini.

Konfigurasi:

1. Pastikan lisensi dari Neural-X dan Sangfor Zero Engine masih berlaku.

Navigation «

b Status

System

System Time H Network ‘ Local ACL ‘ Web UI H SMTP Server ” Authorization | Privacy Options

» Monitor

» Network

» Objects

» Policies

~ System

4 General

System

Central Management
Security Capability Update
Administrator

I Maintenance
[ Troubleshooting

High Availability

» Authentication System

» Security Solution

+ Sangfor Engine Zero License

Sangfor Engine Zero Function License Engine Model Update

Sangfor Engine Zero based file verification identifies

s variants with engine's

Cloud Service Subscription
@ Subscribe as per business needs

Neural-X New Threat Update Neural-X Unknown Threat Update
Contir p

y update basic and a

(URL, WAF and vulne

again:

Expiration Date: 2020-08-18 Expiration Date: 2020-08-18

2. Pastikan Cloud-based Security Protection telah diaktifkan.

Navigation

Central Management

Security Capability Update
Administrator

[» Maintenance

[» Troubleshooting

High Availability

«
) Status | System Time || Network H Local ACL ” Web UI || SMTP Server ” Authorization || Privacy Options L
» Monitor
Privacy Options Terms of Use & Privacy Policy
» Network 4 Join in User Experience Improvement Program
» Objects We invite you to join in User Experience Improvement Program to help us improve
» Polici product usability, performance, design and user experience and provide more innovative
cies services, by allowing Sangfor to gather and make statistics of each functionality.
— G Information collected through this program does not contain personal information but the
ystem product only.
4 General
System Enable Cloud-based Security Protection (i)

(@ Allow upload of unknown threats and updates of capabilities \D
() Allow update of capabilities (i)

‘ View Logs | | OK |

3. Pastikan unknown threat Intelligence database, Sangfor Zero Engine model, dan anti-virus
database telah diperbaharui hingga versi yang paling terbaru.
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Unknown Threat Prevention By Engine Zero & Neural-X

Navigation

b Status W Enable @ Disable | (#0fine Update [ Update Now | S\ Intelligence Source | % Proxy Options | 9\ Cloud-Based URL Database Detection | 4% Refresh | Status: Not updating
|
» Monitor || No.  Database Current Version | Latest version Update Sve Exp. Auta Update Operation
» Network || eurat-x unknown Threat Database Update Interval: 5 minutes
¥ Objects b 1 (JUnknown Threat Intelligence 2020-06-06 05:30:22 2020-06-06 05:30:22 2020-08-18 v ¥
» Policies File Verification Model Database Update Interval: 1 month
~ System '] 2 9 Sangfor Engine Zero File Verification Made| Database. 2020-03-02 11:00:00 2020-03-02 11:00:00 2020-08-18 v 29
4 General Neural-X New Threat Databases Update Interval: 14 days
» Systsm
[ 3  URLDatabase 2020-05-07 15:21:46 2020-05-07 15:21:46 2020-08-18 v @39
» Central Management
[ 4 Exploit Protection Database 2020-05-21 17:00:00 2020-05-21 17:00:00 2020-08-18 v 39
» Security Capability Update [ 5 Application Ident Database 2020-05-08 11:55:59 2020-05-09 11:55:58 2020-08-18 v @39
- [ 6 WAF Signature Database 2020-05-23 17:00:00 2020-05-23 17:00:00 2020-08-18 v 39
e [ 7 DataLeak Protection 2018-02-16 18:00:00 2018-02-16 18:00:00 2020-08-18 v @39
— [ 8 Vulnerability Analysis Rule 2020-02-26 17:00:00 2020-02-26 17:00:00 2020-08-18 v 39
| Troubleshacting
—— [ 9 Anti-Virus Database 2020-05-16 13:03:44 2020-05-18 13:03:44 2020-08-18 v ®9
D DGR [] 10 Security Events 2020-05-18 09:00:00 2020-05-18 09:00:00 2020-08-18 v 29
Basic Databases
» Authentication System
[ 11 Software Update 2020-03-27 00:00:00 Never expire v 39
[ 12 Malicious Connection Database 2020-05-16 10:00:00 2020-05-18 10:00:00 Never expire v 39
[ 13 Threat Intelligence Database 2020-05-20 00:00:00 2020-05-20 00:00:00 Never expire v 39

Cloud-Based URL Detection menggunakan kemampuan dari NGAF untuk mengenali URL
secara tepat. Jika pelanggan ingin meningkatkan kemampuan pengenalan URL, harap
pastikan fungsi ini telah diaktifkan.

Cloud-Based URL Database Detection

Cloud-Based URL Detection: (@) Enable | Disable
ok

4. NGAF menggunakan Neural-X pada cloud untuk memperkuat kemampuan tingkat
keamanan yang lebih kuat, sehingga harus terhubung ke cloud. Jadi anda perlu memeriksa
apakah perangkat NGAF dapat mengakses alamat jaringan publik atau tidak, dan anda
sebaiknya meminta pelanggan untuk tidak melakukan blok terhadap IP NGAF pada

perangkat lainnya.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com




Unknown Threat Prevention By Engine Zero & Neural-X

» Status

| » Monitor
» Network
» Objects
* Policies
~ System
4 General
System
Central Management
Security Capability Update
Administrator
Maintenance

4 Troubleshooting
Troubleshooting
Tools

Logs

High Availability

< ||| Security Capability Update

Web Console || Packet Capture

Tools

Technical Support

5. Konfigurasi Security Policy Template

Content Security

+ Add X Delete | 4 Refresh

» System

Navigation

* Objects

» Network Objects

» Services

Description:

4 Security Policy Template
» Intrusion Prevention
» Web App Protection
» APT Detection
» Content Security

' Threat Signature Databases

| Content Identification Databases

|| Email Protection (It will scan
Sangfor Engine Zero.)

Server Port:

2k
Malicious Email Alert: | 1¢ ¢
3 URL Filter
Sites:

e

{7 File Protection (It will filter i

» IP Address Database

» Schedule

Schedule:

All week

» Trusted CA

Advanced Settings

Email Protection

URL Filter

Reguest Method:

File Protection

File Filter

File Signatures:

HTTP(get)

Select File Signature

No. File Signature

8 entries selected

Sangfor Engine Zero Based File Verification (i)

Movie,Music,Image, Text,Compressed File,Ap

| |Protect downloads to internal servers w

|| cancel

File Extensions

*.rm
*.rmvb
*.avi
*.asf
*wmv

*mp3
*.wma
*.ogg
-Jpg
*.gif
*.bmp
* tiff
*.png
*.cpp
iE
*.oxt
*.h

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com

OK

» Status
» Monitor [] No. I Name | Email Protection J URL Filter
1 Bot Enable Disable
» Network (]
: New URL Database L ple
* Objects
1 le
» Network Objects Name: Content View: All v Selected 12 objects
CTiTTE STOPPTTg
5 Description: Adult Content
» Services News Portal &
Protection 1T Related Illegal Content
4 Security Policy Template - . o . e
; ; [ |Email Protection (It will scan e Education Phishing & Malicious We...
Intrusion Prevention - Religion
Fake Site
Web App Protection 1 Nonprofit Organization
Science & Technology Adware
APT Detection £
. 4| | web Application Malware Attack
Content Security 3 [m] Tllegality & Immorality Exploit
Sites 4| | Life Related )
[» Threat Signature Databases . @[] Finance Mining
File Protection (It will fil " Redirection
[ Content Identification Databases @[ | Entertainment
| |Policy & Law XSS
» IP Address Database . i
Schedule: All week #| |Business & Economy Clickjacking
4 |m| Network Security
» Schedule SRR 4[| Software Update Malicious Script Attack
Advanced Settings
» Trusted CA & [v| Malware
1l v| Malicious Script
Uncategorized
¥ Policies
Add oK Cancel

Cancel




Unknown Threat Prevention By Engine Zero & Neural-X

Navigation e
)} Status |+Add 'l X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down ¥ Move | 4% Refresh [
» Monitor Policy for Server Scenario Source Destination
» Network Policy for Internet Access Scenario |
Zone: Lan_Area Zone: WAN_Area

» Objects O t A IR AGEEEs Network Objects: LAN Network Objects: All
~ Policies

» NAT D > Business Server Zone: WAN_Area Zone: Lan_Area

4 Access Control

» Application Control
» Country Blocking

» Connection Control

4 Network Security
» Policies
» Anti-DoS/DDoS
» ARP Spoofing Prevention

» Signature Model Learning

Network Objects: All

Network Objects: LAN

6. Pastikan zona asal/Source zone dan zona tujuan/ Destination Zone sudah benar

Navigation e ]
» Status 4 Add » X Delete | v Enable @ Disable | 4 Move Up & Move Down Move | %% Refresh | [# Advanced
» Monitor ["]  Priority ‘ Name | SEEEE ° STIEE SEEE - .
» Network Basics * Protection “* Detection and Response
1 ALL
» Objects D
Name: Anti
R -
Rolicies Description: Optional, 0 to 95 characters
» NAT (| > ErEess Status: 4 Enable
4 Access Control Source
» Application Control Zone: Lan_Area @
» Country Blocking Network (® Network Objects
Objects/Users:
Connection Control LAN (r ]
") User/Group
4 Network Security ]
Policies
Anti-DoS/DDoS Destination
» ARP Spoofing Prevention Zone: WAN_Area ]
» Signature Madel Learning Network Objects: All L]
| Bandwidth Management
» Deployment Wizard
» Blacklist/Whitelist
» Custom Webpage
» System Mext | | Cancel |

7. Konfigurasi security policy dan periksa apakah template terkonfigurasi sebelumnya
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Navigation

b Status

4 Add * X Delete | v Enable @ Disable | 4 Move Up ¥ Move Down

Move | Refresh | [ Advanced

» Monitor

D_ Priority | Name

» Network

» Objects

O 1

ALL

~ Policies

NAT
Access Control

4 Network Security

Policies

Anti-DoS/DDoS

ARP Spoofing Prevention

Signature Model Learning
Bandwidth Management
Deployment Wizard
Blacklist/Whitelist

Custom Webpage

» System

Business

» Authentication System

» Security Solution

Basics * Protection “* Detection and Response

Basics Protection (for any scenario)
[ JIntrusion Prevention (1)

W

Content security (file verification based on Sangfor Engine Zero) | i,\

‘Default Template_Internet Access Scenz ¥ | Action: () Allow
Bot
Anti-Virus

Default Template

Default Template_Internet Access Scena...
Default Template_Server Scenario
Anti-ransomware via file downloading pr...
+ New

Back Next Cancel

Navigation

» Status

Policies

» Monitor

[7] Priority Name

» Network

» Objects

ALL

~ Policies

NAT
Access Control

4 Network Security
Policies
Anti-DoS/DDoS
ARP Spocfing Prevention

Signature Model Learning

Bandwidth Management
Deployment Wizard
Blacklist/Whitelist

Custom Webpage

b System

» Authentication System

¥ Security Solution

Business

4 Add + X Delete | + Enable (@ Disable | 4 Move Up ¥ Move Down Move | G5 Refresh | [ @ Advanced
Add Policy for Internet Access Scenario

Basics ' Protection ' Detection and Response

Detection (for any scenario)

APT Detection (i)

|Defau[t Template v | Action:

[APT be
Default Template

e

| Anti-ransomware via bot reconnecting p... |
Resp( 4 New

Correlated Address Block (1)

Log event

Settings

Back OK Cancel

8. Contohnya, ketika sedang bertahan melawan botnet, host yang terjebak akan mengakses
nama domain dalam jumlah yang besar, dan nama domain ini tidak terdapat dalam
database lokal, maka Neural-X perlu digunakan untuk authentikasi penditeksian.

9. Penyerang menjebak pengguna LAN untuk memasukan perangkat USB yang tidak
dikenal, sehingga memicu virus worm [Advantage_Botnet_Script_2.exe] dan AF memblokir
kerja yang mengirimkan trafik keluar menuju ke alamat domain yang berbahaya.

Jalankan Server_new.exe pada PC Server:
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Home Share View

<« v 4 » NGAF Advantage Function POC Tools 20200415 » Botnet Testing Tools(Advantage Display) > Server vl

Name Date modified Type aize
s+ Quick access

a
I Desktop i X
POC files_all
4 Downloads . .
static 5 020 10:43
<] Documents templates 5/18 0 A
D Music
B Videos
(8] C:\Users\Administrator\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing Tools(Advantage Display)\Server\server_new.exe o [m} X
@ OneDrive -
B3 ThisPC

S+ CD Drive (E:) YM{

g Network

5 items

Konfigurasi ala”mat dari program klien, seting IP dari PC server dalam file:

—
<« T » NGAF Advantage Function POC Tools 20200415 > Botnet Testing Tools(Advantage Display) » Client » static
Name Date Type Size
st Quick access 7 -
I Desktop download file 1 e * AM F e folde .
address 6/11/2020 5:11 AM  Configuration sett... 1 KB
" R BetaBot_downloader 11/20 9 12:56 File 1 KB
= Documents BetaBot_downloader_shell 11/20/2019 12:5 File 1 KB
| Pictures A decode _tool 4 4 59 KB
J‘ Music a encryption_tool 8/14 48 A KB
static linkee File 1KB
B videos randcc File 1 KB
wannamine File 1 KB
@ OneDrive
I This PC address - Notepad = O X
¥ Network File Edit Format View Help
Haddress]
File_locatiod:http://128.23.24‘2:89/5tatic/
ip_of_target_server=10.100.4.164
port_of_target_server=8080
[local_file]
filepath_file=static/waf/file
filepath_text=static/waf/text
filepath_ips=static/IPS
Windows (CRLF) Ln1, Col1 100%

Jalankan Advantage_Botnet_Script_2.exe pada PC klien:
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| \Q- C:\Users\Administrator\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing Tools(Advantage Display)\Client\Advantage_Botnet_Sc... - O X

a dapat melihat dari log dalam report center.

3:14) | Src zone (All) | Src IP/user (IP:192.168.1.2) | Dst zone (All) | Dst IP (All) | Action (Allow,Deny) | URL category (Al) | Detection Type (In the cdoud.

Dow Whit... Details

Domain Name URL Sout

W.: www.sangfor.com | W.:community.sangfor.com | E.:tech.support@sangfor.com 8
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