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Integrated Correlation & Response with Endpoint Secure

BAB 1 Keterangan Fungsi

ES dapat terkoneksi dengan NGAF untuk proteksi PC pengguna melawan virus.

BAB 2 Rekomendasi Pedoman

2.1 Skenario:

Pada perusahaan besar IT mengalami ancaman keamanan internal dan eksternal sejak
lama. setelah membeli NGAF dan ES Sangfor secara bersama diharapkan dapat melawan
ancaman keamanan tersebut.

2.2 Test Tools

1. Untuk menguji Botnet, anda dapat menggunakan SANGFOR_NGAF_v8.0.17_Best
Practice_Integrated Coorelation & Response with Endpoint Secure.7z, cari di PMO.
Jalankan wannamine.exe di PC, wannamine.exe akan memcoba menggunakan DNS untuk
mencari URL dari Botnet, tetapi sebenarnya tidak akan mengakses URL dari Botnet...

Name =

Type

static
S0 Advantage_Botnet_Script_1
h~ Advantage_Botnet_Script_2
f:f Advantage_Botnet_Virus_1

Application 6.659 KB

«, Advantage_Botnet_Virus_2 14/2019 1:48 4

4 wannamine 14/2019 1:48 4

2. Ketika anda menjalankan program, mungkin akan terjadi kesalahan terkait api-ms-win-
crt-runtime-11-1-0.dll, Jadi disarangkan untuk mengunduh Visual C++ Redistributable
Runtimes All-in-One dan menginstall semua yang berkaitan dengan Visual C runtime
libraries.

Catatan: Sistem Operasi yang berbeda akan muncul kesalahan yang berbeda. Anda dapat
mencari solusi tersebut di Internet, akan tetapi biasanya kasus kesalahan tersebut adalah
file Visual C Runtimes yang hilang.

BAB 3 Konfigurasi
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Integrated Correlation & Response with Endpoint Secure

1. Periksa apakah NGAF diperbolehkan.

Navigation

» Status

[ System *

» Network

» Objects

» Policies

~ System

4 General
» System

 Logging Options.
» Alarm Options
» Central Management
» Secunty Capability Update
» Administrator
I Maintenance
I Troubleshooting

» High Availablity

» Authentication System

» Security Solution

2. Pastikan telah diperbaharui sampai yang terbaru.

[ system Time || metwork || Local acL |[ webur

o Secunty Capabilities Update and Security License

| SMTP Server

Privacy Options

© Basic and Advanced Security License

Advanced Function:
v Pr

» Sangfor Engine Zero License

Sangfor Engine Zero Function License

ro based file ation

Engine Model Update

Cloud Service Subscription

Neural-X New Threat Update

9.

Expiration Date: 2020-08-18

Software Upgrade

<

Software Upgrade

ntinuous ui f software

Expiration Date: 2020-08-18

Neural-X Unknown Thi

reat Update
rity p

v

@ Disable | [ Offiine Update (8 Upda

N\ Intelligence Source | \ Proxy Options |\ Cloud-Based URL Database Detection

45 Refresh | Status: Updating

4 General
System

» Logging Options

» Alarm Options

» Central Management
» Security Capability Update
» Administrator
' Maintenance
I Troubleshooting

» High Availability

» Authentication System

» Security Solution

[] No. Database
Neural-X Unknown Threat Database
[] 1 (QUnknown Threat Intelligence

File Verification Model Database

Current Version

2020-06-12 08:02:34

[] 2| % Sangfor Engine Zero File Verification Model Database | 2020-03-02 11:00:00

Neural-X New Threat Databases
3 URL Database

4  Exploit Protection Database
5  Application Ident Database
6  WAF Signature Database

7  Data Leak Protection

8 Vulnerability Analysis Rule
9

Anti-Virus Dat

ase

ooooooog

10  Secunty Events
Basic Databases

[] 11 Software Update
[] 12 1P Address Database

[] 13 Threat Database

2020-05-07 15:21:46
2020-06-04 15:00:00
2020-05-09 11:55:59
2020-05-30 15:00:00
2018-02-16 18:00:00
2020-06-01 17:00:00
2020-05-18 13:03:44
2020-05-18 09:00:00

2020-05-19 10:00:00
2020-06-03 00:00:00

Latest Version

2020-06-12 08:02:34

2020-03-02 11:00:00

2020-05-07 15:21:46
2020-06-04 15:00:00
2020-05-09 11:55:59
2020-05-30 15:00:00
2018-02-16 18:00:00
2020-06-01 17:00:00
2020-05-18 13:03:44
2020-05-18 09:00:00

yms)_sp
2020-05-19 10:00:00
2020-06-03 00:00:00

Update Svc Expi.

2020-08-18

2020-08-18

2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18

Never expire
Never expire

Never expire

Auto Update

v

QIS S S QS S AN

2 (X

Operation
Update Interval: S minutes \/
39
Update Interval: 1 month v
392
Update Interval: 14 days
39
292
39
89
39
29
89
®9

®9
9
89

3. Konfigurasi untuk menghubungkan NGAF dan ES, anda hanya perlu mengisi IP dari ES.
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Integrated Correlation & Response with Endpoint Secure

e T
Endpoint

| Endpoint Secure Integration Protection
» Objects | The correlation is between NGAF and Endpoint Secure to share sdix¢ernal Threats c) Endpoint

information, visualize threats and facilitate taking action across platforms.

» Policies
» System
Correlation
Lhuthantication Svstam aod Analvaie Sangfor Endpoint Secure, integrated with Al-based Sangfor Engine Zero,
w Security Solution engine, ch b engine and rep database, when
coordinating with Sangfor NGAF, SIP and 1AM, provides a comprehensive,

ot o
4 Cloud Correlation highly coordinated and automated platform featuring continuous detection,
Cloud Correlation Options rapid response to threats and effective multi-layer protection.
Neural-X Subscription Comp!
[ To Official Si
Pro on | GoTo Official Site
4 Endpoint Protection

Endpoint Secure Correlation
Logging In and Correlation to Endpaint Secure How to Subscribe?
Endpoints How to Connect?
» Security Capabilities ) Connection Method: @ Endpoint Secure on () Endpoint Secure in
o Premuse. Cloud
3
o Endpoint Secure 1P address, example: 192.168.1.1 ]
o Server IP:
2
work intrusions 2 Suspici Connect
o
o |
-3 {
8 |
3
Highlights

Artificial Intelligence, Accurate Identification

Correlated & Responsive Remediation

<
&

Multi-layered Detection, Comprehensive Protection

Endpoint Detection and Response

» Status
> Metwork Endpoint Secure Integration Protection
» Objects The correlation is between NGAF and Endpoint Secure to share ssix¢ernal Threats Endpoint
information, visualize threats and facilitate taking action across platforms. p
» Policies
» System
Correlation
» Authentication System f i ith Al- f ine Z
and Analysis Sangfor Endpoint Secure, integrated with Al-based Sangfor Engine Zero,

~ Security Solution engine, cloud-based engine and database, when

o om coordinating with Sangfor NGAF, SIP and 1AM, provides a comprehensive,

highly coordinated and automated platform featuning continuous detection,

4 Cloud Correlation
rapid response to threats and effective multi-layer protection.

Cloud Correiation Options

Neural-X Subscnption
Visit Manager | View Correlation Details

4 Endpoint Protection

Endpoint Secure Correlation
Service Details

Endpoints
Status: Online
» Security Capabilities o
o Running For: 25 days
3 Endpoint Secure  192.168.1.100
o Server IP: &
=3
ntrusions R Susp Connected 2
Endpoints:
© | o
g | Correlated Actions: 0
o
S |

Highlights

0 Artificial Intelligence, Accurate Identification
‘ E; ~.  Correlated & Responsive Remediation
. Multi-layered Detection, Comprehensive Protection
»l ]Q

4. Konfigurasi Security policy dan anda harus memilih sumber dan tujuan yang benar, atau
policy tidak akan berfungsi.

Endpoint
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Integrated Correlation & Response with Endpoint Secure

Navigation

P —— [optional, 0 to 95 characters
 Application Control LS
» Country Blocking
> Commtion Conel e s
4 Network Security (L M
» Policies () User/Group
» Anti-DoS/DDoS [Select
» ARP Spoofing Prevention
' Bandwidth Management ‘DNZ-WAN
[ an

Navigation

Edit Policy for Internet Acce

Basics Protection (for any scenario)

» NAT
) ntrusion Prevention (i)
“ o [Default Template_tnternet Access Scenc|  Action: Allow @ Deny
» Application Control o
[E Content security (file verification based on Sangfor Engine Zerc) (D)

| Content vl Action:  (DAllow (@ Deny
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Integrated Correlation & Response with Endpoint Secure

Navigation « | I

» Status + Add v+ X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down 'iTRMove @ Refresh @Advanced
» Network [V] Priority Name Type Source Destination Risk Assessment Protection
» Objects
) 1 teat Internet Acosss Zone: La_Area e Zone: DMZa;WArl - [Conte
» Policies 3 e e Y R e
Edit Policy for Internet Access Scenario
» System

Detection and Response

» Authentication System

Detection (for ar enar
v Security Solution -
&4 APT Detection
4 Cloud Correlation

T v | Action: Allow (@ Deny
Cloud Correlation Options
Local DNS Server Exists: Yes @ No
Neural-X Subscription
4 Endpoint Protection
Endpoint Secure Correlation Brapense. {fossa

Endpoints Correlated Address Block (i Settings
Log event

Security Capabilities

Back OK Cancel

1. Penyerang menjebak pengguna LAN untuk memasukan perangkat USB yang
tidak dikenal, sehingga memicu virus worm [wannamine.exe] dan AF memblokir
kerja yang mengirimkan trafik keluar menuju ke alamat domain yang berbahaya.

Jalankan Server_new.exe pada PC Server:

e I e

| &« 4\ » NGAF Advantage Function POC Tools 20200415 > Botnet Testing Tools(Advantage Display) » Server v O Search Serve: P

Name - Date modified Type Size
s Quick access

I Desktop i ) s
POC _files_all 5/18/2020 10:4

¥ Downloads static 5/18/2020 10:43 AM

< Documents templates 5/18/2020 10:43 AM

&=/ Pictures 10/31/2019 5:24 AM

D Music

B Videos |
@ OneDrive
B8 This PC

J» CD Drive (E:) VM

¥ Network

5 items 5| &=

Konfigurasi alamat dari program klien, seting IP dari PC server dalam file:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 5



Integrated Correlation & Response with Endpoint Secure

[
< ) NGAF Advantage Function POC Tools 20200415 Botnet Testing Tools(Advantage Display) » Client static
Name Date modified Type ize
# Quick access
download_file 6/11/2020 6:37 AM File folde
Deskt: —
b address 6/11 1Al onfiguration sett... 1 KB
3 Downloads BetaBot_downloader 11/2 912:5 File 1KB
5| Documents BetaBot_downloader_shell 20/2019 12:5 File 1 KB
=] Pictures .! decode_tool 8/14/2019 1:48 AM Application 6,059 KB
J‘ Music \‘ encryption_tool 8/14/2019 1:48 AM Application 6,057 KB
static linkce 2 912:5 File 1 KB
m Videos randcc 11/2 912:5 File 1KB
wannamine 20/2019 12:5 File 1 KB
@ OneDrive
8 This PC address - Notepad = O X
o Network File Edit Format View Help
Maddress]
file_locatior|=http://128.23.24.2:80/static/
ip_of_target_server=10.100.4.164
port_of_target_server=8088
[local_file]
filepath_file=static/waf/file
filepath_text=static/waf/text
filepath_ips=static/IPS
Windows (CRLF) Ln1, Col1 100%
Jalankan wannamine.exe pada PC clien:
% C\Users\Client\Desktop\Advantage Function Test Tools\Botnet Testing Tools{Advantage Display)\Client\wannamine.exe

ratolhlj

raoifl.info

:armhgpqdsz

2. Lihat bukti kejadian host yang disusupi pada halaman User Security.
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Integrated Correlation & Response with Endpoint Secure

» Status Summary || Attack Events
» Network  Refresh Today *
» Objects User Security By Severity and Certainty
» Policies .
High: 0 Compromised: 1
» System @ Compromised: 1
» Authentication System . High: o o
1
~ Security Solution Users 8 Medium: )
4 Cloud Correlation
. Low: 0
» Cloud Correlation Options.
» Neural-X Subscription Severity LoW:0
4 Endpoint Protection Certainty
» Endpoint Secure Correlation Users (1) [
» Endpoints [} Fix Malicious File | (5h Mark as Fixed | (ifiNotify User | [ Auto Fix | ] Fixed Event Z Filter ||1P address R
» Security Capabilities [¢] No. User Severity  Status Severity (i) Certainty.. Attack Type Attack St . Detections  Pending/Total Files  Correlation Operation
P 1 O 19216812 Compro.. Pending  HighT Compro. conficker| [1P/Domain-C&C Cor C&C Com. 8 s @0 2- 0
| 122 @& | Entries Per Page S0 v 1-10f1

3. Lewati halaman Correlated Analysis of Compromised Host Process.

» Cloud Correlation Options

» Network 2 Refresh Today v
» Obiects Users (1)
» Policies IS Fix Malicious File | [ShMark as Fixed | Gl Motify User | [ Auto Fix | B Fixed Event Z Filter |[1P address P
¥ System [ MNo. User Severity  Status Severity (i) Certainty.. Attack Type Attack St.. Detections  Pending/Total Files  Correlation Operation
» Authentication System B 1 19216812 Compro.. Pending  HighT Compro.. [conficker] [IP/Domain-C&C Cor C&C Com ] us @@ -0
= Security Solution

4 Cloud Correlation

1{/1 @ | Entries Per Page 50 v 1-10f1

> Neural-X Subscription User: 192.168.1.2

Previous(t) | | Next(4)

4 Endpoint Protection
» Endpoint Secure Correlation Correlation

» Endpoints

» Secunty Capabilities

Detection at Gateway

aghin.ws Root Cause

Access

conficker View Sangfor Security Wiki

ahkvyu.ws Root Cause

Access

conficker View Sangfor Security Wiki

4., Cari proses trafik keluar tertentu yang menangani inisiasi

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com

Files

Files

=

Forensics on Endpoint

% Non-system File
% Non-system File
% Non-system File

More

% Non-system File
% Non-system File
% Non-system File

More

Sangfor Endpoint Secure found no malicious file. You may log in to Endpoint Secure Manager and perform scan.

veruntime

wannamin...

veruntime

veruntime

wannamin

veruntime:

©

Analysis Results ()

Fix Malicious File

Suggestions and status

View All Malicious Files

Monitor Details
- Details

- Details

Monitor Details
- Details

- Details

file tersebut.



Integrated Correlation & Response with Endpoint Secure

Files (192.168.1.2)

Go to Endpoint Secure Manager - https://192.168.1.100 to view more.

[ Quarantine | 2 Trust Al statuses |~ [All severities [v| [aqhin.ws
[l No. | File Threat File Path Time Created Suggestion Action

3 Malicious Domain Names: aghln.ws ('
c:\users\admini~1\appdata\io.. 2020-06-11 20:.. Monitor

1

2 ci\users\administrator\deskto.. 2020-06-11 19;
3 X ecunty issue c:\users\admini~1\appdata\lo.. 2020-06-12 09:
4

\deskt: 119:

M 4 (Page  1lof1| b M | & Entries PerPage: S0

Called File Secunty i
- * 4 Q vcruntimel.  Malicious U

Endpoint Parent Process. Process
192.168.1.2 c:\usershadminist c:\users\administ
Security issue Security issue

Fending | Fix Now

File Path: " . The file is| QUBTBNtine thing needs to be done. But malicious

code may| Trust jo processes and malicious activities
may be pé Please keep monitoring or perform a full

File Size: &M scan. View Sangfor Security Wiki

File Type: MNon-system File

Created At:  2020-06-11 19:59:11

File MDS: 36c93b66fd835f7648760962207ceb54

6. Ketika virus worm pada klien telah dibersihkan, virus worm [wannamine.ext]
akan bersih.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8



Integrated Correlation & Response with Endpoint Secure

I & 5 | Client = O X
Home Share View 0
€« > vH « Botnet Testing Tools(Advantage Display) » Client v &  Search Client P

~
Name Date modified Type Size
5 Quick access
static 5/18/2020 10:43 AM  File folder
[l Desktop * . ) _——
45 Advantage_Botnet_Script_1 8/14/20197:05PM  Application 6,679 KB
* Downloads  # 4% Advantage Botnet_Script 2 8/14/20197:06 PM  Application 6,667 KB
(=] Documents * 1% Advantage_Botnet_Virus_1 8/14/2019 1:48 AM  Application 6,659 KB
[&=] Pictures * »+. advantage_botnet_virus_2 6/11/2020 6:28PM  Application 6,659 KB
) Music *
static
B videos
@ OneDrive
I This PC
¥ Network
5 items

Anda dapat menemukan bahwa ES telah mengkarantina file virus tersebut.
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Integrated Correlation & Response with Endpoint Secure

@ Endpoint Secure Protect

»Settings
Logs
:"Quarantine;’Tru st
S About

Exit

Quarantine/Trust

Quarantine Trust

File Virus Virus Type Time

c\users\administrator\deskt... Malware 2020.06.11 18:26

1 entries | entries -

7. Dapat di cari rekam jejak kebiasaan jahat.

» Status Correlated Actions || Endgoint
» Network %S Refresh @Visit Manager 1P address L
s No.  Endpoint Endpoint IP Address Operation Description Time

1 DESKTOP-OEDJOH2 192.168.1.2 Quarantine file Quarantine veruntime140.dil File Name Succeeded 2020-06-11 18:27:04
Jubohcles 2 DESKTOP-OEDIOH2 192.168.1.2 Quarantine file Quarantine vruntime140.dil File Name Succeeded 2020-06-11 18:27:04
» System 3 DESKTOP-OEDIOH2 192.168.1.2 Quarantine file Quarantine advanta File Name Succeeded 2020-06-11 18:27:04
R S 4 DESKTOP-OED)OH2 192.168.1.2 Quarantine file Quarantine wannami File Name Succeeded 2020-06-11 18:26:56

~ Security Solution

4 Cloud Correlation
Cloud Correlation Options
Neural-X Subscription

4 Endpoint Protection
Endpoint Secure Correlation

» Secunty Capabilities

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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