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Botnet Prevention

BAB 1 Skenario

1.1 Perkenalan Fungsi

Piranti anti-virus dan firewall pada umumnya memiliki keterbatasan efektifitas dalam
menditeksi trojan. Pada skenario APT (Advanced Persistent Threat), Antivirus dan
Firewall biasa memiliki tingkat diteksi dan pertahanan yang lemah. Oleh sebab itu,
sistem penditeksian secara dini diperlukan untuk menditeksi dan mengenali mesin
yang terinfeksi untuk memperkecil resiko yang terjadi pada komputer pengguna. Pada
saat yang sama, sejarah dari data perubahan sangat penting untuk melakukan
penelusuran.

1.2 Pengujian URL

Anda dapat menguji melalui URL berikut:
ifferfsodp9ifjaposdfjhgosurijfaewrwergwea.com
iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
v.beahh.com

aghln.ws

mimy.3322.org
www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
clptiiybpip.cn

task.attendecr.com

bddp.net

cqogflioz.cn

BAB 2 Pedoman yang disarankan

Lakukan pengecekan lisensi untuk memastikan Fungsi lisensi telah diaktifkan pada
perangkat.
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Botnet Prevention

System
} Status [ system Time || Metwork | Localact || webur || sMTp server || Licensing || Privacy Options |
* Monitor D Authorized User: test, Expiration Date: 2020-09-23
b Network
» Objacts | Basics
» Policies Version: 8.0.26 Gateway ID:  AG3FD2AB
~ System
et I Licensing
System
» Central Management Natwork

» Security Capability Update

Gateway SSL VPN
» Administrator 'C; Determine how many WAN links and VPN branch sites are o Determine the maximum number of concurrent users
. allowed =
Maintenance + Max Concurrent Users: 2
+ Branch VPN Sites: 2
¥ Troubleshooting . Bandwidth license: 100 Mbps

» High Availability

} Authentication System
Security C: Update and Security

» Next Gen Security System

» Basic and Advanced Security

Basic Functionality Advanced Functionality
1 Access Control, Intrusion Prevention, APT Detection, Content /‘ Web App Protection, Realtime Vulnerability Analytics, Ant
[ 1 Security and more to ensure gateway security defacement and more to ensure security of business systems

Pastikan database telah diperbarui hingga pembaruan terbaru.

» Status + Enable @ Disa $ off A Intslligence Source | Proxy Options | 9 Cloud-Bassd URL Database Dstection = 4% Refresh | Status: Unknown
» Monitor [] No. Database Current Version Latest Version Update Svc Exp... Auto Update Operation
* Network Neural-X Unknown Threat Database Update Interval: § minutes ./
» Objects [] 1 ©Unknown Threat Intelligence 2020-07-13 00:20:37 2020-07-13 00:20:37 2020-09-23 v B2
» Policies File Verification Model Database Update Interval: 1 month
~ System [1 2 % Sangfor Engine Zero File Verification Model Database. 2020-05-17 18:00:00 2020-05-17 18:00:00 2020-08-23 v =9
4 General Neural-X New Threat Databases Update Interval: 14 days
System
[ 3 URL Database 2020-06-16 09:00:00 2020-06-16 09:00:00 2020-08-23 v 59
Central Management
[ 4  Exploit Protection Database 2020-07-07 17:00:00 2020-07-07 17:00:00 2020-08-23 v 292
» Security Capability Update [ 5 Application Ident Database 2020-05-09 11:55:59 2020-05-09 11:55:59 2020-03-23 v s9
» Administrator [] & WAF Signature Database 2020-07-05 15:00:00 2020-07-05 15:00:00 2020-09-23 v 92
N [ 7  Data Leak Protection 2018-02-16 18:00:00 2018-02-16 18:00:00 2020-03-23 v s9
| Maintenance
[ 8  Vulnerability Analysis Rule 2020-07-03 17:00:00 2020-07-03 17:00:00 2020-08-23 v s9
I Troubleshacting
[ 9  Anti-Virus Database 2020-05-19 11:00:00 2020-05-19 11:00:00 2020-08-23 v 59
5 High Avallability :
10 S ity Event: T 2020-07-06 11:00:00 2020-0%-23 v £
seurity Events It includes antivirus database, domain name, URL 89
Basic Databases and IP address databases.
} Authentication System
[ 11  Software Update = 2020-06-24 00:00:00 Never expire v 29
» Next Gen Security System L
[ 12 1P Address Database 2020-05-19 10:00:00 2020-05-19 10:00:00 Never expire v =9
[ 13 Threat Intelligence Database 2020-07-10 00:00:00 2020-07-10 00:00:00 Never expire v 52

Proteksi Botnet direkomendasikan untuk server dan workstation, keduanya memiliki resiko
terinfeksi yang sama.

Catatan Penting: Jika memiliki DNS server dalam intranet dan pengguna intranet
mengunakan DNS dari intranet untuk nama domain yang digunakan, “Honeypot” adalah
teknelogi yang harus di aktifkan. Meneruskan permintaan DNS dengan cara sebagai berikut
dibawah ini:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 2



Botnet Prevention

Settings

Tha IP address to a malicious URL will be redirected to the following honeypot
1P address upon access, o as to find the true IP address of the bot-infected
host by listening to the accesses to that heneypot [P address.

This is recommended only for the following situation:

1. Tha NGAF appliance is not daployed in Mirror mode.

2. A DNS server is deployed on the network, as shown in the figure below:

=g

| {8 Use Sangfor online haneypot address (racommended) I

" Specified

(make sure internal hosts have access to this adgress)

2.1 Rekomendasi Policy Proteksi pada Endpoint

Tambahkan area dan policy, Proteksi Enpoint dibutuhkan memilih arahan untuk
memperhatiakan area asal adalah area internal jaringan, area tujuan adalah area
jaringan publik.

Navigation
} Status
» Monitor
Add Policy for Internet Access Scenario
» Network
b Objects Basics * Protection *  Detection and Respanse
= Policies Name: ‘Ap‘r
L GEr Description: |optional, 0 to 85 characters
4 Access Control Status: |# Enable
+ Application Control Source
+ Country Blocking Zone: [Lan Area
» Connection Contral Network ‘@ Network Objects
bt

|Lan
| User/Group

4 Network Security

» Palicies |Se\ect

» Anti-DoS/DDoS

+ ARP Spoofing Prevention

» Signature Medal Learning Zone:

|wan_area
Network Objects: ‘ Al

I Bandwidth Management

» Deployment Wizard
» Blacklist/Whitelist

» Custom Webpage

b System
} Authentication System

» Security Solution

Untuk mengaktifkan fungsi botnet, gunakan “Default template” untuk policynya dan “Deny”
untuk aksi sebagai kebutuhan melakukan pertahanan yang dibutuhkan.
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Botnet Prevention

Navigation ici APT Detection

Add Policy for Internet Access Scenario

~ Objects

 Detection (for any scenario)
|4 APT Detection (i)
Default Template ~ | Action: @ allow () Deny

» Network Objects

» Services

4 Sacurity Policy Tamplate

» Intrusion Prevention Local DNS Server Exists:  ConfiguredChange

+ Web App Protection

» APT Detaction

- Response (for any scenario)

Correlated Address Block (i) Settings
[#] Log event.

» Content Sacurity

[ Threat Signature Databases

[ Content Identification Databases
» IP Address Database
» Schedule

» Trusted CA

2.2 Rekomendasi Policy Proteksi pada Server

Tambahkan policy dan pilih area yang diperlu diproteksti. Proteksi Server dibutuhkan
memilih arahan untuk memperhatiakan area asal adalah area internal jaringan, area tujuan
adalah area jaringan publik.

Navigation

Add Policy for Server Scenario

» Network Objects Name: 30T Server

» Services Description: |optional, 0 to 85 characters ]

Status: |# Enable

4 Security Palicy Template

» Intrusion Prevention

urce

» Web App Protection Zone: ‘WAN_Arsa ‘Q
» APT Detection Network (® Network Objects

Objects/Users:
» Content Security Al =]

| Threat Signature Databases

| Contant Identification Databasas

Zone: ‘ Lan_rea ‘g

Network Objects: | geryer ‘il

» 1P Address Database

» Schedule
ptions (i)

Server Scenarie: [Saumg is not processed via SHAT or CDN "\

¥ Trusted CA

Untuk mengaktifkan fungsi botnet, gunakan “Default template” untuk policynya dan “Deny”
untuk aksi sebagai kebutuhan melakukan pertahanan yang dibutuhkan.
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Botnet Prevention

Navigation < | EIERN | APT Detection *
) status 4 Add + X Delete | v Enable @ Disable | # Move Up & Move Down T Move | 48 Refresh | [BiAdvanced & Filter | Search 3
) Monftor [] Priority Name Type Source Destination Risk Assessment Protection Detection and Response status
+ Network Add Policy for Server Scenario x RO
D 1 Botnat i i ) Intrusion Prevention Correlate address v
T Basics * RiskAssessment + Protecton * Detaction and Response B e s
threats
Metwork Objects Detection (for any scenario)
Eorfea ¥ APT Detection (i)
Defoult Template V] Action: @ Allew  Deny Select action based on
4 Security Policy Template 0 : t
Intrusion Pravention Local DNS Server Exists:  ConfiguredChangs user s requirements.
Web App Protaction
APT Detection T CraaETE
(T SRy Correlated Address Block (i)  Setrings
¥ Log event
Threat Signature Databases
Content Identification Databases
1P Address Database
Schedule
Trusted CA
» Policies
» System
» Authentication System
» Security Solution — —
Back oK Cancel

M 4 I:l“ P MR Entrrasparpags
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Chapter 3 Perhatian

Aksi dari policy botnet, Skenario akses untuk "Policy for Server Scenario" atau "Policy for
Internet Access Scenario ", pada dasarnya adalah “allow”, jika anda ingin meruhannya
menjadi “Deny”, anda perlu memilihnya secara manual;

Fungsi botnet dalam "Policy for Internet Access Scenario" dapat secara otomatis tersedia
pada area yang telah dipilih melalui policy. Contohnya, area yang dipilih dalam "Policy for
Internet Access Scenario" adalah semua external network area, dan tujuan area adalah
internal network area. Tujuannya untuk mengidentifikasi dan prosess dari botnet, sumber
adalah internal network area dan yang menjadi target adalah external network area;

Fungsi “Suspicious Trafik” dari botnet tidak melakukan blok terhadap perlakuan yang tidak
biasa, ia hanya melakukan diteksi, dan hanya menyalinnya dalam log dan pada saat yang
sama pencatatan paket data original untuk nantinya dilakukan penelusuran.

Navigation B8l | APT Detection
) Status + Add X Delete 43 Refresh
» Monitor "] No. Name Protection
- 1 APT Remote Access Trojan,Suspicious Traffic
» Network
=2 Default Template Remote Access Trojan
¥ Objects
= 3 Anti-ransomware via bot reconnecting prevention Remote Access Trojan

Network Objects
Services

4 Security Policy Template
Intrusion Prevention
Web App Protection
APT Detection

Content Security

Threat Signature Databases

Content Identification Databases

W.: www.sangfor.com

Edit Template X

Template Name:  apT
Description:

Security Options

# Remote Access Trojan
| «| Suspicious Traffic Settings (i |

OK Cancel
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