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Bandwidth Management

BAB 1 Skenario

Perusahaan kecil dan menengah memiliki bandwidth jaringan yang terbatas, dan
menaikan bandwidth akan menambah biaya yang lebih banyak. Banyaknya orang
dalam jaringan saat ini membuka Youtube saat jam kerja, membuat efisiensi kerja yang
rendah dan pada saat yang sama online video meeting membutuhkan bandwidth yang
lebih besar. Pelanggan ingin mengoptimalkan penggunaan bandwidth.

Perbedaan antara bandwidth terbatas dan bandwidth terjamin:

channel yang dijamin didasarkan pada nilai bandwidth minimum yang dijamin. Dalam
hal penggunaan bandwidth yang tinggi, pengguna dijamin dengan tingkatan prioritas
bandwidth. Bandwidth dijamin sangat baik diterapkan bagi pengguna dengan prioritas
tinggi, seperti manajemen, atau penjelajah situs, email, aplikasi bisnis, dan aplikasi
lainnya dengan prioritas tinggi. Chanel bandwidth yang dibatasi dengan maksimum
bandwidth yang tersedia untuk pengguna, dan cocok untuk karyawan biasa atau
aplikasi berprioritas rendah seperti mengunduh dan p2p.

BAB 2 Konfigurasi Awal

1. Bandwidht management menggunakan database untuk mengidentifikasi aplikasi, jadi
pastikan database terlah diperbaharui hingga yang paling terakhir sebelum lakukan
konfigurasi untuk bandwidth management.

Navigation
» Status

¥ Monitor

«

» Network

* Objects

» Policies
~ System
4 General
System
Central Management
Security Capability Update
Administrator
Maintenance
Troubleshooting

High Availability

} Authentication System

b Next Gen Security System

Security Capability Update

Q, Proxy Options

Q Intelligence Source

9, Cloud-Based URL Database Detection | 5 Refresh  Status: Not updating

| MNo. Database
Neural-X Unknown Threat Database
1 (JUnknown Threat Intelligence

File Verification Model Database

Current Version

2020-07-13 00:20:37

2 # Sangfor Engine Zero File Verification Model Database. 2020-05-17 18:00:00

Neural-X Mew Threat Databases

3 | URL Database

4 Exploit Protection Database

:
6  WAF Signature Database

7  Data Leak Protection

8 Vul ility Analysis Rule

9 Anti-Virus Database

10 Security Events
Basic Databases

11 Software Update

12 IP Address Database

13 Threat Intelligence Database

2020-06-16 09:00:00
2020-07-07 17:00:00
2020-05-09 11:55:59
2020-07-05 15:00:00
2018-02-16 18:00:00
2020-07-03 17:00:00
2020-05-19 11:00:00
2020-07-06 11:00:00

2020-05-19 10:00:00

2020-07-10 00:00:00

Latest Version

2020-07-13 00:20:37

2020-05-17 18:00:00

2020-06-16 09:00:00
2020-07-07 17:00:00
2020-05-09 11:55:59
2020-07-05 15:00:00
2018-02-16 18:00:00
2020-07-03 17:00:00
2020-05-19 11:00:00
2020-07-06 11:00:00

2020-06-24 00:00:00
2020-05-19 10:00:00

2020-07-10 00:00:00

Update Svc Exp.

2020-09-23

2020-09-23

2020-09-23
2020-09-23
2020-09-23
2020-09-23
2020-09-23
2020-09-23
2020-09-23
2020-09-23

Never expire
Never expire

Never expire

Auto Update Operation
Update Interval: 5 minutes
v 89
Update Interval: 1 month
v $9
Update Interval: 14 days
v 29
v 39
v 29
v 29
v 39
v 29
v 29
v 39
v $9
v £ 9
v 89

2. Perhatikan konfigurasi pada port jaringan, kenali mana yang menjadi port WAN dan
pastikan “WAN attribute” telah ditandai. Ketika mengkonfigurasi line untuk bandwidth
management, anda hanya bisa memilih port jaringan dengan “WAN attribute”.
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Bandwidth Management

Kavigation - —————————————
» Status Physical Interface \ys‘nbdnmfaceﬂ\]ﬁvm'r« Interface | GRE Tunnc’lih Zone || Link State Propagation
» Monitor v % Refresh
~ Network [] Name Interface .. WANA.. Ping Type Zone 1P Assignment 1P Address MTU Link State Status
ST [ etho g No  Allow  Route (layer3) None @ Static IPv4/Static IPv6  10.251.251.251/24 1500 Not detecte; v
 Routing [ eth1 g No  Allow  Route (layer3) LAN Static IPv4/Static IPv6  192.168.3.1-192.168.3... 1500 etecte v
Vi el WS [] eth2 Yes Allow Route (layer 3) WAN Static IPv4/Static IPv6 192.168.20.90/255.25... 1500 € v
: [ eth3 No  Allow  Route (layer3) DMZasWAN Static IPv4/Static IPv6  126.23.24.1/255.255.2... 1500 et v
ittt [ ethe 7] No  Allow  Route (layer3) LAN Static IPv4/Static IPv6  192.168.1.1/24 1500 £ v
= [ eths g No  Deny Route (layer 3) None @ Static IPv4/Static IPv6 - 1500 v
1PSecVPN
» Objects
» Policies
» System
» Authentication System
» Next Gen Security System

Edit Physical Interface X

Enable -
Name: ath2
Description:
Type: Route (layer 3) v
Added To Zone: WAN v
Basic Attributes: Pingable
WAN attribute
| |IPSec VPN outgoing line: line1 |w /@
IPv4 IPv6
(@) Static ( )DHCP () PPPOE
Static IP: 192.168.20.90/255.255.255.0
@®
Next-Hop IP: 192.168.20.1 ®
Line Bandwidth
Outbound: 1024 Mbps ~
Inbound: 1024 Mbps ~
Link State Detection =
‘ OK ‘ ‘ Cancel

Hanya port jaringan dengan WAN attribute yang dapat dipilih.
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Bandwidth Management

Navigation

» NAT

4 Access Control
» Application Control Edit Line
> Country Blocking
» Connection Control

4 Network Security
» Policies

» Anti-DoS/DDoS

> ARP Spoofing Prevention

» Signature Model Learning
4 Bandwidth Management

» Bandwidth Channel

* Line Definition

» Deployment Wizard

» Blacklist/Whitelist

» Custom Webpage

I —————————————————————————————————————————————————————————————
3. Setelah line dibuat, anda perlu mengkonfigur policy line untuk mendefinisikan line
tersebut.

Navigation

Edit Line Policy

Internal Address
1P Address:

@Al
" Specify 1Pv4 IP or Range (1)

("1 Specify IPv& IP or Range (i)

—

LAN Port: Al
Specified

4 Access Control
» Application Control
+ Country Blocking
» Connection Control

4 Network Security

+ Policies 1P Address: @ al

5 1Pv4 1P or Range
+ Anti-Dos/DDeS OSpeaty Gy
R e | Specify IPvE IP or nm-%

» Signature Model Learning

4 Bandwidth Management
+ Bandwidth Channel

» Line Definition

» Deployment Wizard

» Blacklist/Whitelist

¥ Customn Webpage

BAB 3 Konfigurasi Lanjutan

1. Saat ini beberapa situs telah menggunakan protokol QUIC, dan pada perangkat saat ini
tidak dapat mengdekripsi protokol QUIC atau walaupun paket data pada URL tersebut
dapat dikenali, tetap saja lebih disarankan untuk melakukan blok/tidak memperbolehkan
protokol QUIC saat pengujian. Setelah melarang protokol QUIC, browser/penjelajah akan
secara otomatis bernegosiasai untuk mengunakan protokol https untuk interaksi data
tersebut.
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Bandwidth Management

Select Application

View:| All 2l

Selacted

EIOED
() [W] Known categories
[ others

NET Protocol/QUIC I

2. Poin terpenting adalah melihat aturan dari trafik aplikasi mana yang dikenali oleh NGAF.
Lalu untuk aturan aplikasi dapat dipilih dalam policy bandwidth management.

Navigation

» Status

~ Manitor
4logs
» Application Cantrol Logs
» Security Logs
» System Logs

4 Session
» Traffic Ranking
» Suspicious Traffic
» Top Sessions

» Bandwidth Management

4 Statistics
» Appli
» Traffic

tion

I System Status
I Report

I Logging and Alarm Options

» Network

» Objects

» Policies
» System

5% Refresh: 10 seconds

[ rop poss by matnc |

4% Refresh

. Filter

View: Top 60, Group (/)

No. Application Category
1 Youtube encryption Brow...
2 TeamViewer Accept Re.
3 Encrypted Youtube Video
4 ssL

5  Google Data

Tag

Reduce the Efficiency of ...

Security Risk

Reduce the Efficiency of ...

Line

Al lines.
All lines.
All lines
All lines.

All lines.

Outbound Speed
24.13(Kb/s)
400.7(Kb/s)
18.44(Kb/s)
62.33(Kb/s)

5.8(Kb/s)

Inbound Speed
521.72(Kb/s)
68.47(Kb/s)
449.11(Kb/s)
77.63(Kbys)
22.03(Kb/s)

Bidirectional ~
545.85(Kb/s)
469.16(Kb/s)
467.55(Kbfs)
139.96(Kb/s)

27.84(Kbfs)

Parcent

32.9%

28.3%

28.2%

B8.4%

Pilih aturan aplikasi yang berhubungan dengan policy bandwidth management.

Navigation

» NAT
4 Access Control

» Application Control

» Country Blocking

» Connection Control
4 Network Security

» Policies

» Anti-DoS/DDoS

» ARP Spoofing Prevention

* Signature Model Learning
4 Bandwidth Management

» Bandwidth Channel

+ Line Definition

» Deployment Wizard
» Blacklist/Whitelist

» Custom Webpage

W.: www.sangfor.com |

Select Application

View: All

|v ' [youtube

%2

[CRCRGRGRGNGEG]

Name
IM/Youtube Posting
IM/Youtube_Channel_Access

Network storage/Youtube Video Up

Name
IM/Youtube Posting
IM/Youtube_Channel_Access

Network storage/Youtube Video Upl...
‘Web Media/Youtube Bro...

Web ia/Youtube Bro
Web Streaming Media/YouTube Vid
Web Streaming Media/Youtube enc
Web Streaming Media/Encrypted Y

Web Streaming Media/YouTube Video
Web Streaming Media/Youtube enc...

Application
Application
Application
Application
Application
Application

Web ypted Yo...
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Bandwidth Management

Lalu perhatikan status dari trafik, lihat apakah trafik telah masuk kedalam flow control

channel yang berhubungan dengan policy bandwidth management itu.

Navigation Sl | Bandwidth Management

» Status ~ || 55 Refresh: 5 seconds » | 5% Refresh | Status: Running @ Bandwidth Management
~ Monitor Bandwidth Channel | WAN Speed | Exclusion Rule
Realtime =

4Logs

» Application Control Logs
Youtube

» System Logs Mbis
15
4 Session
» Traffic Ranking
» Suspicious Traffic
+ Top Sessions

» Bandwidth Management 0.5

4 Statistics
» Application

17:35:30

17:34:40 17:34:50 17:35:00 17:35:10 17:35:20

» Traffic
— Outbound Rate — Inbound Rate

| System Status
Tips: The two values in some columns respectively stand for Outbound] / Inbound)

» Security Logs
Transient Speed: Outbound: 40.41Kb/s Inbound: 1.01Mb/s

~ 88

' Report
Name Line. Transient Speed Parcent Users Min Bandwidth

Youtube Line 1 140.41(Kb/s) |1.01(Mby/s) 3% 102% o
0% 0% a

I Logging and Alarm Options
Defavit channel Al 10(b/s) LO(b/s)
» Network
» Objects
» Policies

* System

- 11013.76(Kb/s) |1013.76(..
130(Mb/s) [30(Mb/s) Running

Status
Running

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com



g SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,

express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




	BAB 1 Skenario
	BAB 2 Konfigurasi Awal
	BAB 3 Konfigurasi Lanjutan

