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Latar Belakang & SANGFOR

Informasi yang Anda kirim ke Internet diteruskan dari komputer ke komputer untuk sampai ke
server tujuan. Komputer apa pun di antara Anda dan server dapat melihat detail pribadi Anda,
dan informasi sensitif lainnya jika tidak dienkripsi dengan certificate SSL. Ketika certificate
SSL digunakan, informasi menjadi tidak dapat dibaca oleh semua orang kecuali untuk server
tempat Anda mengirim informasi. Ini melindunginya dari peretas dan pencuri identitas.

Akibatnya, meningkatnya adopsi protokol SSL untuk mengenkripsi komunikasi Internet
menyediakan penjahat cyber dengan lebih banyak cara untuk menghindari deteksi. Sangfor
NGAF dapat memeriksa traffic HTTPS dengan bertindak sebagai penengah.
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Skenario ! DSk

Ada dua skenario dekripsi SSL.

1. Dekripsi data ke server internal dari Internet. 2. Dekripso data ke Internet dari LAN

Klien mengakses server HTTPS dalam Klien mengakses server HTTPS eksternal
dengan inspeksi dekripsi untuk melindungi dengan inspeksi dekripsi untuk melindungi
dari dalam server. host internal.
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Mendekripsi data ke server internal dari Internet = SANGFOR

Teorl

Handshake klien dengan NGAF pada awalnya, setelah handshake berhasil, NGAF memulai
koneksi SSL dengan real server (NGAF adalah klien). Ketika handshake berhasil, NGAF
menerima dan mendekripsi data yang dikirim klien, data yang didekripsi akan dikirim ke WAF
dan fungsi lain untuk diperiksa. Jika ditemukan serangan, mereka memblokir, jika tidak
meneruskan data ke server. Ini adalah cara yang sama untuk menangani data yang me-reply
dari server.

Tetapi certificate NGAF tidak ada pada list Trusted Root Certification Authorizes, kita harus
meng-impor certificate server ke NGAF.
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Mendekripsi data ke server internal dari Internet S SANGFOR

Teorl

——

Import the server -
certificate -

Client

Server

As client AS server As client

AsS server
SSL Connection

< »
< »

SSL Connection

&
<

Send data to server

\ 4

> Inspect the traffic
if contained the risk, block
else forward to the server

Send data to Client

v

Inspect the traffic| -

if contained the risk, block ()
else forward to the client

A
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Mendekripsi data ke server internal = SANGFOR

Server scenario perlu mengisi source zone, source IP group, server IP dan port, serta
menambahkan certificate server, default dengan certificate Default.

Novigation | [ (certificate NGAF tidak ada pada

} Status + Add X Delete | + Enable @ Disable | 4 Move Up ¥ Move Down % Move | 42 Refresh | W\ Excluded Address | B Server Certificate Name L
&

S = P e— P ——— e e o | liSt Trusted Root Certification
Authorizes, browser akan

Enable

~ Policies

memunculkan halaman web

Application Control Sofirce
o — peringatan. Perlu mengimpor
Connection Control Network Objects: All a )
4 Network Security . ) - Certlflcate Server ke NGAF-)
Service: (®) Decrypt data to internal server from the Internet () Decrypt data to the Internet from the LAN (1)

Palicies Server IP/Port:

Anti-DoS/DDoS
dd X
ARP Spoofing Prevention | + ]

S Pengaturan skenario proteksi

S e s x server mengharuskan pelanggan

untuk menyediakan public key dan

private key, dan jika ada password,
Itu juga perlu disediakan

= memberikan password (format

spesifik akan dijelaskan di bawah)

] b Port

Custom Webpage

Serfer Certificate: |, ngfor| v
» System . Default
sangfor

} Authentication System

—
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Mendekripsi data ke server internal @ SANGFOR

Bagaimana cara mengimpor certificate server?

Navigation 8l | Decrypti
} Status 4 Add ress | B Server Certificate Name yo
+ Add % Refresh
» Network [] Priori Server/Website Server Certificate  Stat...
[7] No. Name Expiry Date Certificate Delete
» Objects [l 1 Default Aug 12 02:01:12 2037 GMT View X
¥ Policies [l 2 sangfor Nov 9 09:49:24 2022 GMT View b 4

4 Access Control

Application Control -
PP Server Certificate X

Country Blocking

Connection Control (® Import Certificate
() Self-signed Certificate
4 Network Security () Import Public/Private Key
Policies
Anti-DoS/DDoS . Next ‘  Cancel ‘

ARP Spoofing Prevention

- There are three ways to import

[ Bandwidth Management

Configuration Wizard

Blacklist/Whitelist

Crstom Wehnanea
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Mendekripsi data ke server internal = SANGFOR

1. Import Certificate

Import Certificate X

Name:
Certificate:  « ,p + 512 Browse...‘

Password:

ok | cancel |

pfx, .p12, Kedua certificate ini adalah kombinasi public key dan private key.
(Ini hanya dapat didekripsi dengan mengimpor public key dan private key )

You can export the certificate from the server as below:

openssl pkecsl2 -export -in server.crt -inkey server.key -out server.pfx
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Mendekripsi data ke server internal = SANGFOR

2. Self-signed Certificate

Name: |
Country:
State:
City:
Company:
Department:
Issued To:
E-Mail:
CA Password:

Key Size: 1024

Valid To: 5 years

“ ok || cancel |
Self-signed certificate adalah certificate yang dibuat oleh diri kita sendiri yang bertindak
sebagai CA ( certificate ini tidak ada pada list Trusted Root Certification Authorizes, jadi
itu ilegal). Browser akan muncul halaman web peringatan jika sesuai dengan kebijakan yang

digunakan certificate ini, jadi umumnya kami tidak menggunakannya.
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Mendekripsi data ke server internal = SANGFOR

3. Import Public/Private Key

Import Public/Private Key X

Name:

Public Key: (® File (O Text
File: [+ pEm * DER Browse....|

Private Key: (® File (O Text
File: |« pEm,* DER,*.PVK Browse...|

Password:

ok | cancel |

Hal ini dapat diimpor oleh sepasang Public Key dan Private Key.

Format untuk Public Key dapat seperti pem, der, crt;
Format untuk Private Key dapat seperti pem, der, cakey;
Crt dan cakey tidak dapat diimpor secara langsung, dapat menyalin text dan menempelkan text

di Text.
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Mendekripsi data ke Internet dari LAN g SANGFOR

Teorl

Ketika PC klien memulai permintaan koneksi SSL, perangkat NGAF akan bertindak
sebagai server proxy dan mengirim permintaan ke server SSL pada perilaku PC klien, dan
setelah koneksi terbentuk, NGAF akan membalas permintaan PC klien.

Perangkat NGAF bertindak sebagai server SSL (untuk PC klien) dan sebagai klien (untuk
server SSL eksternal). Oleh karena itu, PC klien dan koneksi NGAF dienkripsi
menggunakan certificate SSL NGAF tetapi koneksi antara NGAF dan server SSL eksternal
menggunakan certificate server SSL untuk mengenkripsi data. Dengan demikian, PC klien
akan melihat certificate dikeluarkan olen NGAF tetapi tidak dari server SSL asli.
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Mendekripsi data ke Internet dari LAN

Teori

Install the NGAF

Certificate l .___‘a_.
General | Details I Certification Path
L= B Certificate Information ———— ©
This certificate is intended for the following purpose(s): I
* Ensures the identity of a remote computer

Client
As client SSL hello As Server

»
»
Issued to: *.Facebook.com
Issued by: Sangfor
valid from 12{ 9/ 2016 to 1] 25/ 2013 SSL ConneCtlon
<& »
< »
Issuer Statement Request data. to server
»
Leatn more about tertificates -

Inspect the traffic
if match the policy, do corresponding action

else forward data to the client

A

Server
As client As Server
SSL hello
SSL Connection

Inspect the traffic

if match the policy, do corresponding action
else forward data to the server

\ 4

Reply data to Client

A
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Certificate

General ‘Details | Certification Path

L= -4 Certificate Information

This certificate is intended for the following purpose(s):
+ Ensures the identity of a remote computer

* Refer to the certification authority's statement For details,

Issued to: *facebook.com

Issued by: DigiCert SHAZ High Assurance Server CA

valid from 12/ 9/ 2016 ko 1f 25/ 2018

[Install Cert\ficata...l [ Issuer Statement ]
Learn more about certificates
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Mendekripsi data ke Internet dari LAN @ SANGFOR

Skenario perlindungan pengguna perlu mengisi source zone, source IP group, situs web untuk didekripsi.

Enable

Name:
Source
Zone: LAN o]
Network Objects: Private Network Segment

Service: (O Decrypt data to internal server from the Internet (® Decrypt data to the Internet from the LAN (i)

Website: (® Specified O All websites

Sites: Social Networking,Phishing & Malicious Website o

[ ]Upon visit to the following webpage, user is prompted to install the root certificate (i)
"ok [ concel ]
Dibandingkan dengan server protection, tidak ada certificate yang dapat dipilih, tetapi klien perlu

menginstal certificate untuk menghilangkan security alert pada browser karena certificate NGAF
tidak ada di list Trusted Root Certification Authorizes.
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Mendekripsi data ke Internet dari LAN @' SANGFOR

Biasanya tidak lebih dari 1 klien dalam jaringan, Bagaimana mendistribusikan certificate ke
semua klien?

Certificate @

General | Details | Certification Path

Ad a tl g a- Cara : @E Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

1. Prompt pada Web browser Authorities store.
2. AD domain
3. User authentication

Issued to:  Sangfor

Issued by: Sanagfor

validfrom 9 1/ 2015 to & 31/ 2020

Install Certificate...| | Issuer Statement

Learn more about Eertificates
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Mendekripsi data ke Internet dari LAN é} SANGFOR

1. Prompt pada web browser
Mengatur URL untuk meminta certificate

Upon visit to the following webpage, user is prompted to install the root certificate ! ;

URL(https):

www.google.com X | ' /
Root Certificate: X86 X64 MAC Mobile devices

Klien bisa mendapatkan link download di bagian atas website ketika Anda mengunjunglnya
[ ¢ |O| " o] [soren. 5 G

& google.com

' Get started? Secure access with trusted certificate!

Install Now (for windows x86)% (for windows x64) (for Mac)®

About  Store Gmail Images m

Google

Google Search I'm Feeling Lucky
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Mendekripsi data ke Internet dari LAN

2. AD domain

& SANGFOR

Jika pelanggan memiliki domain, itu adalah cara yang baik untuk mendistribusikan certificate.
Tambahkan Group Policy untuk mengimpor certificate dari NGAF ke Trusted Root Certification
Authorities, lau meng-update Group Policy untuk semua pengguna domain dengan ‘gpupdate’.

Group Policy Management Editor

Group Policy Management Editor

&

File Action View Help g

e & B| b= File Action View Help

=] cenificate [SERVER.MKCORP.LOCAL] Policy lssued T8 = | 2 H| @ =

4 & Computer Configuration
4 || Policies
I ] Software Settings
Fl Windows Settings
_ Mame Resolution Policy
|2 Seripts (Startup/Shutdown)
4 T Security Settings
b A Account Policies
b G Local Policies
b G Eventlog
I+ & Restricted Groups
b (& System Services
I & Registry
b g File System
b i,j Wired Network (|EEE 802.3) Policies
b ] Windows Firewall with Advanced Security
| Metwork List Manager Policies
Wireless Network (IEEE 802,11) Policies
4 [ | Public Key Policies
| Encrypting File System
_| Data Protection

= |

Btk oclasmbisied

| BitLocker Drive Encryption Metwork Unlock |
| Automatic Certificate Request Settings

_| Enterprise Trust Import...

| Intermediate Certification

All Tasks
| Trusted Publishers
| Untrusted Certificates View
| Trusted People Refrech
"] Software Restriction Policies .
Export List...

| Network Access Protection

8, IP Security Policies on Active Directory
| Advanced Audit Policy Configuration

3
3
|- [ Application Control Policies Help
3
3

SANGFOR TECHNOLOGIES

Ej' certificate [SERVER.MKCORP LOCAL] Pelicy
4 (% Computer Configuration

Issued To Issued By

Status  Certificate Te...

4 [ Policies
b [ Software Settings
| Windows Settings
B | Name Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
L Account Policies
4 Local Policies
4| Eventlog
A Restricted Groups

[

v v v v v v e e v B[

& System Services
5 Registry
A File System
i‘.,r ‘Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
_5;'4[! ‘Wireless Network (IEEE 802.11) Policies
4 ] Public Key Policies

-

| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Metwork Unlack 1
| Automatic Certificate Request Settings
" Trusted Roat Certification Authaorities
| Enterprise Trust
1 Intermediate Certification Authorities
| Trusted Publichers
| Untrusted Certificates
| Trusted People
b ] Software Restriction Policies
b | Network Access Protection
b 1 Application Control Palicies
I g IP Security Policies on Active Directory (MKCOR|
b 1 Advanced Audit Policy Configuration
b gl Policy-based GioS

TTSangfor Sangfor

B
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Mendekripsi data ke Internet dari LAN @ SANGFOR

3. User authentication
Meng-instal certificate dikombinasikan dengan otentikasi pengguna dengan mengaktifkan

opsi berikut, memaksa pengguna untuk menginstal certificate.

Navigation Rl ] e oo

} Status

Options << || others
» Network
i SS0 Options [¢] Auto logout the user who causes no flow in a specified period
} Objects . . .
Auth Page Redirection Time Period (mins): 120 O
» Policies

[] submit user credentials over SSL

Authentication Conflict
} System DNS service is available before user passes authentication

Dl i L e 2ty Basic services (except HTTP/HTTPS) are available before user passes authentication

+ Authentication System

Others []Require authentication again if MAC address is changed

4 | ocal Users
Lock user if authentication attempts reaches the threshold (i)

Users

Max Attempts: 2

User Import . )
Lockout Period (mins): 1 @

LDAP User Sync
User could log in only after root certificate is installed

4 Authentication
Policy
Options

External Auth Server

Server Access Verification
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Mendekripsi data ke server internal = SANGFOR

Efek dari memaksa untuk menginstal sertifikat.

Tidak Aktifkan Diaktitkan
™ Provide your credential
‘ ™ provide your credential
before accessing the Internet. - before accessing the Internet.
Username
Username
Password
Password ) Root certificate has not been installed!

Download(for windows x86, for windows x64, for Mac)and install
the root certificate, then restart the browser and try again

e

Jika certificate belum diinstal, pengguna
tidak dapat memasukkan password.
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H ST S @ SANGFOR

HSTS (HTTP Strict Transport Security) Adalah mekanisme web security policy. Ini dapat
membantu melindungi situs web dari serangan SSL-stripping man-in-the-middle. Jika keamanan
koneksi tidak dapat dipastikan (misalnya certificate TLS server tidak dipercaya), tampilkan pesan
kesalahan dan jangan izinkan pengguna mengakses aplikasi web seperti di bawah ini.

e@ | & httpsy/furafacebook.comy

& Certificate Error: Mavigatio.., % |

_a
|.,@ There is a problem connecting securely to this website.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

You should close this webpage.
@I . .

Click here to close this webpage.
) More information

= If you arrived at this page by clicking a link, check the website address in the address bar to be

sure that it is the address you were expecting.
= When going to a website with an address such as https://fexample.com, try adding the "'www' to
the address, https://www.example.com.

For more information, see "Certificate Errors” in Internet Explorer Help.
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HSTS
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& SANGFOR
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Jika hal itu adalah situs web non-HSTS dan klien tidak mengimpor certificate NGAF ke
browser, kita dapat mengklik 'Continue to this website(not recommended)' untuk menelusurinya

& Certificate Error: Mavigatio.., % | |

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended).

® More information

Tetapi jika klien tidak menginstal sertifikat, tidak ada pilihan untuk menelusuri.

|@ There is a problem connecting securely to this website.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
eeeeee

You should close this webpage.
@ Click here to close this webpage.

@ More information
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H ST S g SANGFOR

A=

Ada daftar situs web HSTS bawaan yang dikecualikan dalam NGAF untuk menghindari dekripsi
diaktifkan dan certificate tanpa instalasi.

oecryion

# Add X Delete | + Enable @ Disable | 4 Move Up # Move Down 3 Move | 4% Refresh | W\ Excluded Address | B Server Ce

E]| Priority | Name S = ——— | Server/Website
Excluded Address X

[ |Enable
One URL, SNI or CN per row. Examples

HSTS websites exclusion Download '-.i)

Pemberitahuan: Jika Anda ingin mendekripsi situs web HSTS, certificate harus diinstal di awal.
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s> SANGFOR

Dekripsi terverifikasi =

Bagaimana cara memeriksa apakah dekripsi berhasil?

Skenario Server

Pengujian serangan untuk trafik HTTPS dan periksa apakah NGAF dapat memblokir dan
meng-log nya.

Skenario Internet Access

Periksa apakah ‘issued by’ certificate situs web HTTPS adalah Sangfor.
Pengujian serangan untuk trafik HTTPS dan periksa apakah NGAF dapat memblokir dan

meng-log nya.
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» SANGFOR

-

Terimakasih!

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Kantor Pusat)
Blok Al, Nanshan iPark, No.1001

JI. Xueyuan, Distrik Nanshan,
Shenzhen, Provinsi Guangdong,

P. R. China (518055)
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