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Bagaimana untuk Berkorelasi dengan IAM untuk Operasi Sederhana

Bab 1 Skenario

1.1 Skenario

Cyber Command mengumpulkan data dari probe deteksi security dari setiap node intranet,
mempersembahkan pengguna dengan bisnis asset intranet dan attack dan potensi ancaman
terhadap asset bisnis utama intranet dalam bentuk visual, dan menggunakan platform untuk
attack semua sistem security di network yang ada membawa keluar manajemen terpadu dan
penerbitan policy.

IAM mendukung visual kontrol dari endpoint, aplikasi, data, dan traffic di seluruh network, dan
secara cerdas merasakan risiko internal seperti pelanggaran akses endpoint, Pelanggaran
Internet, dan kebocoran data sensitif, dan menyadari integrasi dari endpoint akses kontrol,
Internetakses kontrol, dan kontrol kebocoran data. Kontrol keamanan perilaku.

Di Cyber Command dan Korelasi IAM, IAM sinkronisasi informasi pengguna online ke Cyber
Command untuk ringkasan terpadu dan analisis, membantu menemukan pengguna dengan
risiko security dengan cepat, jadi untuk mewujudkan pengingat yang akurat, dan memperkuat
kontrol security online.

1.2 Lingkungan
1.2.1 Lingkungan Network

192.168.20.96/24

-

Cyber
Command

= u-q7

192.168.20.51 /24

& s NGAF

Endpoint @

Secure 192.168.p0.52/24 |
, & e AM

20.10.0.3/24 20.10.0.8/24
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1.3 Tindakan Pencegahan

1. IAM tidak mendukung Sinkronisasi security log ke Cyber Command dan tidak mendukung anti
virus di endpoint, Cyber Command hanya mendukung masalah lockout atau pengingat policy ke
IAM, jadi Anda perlu instal Endpoint Secure agar IAM berkorelasi untuk scan virus dan sinkronisasi
security log ke Cyber Command, then maka Anda dapat konfigurasi response policy di Cyber
Command.

2. Harap pastikan bahwa Endpoint Secure sinkronisasi semua asset ke Cyber Command.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2


http://www.sangfor.com/
mailto:tech.support@sangfor.com

Bagaimana untuk Berkorelasi dengan IAM untuk Operasi Sederhana

3. Nonaktifkan Realtime File System Protection dan Protection lainnya, untuk itu kita harus
menghindari Endpoint Secure memusnahkan virus secara langsung, setelah nonaktifkan Realtime
Protection dari Endpoint Secure, lalu IAM dapat deteksi traffic dari Botnet. Sampel virus yang
kami gunakan hanya untuk testing internal dari efek korelasi, dan deteksi real-time perlu
diaktifkan saat efek korelasi di tes atau saat implementasi selesai.

@ Sangfor Endpoint Secure He Endpoints
CIETED
Endpoints 3 Groups Basics Malware Realtime Protection Server Protection Trusted Files Vulnerabilities Peripheral Control
G Groups i% Windows ~
CJ Inventory > & Endpoints

| Realtime File System Protection ¥&
@ Security Protection B Local Site ;
Enable realtime file system protection

Ungrouped En Protection Level:

File Type

Scan Options

Engine

Sangfor Engine Zero Cloud-Based Engine

Action;

| WebShell Detection ¥

Enable WebShell detection

Bab 2 Konfigurasi

2.1 Konfigurasi IAM

1. Pergi ke System->General->Device Correlation.
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Correlation Options

Shared Secret

Username (i) : [ sangfor

Password (j) : ]..........

Peer IP Addresses (i) : 192.168.20.96

2. Pergi ke Security-> Security Capabilities path. Masukkan IP address dari Endpoint Secure.

Navigation Security Capabilities "

| . |

Endpoint Security

» Malware Detection E nd po I nt Secu re
» Endpoint Secure An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations cen

IAM and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution.
» Patch Check

» Anti-DoS

» ARP Protection

» Security Events + Logging In and Correlation to Endpoint Secure

e » Malicious URL Detection

» Security Capabilities
—_— » Sangfor Engine Zero

Endpoint Secure Server ‘ 20.10.0.100 |
Address (i) :

[" - Connect Now J

+ Highlights

’ Artificial i Accurate ification & Correlated & Responsive Remediation

Correlate to Sangfor NGAF, Cyber Command, IAM

N~ Integrate Sangfor engine Zero applying Al d
techniques to identify different patterns of and Neural-X to form a comprehensive defense
ransomware. system covering cloud environment, network and
endpoints.

3. Setelah IAM terkoneksi ke Endpoint Secure, Anda dapat melihat endpoint count bahwa berapa
banyak endpoint yang sudah terkoneksi ke MGR.
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Security Capabilities <
[ Overview ‘ Security C ilitie ‘
Endpoint Security

Malware Detection Q)

Endpoint Secure

End p0|nt SeCu re Reminder Options | Remove Service

An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential
threats as continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and Cyber Command, Sangfor Endpoint Secure is viewed as

Patehiichieck the next-generation security solution.

Network Security Visit GUI | View Correlation Details

Anti-DoS
» ARP Protection

+ Service Details
Malicious URL Detection

» Sangfor Engine Zero = s
9 g Status:Active AP,  Connected Endpoints L cCorrelated Actions
Endpoint Secure Server Address:20.10.0.100 w 3 ' e I 0
Running For:188 day(s) Count
+ Highlights

4 Artificial Intelligence, (7 Correlated & Responsive . Multi-Layered Detection, »®  Broad Device, Platform &

{’} Accurate Identification - Remediation M Comprehensive Protection { A\ systemsupport

~ Q e _e

4. Dalam order ke IAM dapat mengarahkan halaman pengingat ke risk endpoint, Anda harus
konfigurasi policy pengingat di IAM.

Pertama, konfigurasi risk reminder page address di Endpoint Secure, Anda dapat ke System->
Agent Deployment-> Correlation to Sangfor IAM page dan konfigurasi ES agent download
address sehingga IAM dapat mengarahkan PC ke halaman agent download.

Catatan: Anda harus memastikan bahwa internal endpoint dapat mengakses ES agent download
address.

System

System «

L Update v 2
e u Download the installer, save it to a removable storage device like USB devices, copy and install it onto computers.

Agent Deployment

Agent Installation on Physical Machines

Manager and Agent
Database and Engine
Redirection to Agent Installer Download Page
Vulnerability Database = . 5
Distribute a link to an installer download webpage via email, OA, etc., so that users can be reminded to download and install the Agent.
&) Correlated Devices

& Remote Sites
Correlation to Sangfor IAM

: i AC
& Administrators u Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the Agent
A Licensing
183 System >
1. Copy and paste the link to Security > Security Capabilities > Endpoint Detection and Respo edirection on the Sangfor IAM manager

https: uifweb,_install.php Preview

1 to Agent Installer Download Page.

nd install the Agent before being able to access the Internet

Kedua, konfigurasi pengingat policy di IAM, silakan pastikan URL redireksi sama seperti yang Anda
konfigurasi di ES.
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Endpoint Secure
: ) e ot < Compased or o : o Center Asngle dick may s .
e r— % N ) .. 3
der on Sangfor Endpo 0
Enabled
Applicable Object:
+ Service Details = 2 @
» Malicious URL Detection 0.0.0.0-255.255.255.255
YSargin Engins Zeto Status:Active nected Endpoints A Correlated Actions
Running For:188 - Count
+ Highlights Redirection URL:
https://20.10.0.100/ui/web_install.ph,
@ e |77 fuifweh_installphp_| jered Detection, (o\ Broad Device, Platform &
S~ Accurate Sangfor Endpoint Secure Platform rensive Protection A\ system support
Integrate re e Support installation on
Zero apply] Interval(s): 300 rate threat servers and computers by
to identify with multi-layered Huawei, H3C, VMware and
of ransom techniques like AT more.
behavioral engine
d-based engine.
OK ‘ Cancel

2.2 Konfigurasi Cyber Command

1. Pergi ke System->Correlated Devices-> Correlated Devices.

System

B Corelated Devices

Total Logs (todayl: 776 2 Sangfox devices ensed, 8 Feenses remaining

STA 1AM 4, BBC

Monitor

= Endpoint Secure F. o

. 5 S+ i1 «Offnc0 *Online 1 pres *Online:0 +Offne:0 oComectedd  #Ofine0 +Gnline.0  Oftine.0
2 Update 5 Today' Synced Logs.0 Today's Synced Logs 776 Today's Synced Log: 0 A (sync ot supported) /A tsc ot supporied)
2, Maintenance .
8 Databases > + New C Refresh

No. Name (P Address) Type 19 Actdress Verson Lcemsed SymcMode  Todays Syced togs  Total Symced Logs Todayrlogs  Last Synced Status Alerts (0day) - Operation

1 atne2ieaz0sy Net Gener._ 192.1682051 AFBO26345 Gcenses Used Simplifed 6samp ass2mp 76 2210308101830 @ Nor

2 SangforEndpointSecur—  EndpointSe..  192.4682051 Ucenses Used Advanced & o8 2210308101714 @ N o

2. Klik New untuk membuat korelasi, Anda harus memasukkan username dan password yang benar
yang Anda konfigurasi di IAM.

Edit

* Device IP:

* Device Name: Sangfor IAM

Type: Internet Access Management
Shared Key:

Remarks:

Authentication Required (©)
Username @ : sangfor
Auth Password @ :

Collapse ~

Cancel
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3.Jika Anda tidak yakin apakah username dan password sudah benar, Anda dapat klik tes untuk
memeriksa validitas akun.

Edit
* Device |IP: O]
o Authentication passed.
* Device Nam.. gt
Type: Internet Access Management
Shared Key: Y O]
Remarks:

Authentication Required ()

Username () sangfor
Auth Password (§):  *essesesseesecses Test
Collapse A

2.3 Konfigurasi Endpoint Secure
1. Pergi ke System Path.
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° Holistic 9 admin ~

[Z] Threat Intelligence

@ Help

g. Service Packs

() Exit
mmm NGAF ;& BBC
NGAF . . B~ od . .
s=== @ (Online:0 Offline: 0 “fi ® Online: 0 Offline: 0
Today's Synced Logs: 0 N/A (sync not supported)
Search
ynced Logs Today's Logs Last Synced Status Alerts (30 days) Operation
- - 2021-03-1616:11:18 @ Nor... 0o -

2. Pergi ke Correlated Devices-> Correlated Devices path, dan klik New untuk membuat korelasi.

@ Cyber Command Home Response Detection Assets Reports More =

Details
Z Correlated Devices v C' Refresh
Total Logs (today): 204 3 Sangfor devices licensed, 7 licenses remaining
Monites = Endpoint Secure ==m NGAF IAM
@ System N = ©Online: 1 ® Offline: 0 w=== © Online: 1 ® Offline: 0 ® Connected: 1 ® Offline: |
@ Update > Today's Synced Logs: 0 Today's Synced Logs: 204 N/A (sync not supported)
& Maintenance > e
82 Databases > —— C Refresh
No. Name (IP Address) Type IP Address Version Licensed Sync Mode Today's Synced Logs To!
1 af (192.168.20.51) Next Gener... 192.168.20.51 AF8.0.26.345 Licenses Used Simplified 6.96MB
2 Sangfor IAM (192.1...  Internet Acc... 192.168.20.52 Sangfor--IA... Licenses Used

3. Masukkan IP dari Endpoint Secure dan Port, jika Endpoint Secure deploy setelah perangkat NAT,
Silakan map port 443 dari Endpoint Secure ke perangkat NAT. Misalnya, ini adalah port 4430 yang
di map ke perangkat NAT.
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New

* Device IP:

192.168.20.51

* Device Name:

Type:

Sangfor Endpoint Secure

Internet Access Management

[o] Endpoint Secure

SSL VPN
Wireless Access Controller

Branch Business Center

© STA, NGAF, FTA, Visioner, and Host Security
can be connected without being configured
on Cyber Command. Connecting Endpoint
Secure or DAS needs to enable port 7443,

Port:

Remarks:

Advanced v

System «

Details

C Retresh

= Coelated Devices

3 Sanglor devices ficensed, 7 licenses remaining

Meniter

= Endpoint Secure NGAF 1AM STA
@ system > = «online 1 «Offine:0 *Qnline: 1 *Ofline 0 * Connected: 1 *Offlne: 0 *Online.0
2 Update 5 Today's Synced Logs: 0 Today's Synced Logs: 204 NIA (sync not supported) Today's Synced Logs: 0
2, Maintenance > .
22 Databases > + New C Retresh
No.  Name (P Address) Tyve ® Address Version Ucensed SmcMode  Today's Synced Logh  TotalSynced Logs Today's togs
' Nest Gener.. 1921682051 8026345 ticenses Used Simplified 96MB 696MB
2 sa 1682 Intemet Acc. Licenses Used
[T v o it . -

Sangfor Endpoint Secure

©

Sl « Groups + New ~ Endpoints (4 online / 5 in total)
CJ Inventory > [=] & Endpoints 1 No. Endpoint
@ Security Protection [] Bk Local Site [ 1 & Windowsl
Ungrouped En... (] 2 . Windows2
Branch CN O 3 & servert
Branch_US 4 @ Centos
HQ [l 5 ] Windows3

Endpoints

& Send Message

Endpoint Status

@® Online

@ Online

® Offline

@ Online

@ Online

g BBC

+ofine:0 3« online-0 “oftine:0
NA (e notsopported)

Lot Synced Sas: MensOodus): Operaton

200 2001031616:1327 @ Nor

202103-16 16:11:18

() Refresh

Group

Ungrouped Endpoints
Ungrouped Endpoints
Ungrouped Endpoints
Ungrouped Endpoints

Ungrouped Endpoints

6. Jika Anda ada di Endpoint Secure, Anda pergi ke Assets->Assets di Cyber Command untuk
memeriksa apakah asset telah sinkronisasi ke Cyber Command.
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& Overview

& Settings - ] - > Em Bl oo o sune: [JEER onive  ofti " Al - Al x

© e
7. Anda dapat melihat detail untuk melihat assets source, seperti berikut detail, Anda dapat
melihat asset ini ditemukan oleh Endpoint Secure.
€ ©@ site 1P Ranges ~ impon * @ expon ~ C Refresh Asset Details x
Groups ¥ New Actl Unapproved Inactive 20.10.0.3
—_— =

Bas
Ohew
Type
No. 1P Hostname MAC Address 3 Type Service (Port)
P Add
10 200003 APC fedcde594680  windows  Host
ality
2 B Host
NIN-6 Server
g
Remarks: N
Hos
Soft
& Doma:
Name.
nice o
port "
Hardw

Bab 3 Korelasi

3.1 Sinkronisasi Log ke Cyber Command
1. Ketika IAM deteksi traffic Botnet, Anda dapat melihat log di web console.

e ] secunty Events *

W1 infected WO Ukely infected Botnet Inside Dos Attack virus Malicious URL Occurred ' Not occurred

| users (1) || securry everns (1)

No. User 1P Address Security Rating Event Type Threat Count First Detected Last Detected Endoint Secure Correl..  Operation

= fiter )

1 sangfor 201003 Infested Batret 18 03-1716:19:12 03-17 16:19:37 & Dstais

2. Klik Analyze melalui Endpoint Secure untuk mengeluarkan scan task.
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» status |
+ proxy |
+ Objects |

Correlate that host to Sangfor Endpaint Secure to fix this Issud | Analyze via Endpoint Secure

» Access Mgt

» Endpoint Device

|
» Bandwidth Mot |
|
- security |

Security Events.
Secunty Everts

= v e o S| e s | e
rianas sine = e s
2 onroanae e sass
s
P o v s v (e o) s (8.4 ot
o
| Page 1064 b M D Entries Per Page: 50 53

» System

Kemudian, Anda dapat melihat scan task running di endpoint.

Quick scan, 6 threats detected

1 tra..e-synch-11-1-0.dll

C:\Users\Adm

System Processes
48 files scanned

o Startup Items

Realtime Protection :
5 files scanned

=

Drivers and Services

2 files scanned

‘ ﬁtﬂ Critical System Files 6 files v
© 106 files scanned

SecurityEngines: ¢ @ = &

1 your computer when scan comp
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» D
1. PSS S
: Ly
e Wi S.0004 RO
e [ oo .
Attt B s T
P toraniseels
L. M— S
ety Pewe !
| e — .
B
. .
P .
- e Don tene sk retpre .
AT e o (3040 vt by vt e e o e =
1 Buen o B (10,08 provatet by ot s - - [
3 Bo e e B (3844 v by ot e - - =
. o - B (3.0 v by ot g - . -
» s - - oo 8.0.0) v byt wwc - o =
. e ineme — SO — - e o
1 e — R - ves o
. astive .- S e (34081 e by vt s - ves [
 weines — P (1441 s by e e - v o,
oA e 2 S = o 0 a0 et e - Yo [
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# e - dan 0 9 o 2044 ettty e - o L
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- | o
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3.2 Response di Cyber Command

3.2.1 Lockout Account
1. Jika Anda ingin memblokir host botnet, Anda dapat klik Correlated Response.

@ Cyber Command = Home Detection Assets Reports More

Response « "

B Risky Servers Pending Hor AllHosts  Users

- Bk C Refrech Last 7 days
B Risky Security Domains
o A-PC (20.1003)

Tagel  EntyPont  NetworkConnection 1 GoldenEye
+ Impacts @ + Impact Scope
DataLoss System Contral Network Disconnection mis endpoint is collecting nformation rom ot inerml s securty fisk 10 nternal network
= =2 = - WAN impced
Reputation Damage Legal Risk 0 0 0
= = s Hosts

2. PilihAccountLockout.

Correlated Response

A& Choose one correlation type as required.

Correlated Block

Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control

Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Browsing Risk Notification

Notify users of risks and solutions when surfing the Internet with browser.

0 Account Lockout

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan

Start a full/quick scan on host and quarantine/trust detected malicious files.

Forensics

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

3. Pilih IAM terkait dan klik Start untuk mengatur waktu lockout .
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Correlated Response X
Asset IP: 20.10.0.3 Create Response Policy ®
Account Lockout

Device: O iam

O Itis detected that the current endpoint has no IAM-related user information. Please sync the user information first.

IP Address: | Sangfor IAM(192.168.20.52) - I
Account Lockout
Back Close

e

Sending request...

4. Tunggu beberapa saat, Anda dapat melihat Cyber Command menunjukkan bahwa policy diterbitkan
berhasil.
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Correlated Response

Asset IP: 20.10.0.3 Create Response Policy ®

Account Lockout

Device: Hot
Is dete 1 th e Y 1 has IAM-relz sel P S nc the us: ] fur
IP Address:
. r ™~
Account Lockout @ Locked (1 days 0 hours 00 mins) Edit | ( Cancel )| w
Period: 1 days Remarks: Manually correlate is a correlate policy that be pushed do...
Again Close

5. Log in IAM web console dan pergi ke Status-> Online Users path, Anda dapat melihat pengguna
sudah di locked oleh IAM.

~ Status 45 Auto Refresh: 5 second(s) »  §5 Refresh | T Filter | & & @ togout | (BExport Search by Usemame v Sea
Dashboard Status: All  Endpoint Device: All Objects: none
Online Users = «| { e
Troubleshooting Center Search term £ | |[] No. usemame(Alias) Group 1P Address Endpoint Device  Auth Method Time Logged In/Locked ~ Online Duration ] Operation
A B0/ auds |C1 1 sangfor / 20.10.0.3 PC(Windows PC) User Account 2021-03-17 15:10:12L0ck Locked, 23 hours 57 minut... a
@ s 2 2010011 / 20.10.011 Verifying. Open authenticati... 2021-03-05 11:07:37Login 292 hours 04 minutes 47 ... &

Internet Activities I datouic' 0 Users i iz )

3 201009 / 20.10.0.9 Venfying... Open authenticati... 2021-03-04 09:21:50L0gin 317 hours 50 minutes 34's... &

> Locked Users
4 20100.100 / 20.10.0.100 Venifying.. Open authenticati... 2021-03-02 15:45:30Login 359 hours 26 minutes 54 . &

Saas Applications

Security Events

3.2.2 Browsing Risk Notification

1. Jika Anda hanya ingin memberitahu pengguna endpoint untuk mengetahui masalah
security, Anda dapat klik Correlated Response.
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Correlated Response X

A& Choose one correlation type as required.
e Correlated Block
@ Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

0 @\ Browsing Risk Notification
(D Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

No

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan

Start a full/quick scan on host and quarantine/trust detected malicious files.

\'/
' )

’I Forensics
Q Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Next Close

2. Pilih halaman predefined notification yang telah ditentukan atau Anda dapat kustom halaman
sendiri .

Browsing Risk Notification

Method: | @ Remind upon opening browser

Message: | @ predefined @ Template | Custom

Remarks:
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3. Klik OK dan tunggu sebentar, Anda dapat melihat policy diterbitkan dengan sukses.
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Correlated Response
Asset IP: 20.10.0.3 Create Response Policy ®
Browsing Risk Notification

Device: Hot

IP Address:

Browsing Risk Notification @ Reminded Edit 'f‘ Cancel >>' v

Method: Notify in browser Contents: Predefined

Remarks: Manually correlate is a correlate policy that be pushed do...

Again Close

4. Ketika pengguna endpoint mencoba mengakses internet, IAM akan mengarahkan halaman
akses ke halaman notification.

@ 1ll3/freeze user/notice userh X o

« C A Notsecure | 11.13/freeze_user/notice_userhtm * O :

/\ Reminder

You received a new message on Internet access. If you have any doubt, contact network administrator.

The host is infected with virus.

1. The log is reported by Sangfor Endpoint Secure Client. It is recommended to log into Sangfor Endpoint
Secure Web admin console to isolate the host.

2. In addition, you can download Sangfor Endpoint Secure Client for virus scan and removal:
https://www.sangfor.com/product/sxf-network-security-endpoint_secure.html

[oK]
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