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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

Bab 1 Skenario

HTTP proxy adalah server antara browser dan web server. Setelah terkoneksi ke proxy,

browser tidak lagi mengambil halaman web secara langsung dari web server, tetapi
mengirimkan permintaan ke proxy server, dan proxy server mengirim permintaan ke web

server. Setelah menerima data yang dikembalikan oleh web server, umpan kembali ke
browser. Sekarang pelanggan finansial tertentu memerlukan intranet pengguna untuk

menggunakan IAM sebagai proxy server untuk mengakses situs Internet dan sistem bisnis
lainnya untuk mengontrol seluruh pengguna network.

Bab 2 Konfigurasi IAM

1. Periksa apakah IAM sendiri dapat mengakses Internet.

b Status

» Proxy

» Objects

r Users

» Access Mgt

» Bandwidth Mgt

¥ Endpoint Device

F Security

* System

Network

Firewall

General

4 Diagnostics

System Logs
Capture Packets
Web Console
Troubleshooting

Restart

Device Health Check

2. Pilih port untuk mendengarkan permintaan dari proxy client. Tidak disarankan untuk
menggunakan port 80 dan 443 yang digunakan oleh IAM secara default.
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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

Navigation [ oroxs senice- |

b Status
Enable HTTP Proxy
- Proxy
- Proxy Port: 3080
Proxy Services
Advanced
Proxies
ICAP Server Groups [CJEnable SOCKS4/S0CKS5 Proxy

Cascading Proxy Servers

Forward — ) i
|_J use Proxy Auto-Config{PAC) Script

Commit

3. Periksa apakah lam dapat mengakses perangkat proxy client, terutama di lingkungan
three-tier, sering kali ada kekurangan dari routing paket kembali.

b Status

F Proxy

» Objects

b Users

b Access Mgt

» Bandwidth Mgt

» Endpoint Device

P Security

* System
Network

Firewall

General
4 Diagnostics
System Logs
Capture Packets
Web Console
Troubleshooting
Restart

Device Health Check

Bab 3 Konfigurasi di PC

1. Setelah konfigurasi IP dan port proxy server di IE browser, Anda dapat menggunakan IAM
sebagai proxy server untuk mengakses Internet. Chrome menggunakan konfigurasi proxy
dari IE, jadi langsung gunakan saja tanpa konfigurasi tambahan.
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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

= X | | Search...

Setup.

Dial-up and Virtual Private Metwork settings -

|
i General Security  Privacy ContentPrograms Advanced

To set up an Internet connection, dick Setup

= O x
L~ il » WO

Print »

File 3
Foom (100%) >
Safety *

Open with Microsoft Edge Ctrl+5Shift+E

Add site to Apps

View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

? X

Add... 3
Add VPN...
Remove... i
Select Settings if you need to configure a proxy Settings
server for a connection.
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections, LAN settings
Select Settings above for dial-up settings.
QK Cancel Apply

|| Local frea Metwork (LAM) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Use automatic configuration script

Address

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up er VPM connections).

Address: | 192.168.1.2 Port: | 8080 Advanced

[]Bypass proxy server for local addresses

Cancel

2. Untuk aplikasi seperti Firefox, beberapa perlu mengisi IP dan port proxy server secara

manual.
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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

e

C @

ter address N O ©

@ Signin to Firefox >
I Protections Dashboard

B New Window Ctrl+N
©3 New Private Window Ctrl+ Shift+P
B Restore Previous Session

Zoom - 0% 4+ 7
E Edit ¥ b B
I\ Library >

=0 Logins and Passwords

Browse Priva: & Add-ons Ctrl+Shift+A

Take Your Settings with You

< c o

'I:I‘ General
‘m Home
Q Search

1 it Options
S Custornize..
Open File... Ctrl+0
Save Page As... Ctrl+S
= Print...
Sign in to Sync Sign Up for Alerts Open a Private W
Q, Find in This Page... Ctrl+F
More >
Web Developer >
% What's New >
@ Help >
O Eit Ctrl+ Shift+ Q
B+ - &
0 Firefox  about:preferences ﬁ In @ @I =
| Find in Options |
= AULUIGLULGNY 112161 URUGLED W SLUTTHIGHUTU

Check for updates but let you choose to install them

@ This setting will apply to all Windows accounts and Firefox profiles using this installation of
Firefox.

n Privacy & Security /| Use a background service to install updates

i )
K’ Sync

# Extensions & Themes Configure how Firefox connects to the internet. Learn mare Settings...

@ Firefox Support

Performance

/| Use recommended performance settings Learn more

These settings are tailored to your computer's hardware and operating system.

Browsing

| Use autoscrolling

V| Use smooth scrolling

V| Show a tough keyboard when necessary
Always use the cursor keys to navigate within pages
Search for text when you start typing

/| Enable picture-in-picture video controls Learn more

/| Recommend extensions as you browse Learn more

/| Recommend features as you browse Learn maore

Network Settings
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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

(¢ Q OFlrefnx about:preferences ﬁ In @ @’

Connection Settings

Configure Proxy Access to the Internet

No proxy
) Auto-detect proxy settings for this network
Dl Use system proxy settings

Manual proxy configuration

HTTP Prugy‘ 192.168.1.2

|:\ Also use this proxy for FTP and HTTPS

HTTPS Proxy ‘

FTP mey‘

SOCKS Host ‘

) SOCKSv4 (@) SOCKSVS
Dl Automatic proxy configuration URL

Reload

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1, and @1 are never proxied.

:\ Do not prompt for authentication if password is saved
:\ Proxy DNS when using SOCKS v5
|| Enable DNS over HTTPS

Use Provider  Cloudflare {Default)

3. Kemudian Anda dapat mengakses internet.

(&)= X Q © a https://community.sangfor.com/plugin.php?id=infoindex o @ T} In @ @ =
This site uses cookies for functionalities and analytics. By continuing to use this site, you agree to this use. Learn more Close
= SANGFQR Home Forum Categories Resources Self Services Post Log In | Register EN
community

Today's Clockins

=
Sangfor Blog

"@“ Hands-On Labs

Er Open a support case
Discovery More >>
Partner E-Learning

[Documents Index] NGAF - Next Generation Firewall +

- Web Application Firewall - [Documents Index] All you need for ... Join Us On:
What is Sangfor NGAF? NGAF Introduction Video NGAF Quick St - New Methad to Verify Your Account ...
art Video  Full Text

- Xbash: A Mining Virus Featuring Ran...
Posted 21 May 2020 17:13:55 1331 6 Share

4. Jika Anda konfigurasi aplikasi control policy untuk blokir aplikasi, Anda dapat melihat
halaman akses ditolak ketika Anda mengunjungi website yang relevan.
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Gunakan IAM sebagai Proxy Server untuk Mengakses Internet

B 4 ‘ 3 can't reach this page I 5 URL Filter b4 l+ A3 —

@ .168.1.2/disable/disable.htm?url_type= % 69% 2 %629 653% ( o = .
< = (@] o @® | 192.168.1.2/disable/disable.htm?url %656%09%7 3%669%74%620%57%65%62%20%539%669%74%65/%649%54%20%52%65%6C

@Access Denied

The website you are visiting is in category [Visit Web Site/IT Related], which is rejected based on the access control policy
[Block]. For any question, contact network administrator.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com



g SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,

express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




	Bab 1 Skenario
	Bab 2 Konfigurasi IAM
	Bab 3 Konfigurasi di PC

