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1 Application Scenarios

Scenario 1: IAM is deployed in bridge mode between the core switch and the front firewall, multiple
VLAN data pass through the device. x version bridge mode uses virtual IP for redirection and
management of IAM device, at this time there is no need to configure the bridge IP. However, when the
IAM device wants to update the database, then need to configure the bridge IP or management address

to let IAM access to the Internet.

# INTERNET

IP: 192.200.201.199/24, vian10
192.200.202.199/24 vian20
192.200.203.199/24 vian30

Bridge IP
192.200.203.100/24
vlan30

Manage IP
.200.205.100/24,vlan50

1P:192.200.201.10/24 1P:192.200.202.10/24
GW:192.200.201.199/24 vian10  GW:192.200.202.199/24, vian20

Scenario 2: The IAM is deployed in route mode above the core switch as a network exit. The gateway of
each VLAN points to the IAM device.
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# INTERNET

192.200.201.199/24 vian10
192.200.202.199/24 vian20
192.200.203.199/24 vian30

IP:192.200.201.10/24 IP:192.200.202.10/24
GW:192.200.201.199/24 vian10 GW:192.200.202.199/24,vlan20

2 Configuration Steps
2.1 Scenario 1: Bridge mode deployment

1. Configure the deployment mode as bridge mode.
T | o--- - I

» Status

» Proxy

Cé] Select Deployment Mode
» Objects

» Users
ploy Mode

b Access Mgt

 Route Made (use the routing function of the firewsll gateway)
b Bandwidth Mgt

. Single Arm Mods (single-armed proxy)

» Endpoint Device | ' Bridge Mode (transparent forwarding, with no changes to the network topology) |
I G ) Bypass Mode (listening on mirror port of switch, exclusive of UDP data, no change to network topology)

) Authentication Mode (working as authentication server ta offer versatile authentication solutions, with other
~ System control functionality disable

4 Network

» Deployment

» Interfaces

» Protocol Extension
» Optical Bypass

» High vailability

» Routing

I+ Advanced

I» Firewall
I General

I Diagnostics

2. Select the interface list.
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Bridge Mode o

Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete

Bypass Interface Pair:eth0<->ethz

Interface
Available LAN Interface Bridge (LaM<-=WAN)
imeth1{GE) i eth0{GE)<- =@ eth2(GE}
Heth3(GE)

Available waM Interface

| 1 Delete|

Heth1(GE)
neth3(GE)

|_| Enable bridge state propagation {if one tracked bridge changes status between Connected and Disconnected, the other
bridge changes accordingly, telling the peer device that the local device is down or recovers in redundant network)

Interfaces Tracking:
eth0<-=ethZ supports link
state propaagation

| Cancel || Back || Mext I

3. Configure the bridge IP address. (optional step, if you use the management port to manage the
device, you no need to configure the bridge address)
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Bridge Mode 0 o

Interfaces BEridge Interfaces Manage Interface Gateway

Bridgel{ethD=->eth2) |

Ready to Complete

IP Address:  One entry per row, IP address, subnet and WLAN ID support. Examples:
200.200,20.1/255.255.255.0, §8/200.200.20.5/255,255.255.0

|30/192.200,203.100,255.255.255.0|

|| IPvG

| Cancel ||

Back |

Mext |

4. Configure the management port. (optional step, if the bridge IP is configured to manage the

device, you no need to configure the management port)
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Bridge Mode 0 0 0
Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
Manage Interface: |athi w
¥ IPw4

IP Address:  One entry per row. IP address, subnet and WLAN ID support, Examples:
200.200.20.1/255,255,255.0, 83/200.200.20,5/255,255,255.0

10,252,252, 252(255,255.255.0
50/192,200,205,100/255,255.255.0

IPvo

5. Configure the gateway and DNS, used for the device to online update the database.

Note: If you use a bridge to manage the device, the default gateway is the gateway address of the bridge
address (that is, 192.200.203.199); if you use the management port to manage the device, the default
gateway is the gateway of the management port (that is, 192.200.205.1).
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Bridge Mode 0

Interfaces

@

Bridge Interfaces

¥ IPv4

Default Gateway:
Preferred DMS:

Alternate DNS:

192.200,203.199

130.76.76.76

o

Manage Interface

114.114.114.114

L IPvG

Gateway Ready to Complete

||g| Bypass firewall rule (recommended, this allows data flow between WaN and LAM interfaces) I

| Cancel || Back

Mext I

6. Applying the configuration will prompt you to restart the device.
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@ @ @ @ @

Bridge Mode
Manage Interface Gateway Ready to Complete

Interfaces Bridge Interfaces

MANAGE Interface (ethl): 10.252,252,252/255.255,255.0
50/192.200.205.100/255.255.255.0

Bypass firewall rule: Enable

Default Gateway: 192.200.203,199

Preferred DNS: 180.76.76.76

Alternate DNS: 114,114,114 ,114

Bridgel(ethD<->ethZ)

Bridge Interface 30/192.200.203.100/255.255.255.0
Bridge: ethl=-=eth2

| Cancel || Back |I Commit I

Deployment »

The dewice is required to restart if you save changes to deployment mode. Are you sure to

? . : . ;
\-2 continue and log in again later?

TEs | Mo |

7. Create a new authentication policy, set the corresponding authentication policy according to
customer requirements, and the device can be put on use.

2.2 Scenario 2: Route mode deployment

1. Configure the deployment mode as route mode.
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Navigation

b Status

«

Deployment

F Proxy

b Dbjects

b Users

F Access Mgt

¥ Bandwidth Mgt

» Endpoint Device

b Security

w System

4 Metwork

Interfaces

Protocol Extension
Optical Bypass
High availability
Raouting

[+ ddvanced

[ Firewall
| General

| Diagnostics

Cé] Select Deployment Mode

Deployment Mode

I?' Route Mode {use the routing function of the firewall gateway)l

' Single Arm Mode (single-armed proxy)
' Bridge Maode (transparent forwarding, with no changes to the network topology)
' Bypass Mode {listening on mirror port of switch, exclusive of UDP data, no change to network topology)

! Authentication Mode (working as authentication server to offer versatile authentication solutions, with other
control functionality disabled)

Cancel

2. Select the interface list.
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Route Mode °

Interfaces LA Interface WAl Interface DMZ Interface MaT Ready to Complete

Interface

LaMN Interface
f ethD{GE)

Available Interface

rEth3(GE)

1 Delete

WAl Interface
i eth2{GE}

4 Delete

DMZ Interface (i)

igEth1{GE}

i 8 B

4 Delete

l Cancel H Back “ Mext I

3. Configure the LAN port.
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Route Mode 0 0

Interfaces LaM Interface WaM Interface DMZ Interface MAT Ready to Complete

etho

IP Address:  One entry per row,. Separate IP address and rnask with forward slashi/). YLAN 1D
support, Examples: 200,200,20,1/255,255,255.,0, 200,200,201~
Z00.,200,20,5/255,255,255.0, §3/200,200.20,5/255,255.255.0. If WLAN ID is changed,
the DHCP server must be changed accordingly.

10,/192.200.201.199/255.255.255.0

20/192,200,202, 199/255,255,255.0
30/192,200.203| 199/255,255,255.0

I IPvG

| Cancel || Back ||I Mext I

4. Configure the WAN port and configure the gateway and DNS.
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Route Mode 0 0 0

Interfaces Lan Interface WAl Interface DMZ Interface MAT Ready to Complete

eth2

Address: ISpeciﬁed I hd
I ¥ 1Pv4 I

IP Address: Cne entry per row, Subnet apd IP range support, Examples:
200,200.20,1/255,255,255.0) 200,200,20,1-200,200,20,5/255,255,255.0

10.1.2,16/255.255.255.0

Default Gateway: 10,124

Preferred DNS: 180.76.76.76
Alternate DMS: 114.114,114.114
I IPvG

Cancel | | Back | I Mext I

5. Configure the DMZ port.
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V] V] V] ©

Route Mode
WaAN Interface DMZ Interface MAT Ready to Complete

Interfaces LAN Interface

ethl

One entry per row, Separate IP address and mask with forward slashi{/). WLAN ID

IP address:
support, Examples: 200.200.20,1/255,255,255.0, 200.200.20.1-
200.200,20,5/255,255,255.0, 88/200.200,20,5/255,255,255.0, If WLAM ID is changed,
the DHCP server must be changed accordingly.
I 10.252.252,.252/255.255.255.0
| IPvE

Cancel | | Back | I Mext I

6. Configure the NAT to access the Internet.
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Route Mode V] (V] (V] ] @
Interfaces LaMN Interface WA Interface DMZ Interface MAaT Ready to Complete
Mame: Source MAT
W

WAN Interface:

Source address:

any MAN interface

Cne entry per row, IPw4 address an

192.,168.0.1/255.255,255.0

192,200,201.0/255,255.255.0
192,200,202.0/255.255.255.0
192.200.203.0{255.255.255.0

Map Sre IP Ta:

CME Service

wAN interface IP

ALG MAT and ESP

d netrnask are separated by forward slashi/). Exarmple:

| Cancel || Back

Mext

7. Applying the configuration will prompt you to restart the device
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Route Mode 0 0 0 0 0 0
Interfaces LAMN Interface WAk Interface DMZ Interface MAT Ready to Complete
LAN Interface WAN Interface
etho ethz
IF address: 10/192.200.201.199/255.255.255.0 Line Type: Ethernet

20/192.200,202,199/255.255.255.0

30/192.200.203.199/255.255 .255.0 IF Address: 10.1.2.16/255.255.255.0

Default Gateway: 10.1.2.1
Preferred DMNS:  180.76.76.76
Alternate DNS: 114.114.114.114

DMZ Interface NAT
ethi Mame: Source NAT
IP Address: 10.252.252.252/255.255.255.0 WAN Interface:  Any WAN interface

192,200.201.0/255.255.255.0
Source Address: 192.200.202.0/255.255.255.0
19Z2,200.203.0/255.255.255.0

Mapped Src IP:  WAN interface IP

| Cancel || Back |I Cammit I

Deployment »

P The dewice is required to restart if you save changes to deployment mode, Are you sure to
\':f) continue and log in again later?

Yes | Mo |

8. Create a new authentication policy, set the corresponding authentication policy according to
customer requirements, and the device can be put on use.

3 Precautions

1. After the device sets the default gateway, it will generate a default route, which does not need to
be added again.

2. When the device is deployed in bridge mode, the internal network can manage the device
through the virtual IP address. The default virtual IP address is 1.1.1.3, access through
https://1.1.1.3, and the device can be logged in. It is not recommended to modify the address.
Please consult the technical support first if want to modify the address.
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} Status Category < || Redirection/Proxy

AL > b LT

» Objects Ne— Redirection (1)

) Users |_| Enable destination based routing, and specify port to forward redirected data

» Remote Tech Suppart

» Access Mgt » Syslog Server DMZ Port Redirection

» Bandwidth Mgt

» Central Management Pregy (D
e » Device Hame |_|Enable destination based routing, and specify port to forward proxy data
faoccurity » Server Certificate Do not restore address
 Metwork A Wirtual IP
I Firewall » DNS Service

IPv6E Address:
» Public AP1 1

> Li i
Icensing » Other Options

» Adrninistrator Commit

» Date/Time

[» Update

» Alarm Options

+ Global Exclusion
» Backup/Restore
» Custom Wehpage

» Report Center

[» Diagnostics

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



@ SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,
express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




