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Chapter 1 Content requirement

1. 1 Application scenerion

The customer intranet has a mail server. He hopes to implement the login email. After sending and
receiving emails, he will pass the IAM authentication and use the email name as the username as online
user.

1. 2 Requirement
1. One IAM 12.0.26 is deployed in the network, and routes, bridges, and bypasses are all available.
2. basic SMTP / POP3 mail server

3. The data from the intranet to the mail server needs to pass through the IAM device (if it is not
mirrored to the device)

Chapter 2 Configuration and snapshot

2. 1 Deployment mode
2.1.1 Route mode

The email login information does not pass through IAM, IAM acts as a routing gateway, and the email
login data does not pass through IAM. At this time, IAM needs to set the mirror port and pop3 single
sign-on configuration, and mirror the data of the mailbox login to the IAM mirror port.

Listened port

Mirror port

PC POP 3 server
10.1.2.34

On the AC, choose to enable the mirrored network port and check the network port of the mirrored data.
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Navigation « single sign-on(sse) *
pactatus Category «|| others
» Proxy 1S AD Domain
If SSO requires extsrmal suthentication server and the packsts of users logging into the external server do
» Objects Radius not go through this 1AM device, enable mirror interface to send the packets to another port on the 1M unit
that is not bus
v Users Proy | ¢/ Enable Mirror Interface
4 authentication o or Interfaces (selected interface will be listened):
Authentication Palicy
web

External Auth Server
single Sign-on
Custom Webpage

Internal Portal Server

I Users

Third-Party Server
Sangfor Appliance

Database

I Self Services

Advanced

b Access Mgt

» Bandwidth Mgt

» Endpoint Device

N

| commit

» Security

» Sangfor VPN

» System

2. 1.2 Bridge mode

The data of the e-mail login is transmitted to the AC. The device is transparently deployed. Ensure that
the data passes through the AC. If the AC does not pass through the AC, the mirroring is required to be
mirrored to the corresponding network port.

2. 1. 3 Bypass mode

[Status]—[Network]-[Deployment] Configure the deployment mode of the device to be bypass mode, set
the mirror port, manage ip, and ensure that the data from the intranet to the mail server can reach the
IAM device.

Navigation Deplayment *

» Status

D T Bypass Mode [}

e Manage Interface Listened 1P Addresses Ready to Camplete
» Users

» Access Mgt Manage Interface: | stho -

» Bandwidth Mgt & TPua

» Endpoint Device IP Address: one entry per row, IP address, subnet and WLAN ID support, Examples:

200.200.20,1/255,255.255.0, 88/200.200,20,5/255 ,255.255.0

» Security
200.200.22.2{255,255.255.0

[Fosem ]

I 4 Metwork I
Deployment < aimm—

Interfaces

Protocol Extension

Optical Bypass Default Gateway:  200.200.22.1
High awailability Preferred DNS: 8.8.8.8
Routing Alternate DNS: |1-h-1‘1
[» advanced
[l 1pve
I Firewall
I General

4 Diagnostics
System Logs
Capture Packets
Web Console
Troubleshooting

Restart

Cancel ‘ ‘ Back ‘ | Mext |
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Deployment

Bypass Mode /] -
Manage Interface Listened 1P Addresses Ready to Complete
Mirrar Port: eth3 ~

Listened and Excluded IP Addresses

IP Addresses: One IP address or range per row;
Listenad subnet examples: 200,200.20,0/255 255.255.0, 2001:4005: /64
Excluded IP address or range begins with hyphen. Excluded IP range examples:
-Z00.200,20.14-200,200.20,145, -Z001:4008::1-2001:4008: :ffff; Excluded IF address

Eararmmles: SO SO0 S0 C0 SO AnRG. 4

192,162.0,0/255.255.0.0

~— Lisztened IP address

Listened Servers

Servers: Monitar and audit access to the following servers by any user(from internal or external
network],

Examples: IP range, 200,200.20,14-200.200.20.148 and 2001:4008;:1-2001:4008: :fff,
IP address, 200.200.20.56 and 2001:4008::1"

Examples: 200,200.20,14-200,200.20,148

2001:4008::1-2001:4008: : ffff

200.200.20.58

2001:4003::1

Cancel Back | Next

2. 2 Configure authentication policy

[User] - [Authentication policy] Configure the authentication policy of the intranet as single sign-on,

and then select [Password based] after single sign-on fails. [ Action] Add user account to local user
database
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B<e Authentication Palicy
4 add| # Edit | X Delete | v Enable @ Disable | 4 Move Up ¥ Move Down T3 Move To | (R Import Example File

Far User Fails S50

Open authentication

» Status
—
} Prosy F—wo.  name | IF/MAC Address | Auth Method  Group(Hon-
Fi 1 User ccount Based 192.168.0.11 Opan Auth(Take IP address as usernama) 7
» Objects
. 2 SMS Based 1 T ”
~ Users Authentication Policy X
|l 3 WeChat Based 1
4 Authentication : p = el
O 4  Qrcodesase L
3 Name:
External Auth Server 5 Default Palicy (i
Description:
Single Sign-on
Custam Webpage
Cliges Auth Method: Open authentication
Internal Portal Server
auth Methad Password based
I Users * Single Sign-On(S50)
Action None (requests are rejected always)
I Self Services
SS0 Enabled:
Advanced S50 Settings

® Password based

Auth Server:

Local user database

-

Captive Portal: without Slideshow and Terms of Use | v || Preview

Login Redirection:  Previously visited webpage

Go to Predefined webpage

CAS server -
Back || Mext

2. 3 Mail Server Configuration

[Authentication] - [External Auth Server] - [pop3] fill in the mail server's ip address and authentication

port

Mavigation

24 auth Server *

b Status

b Proxy

} Objects

* Users

4 Authentication

Authentication Palicy

|+ add | X Delete | v Enable @ Disable | % LDAP Options | & Svnc wi

SMS Based Authentication
WeChat Based Authentication
QR Code Based Approved Login
QR Code Reqgistered Login
LOAP Server

RADIUS Server

External Auth Server

Single Sign-Cn

FPOP3 Server

Custom Webpage

Internal Portal Server

[ Users

[ Self Services

o4 Account Based Authentication
Social Media Account 3
Catabase Server

H3Z CAMS Server

Third-Party Auth System e

Advanced
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Add POP3 Server

|#| Enable

Server Mame: test

POP3 Server

IP Address: 10.1.7.34

Port: 110

Timeout {s): g

lTest Walidity ] l Commit ] l Cancel

2.4 POP3 SSO Configuration

Select [pop3] in [Single Sign-On]

<« Single Sign-On(sso) *

Navigation
b Status Category <« || POP3
AUARER » M3 AD Demain ¥ Enable POP3 SSOl
» Objects » PPPoE
If packets of LAN users logging into POP3 server (mail server) do not go through this device, go to the Others
- Users tab and enable mirror interface to mirrer them to the device

» Radius

4 Authentication
» Authentication Policy

» External Auth Server

ilil iiiiars: @
¥ Proxy
1 2ne entry per row, Format: IPv4:port, IPvE:port,

> Single Sign-on

¥ POP3 I If port is not specified, the default port 110 s
used, Examples:
¥ ieh 19z.168.0.1
I 18z.165.0.1:110
» Third-Party Server 20011

» Customn Webpage

» Internal Portal Server

[ Users
| Self Services

» Advanced

k Access Mgt

[2001::1]:110

» Sangfor Appliance
» Database

» Others

b Bandwidth Mgt

b Endpoint Device

F Security

F System

Cormmit

Chapter 3 Precaution
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1. The mail server only supports the POP3 protocol. Other mail protocols do not support it.
2. Ensure that the data passes through the IAM device. If not, mirror the data to get the IAM device.
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