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Chapter 1 Content requirement 

1.1 Application scenerion 
The customer intranet has a mail server. He hopes to implement the login email. After sending and 
receiving emails, he will pass the IAM authentication and use the email name as the username as online 
user. 

1.2 Requirement 
1. One IAM 12.0.26 is deployed in the network, and routes, bridges, and bypasses are all available. 

2. basic SMTP / POP3 mail server 

3. The data from the intranet to the mail server needs to pass through the IAM device (if it is not 
mirrored to the device) 

Chapter 2 Configuration and snapshot 

2.1 Deployment mode 
2.1.1 Route mode 
   The email login information does not pass through IAM, IAM acts as a routing gateway, and the email 
login data does not pass through IAM. At this time, IAM needs to set the mirror port and pop3 single 
sign-on configuration, and mirror the data of the mailbox login to the IAM mirror port.

 
On the AC, choose to enable the mirrored network port and check the network port of the mirrored data.
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2.1.2 Bridge mode 
  The data of the e-mail login is transmitted to the AC. The device is transparently deployed. Ensure that 
the data passes through the AC. If the AC does not pass through the AC, the mirroring is required to be 
mirrored to the corresponding network port. 

2.1.3 Bypass mode 
[Status]—[Network]-[Deployment] Configure the deployment mode of the device to be bypass mode, set 
the mirror port, manage ip, and ensure that the data from the intranet to the mail server can reach the 
IAM device.  
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2.2 Configure authentication policy 
[User] - [Authentication policy] Configure the authentication policy of the intranet as single sign-on, 
and then select [Password based] after single sign-on fails.【Action】Add user account to local user 
database 
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2.3 Mail Server Configuration 
[Authentication] - [External Auth Server] - [pop3] fill in the mail server's ip address and authentication 
port
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2.4 POP3 SSO Configuration 
     Select [pop3] in [Single Sign-On] 

 

Chapter 3 Precaution 
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1. The mail server only supports the POP3 protocol. Other mail protocols do not support it. 

2. Ensure that the data passes through the IAM device. If not, mirror the data to get the IAM device. 
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