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IAM Configuration Guide

Chapter 1 Content requirement
1. IAM device, PC, and AD domain server.

2. Deploy all the network environment, make sure all the devices and AD domain server can connect
to IAM.

Chapter 2 Configuration and Snap shot

2.1 LDAP Configuration

1. Edit (User) > (External Auth Server) > (Add) > (LDAP Server)

@ SANGFOR | 1amiz

Navigatio el i futh Server *

b Status |+ add - | W Delete | o Enshble @ Dissble | S LDAP Options | 52 Syne with all LDAP servers [450R
» Proxy SMS Based Authentication

b Objects WeChat Based Authentication

QR Code Based Approved Login
* Users

QR Code Registered Lagin

4 futhentication
LDAP Server

» Authentication Policy
RADIUE Server

I » External Auth Server I

. . POPS Server
» Zingle Sign-Cn

04 Account Based Authentication b
» Custormn Webpage

Social Media Account 3
» Internal Partal Server

Database Server
I Users H3C CAMS Server

[ Self Services Third-Party Auth Systemn 3
CIT T TEEting oo

» Advanced

2. Configure LDAP server information
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Add LDAP Server X

+| Enable
Server Mame:

Type: MS Active Directory w

‘ Basics ” Sync Options ” Advanced

IP Address: 10.10.10.2

Part: ct:1=

Timeout({sec): 5

Search: Anonyrnous

Admin DN: Adrmin DM or name of the server admin account

admin@actear.com.cn

Adrin Password: eseess

BaseDN: DiC=acteam,DC=com,DC=cn| |

Test Walidity

Commit Cancel

(IPaddress): Ip address of LDAP server.
(Authentication port): Port which connected to LDAP server, for example, AD domain is 389.

(Time out): Set the timeout period of the authentication request. After the system forwards the
authentication request to the LDAP server, if there is no response after this time, the authentication is
considered to be invalid. If the network between the device and the LDAP server is slow, you can try Set
the timeout to be larger (for example, 10 seconds).

(Search): This option is available when the LDAP server supports anonymous search.

(Admin DN): User account used for querying and synchronizing to the LDAP server; for example, the
account is: administrator, the domain name is sangfor.com, then the format is: username@domain,

administrator@sangfor.com.cn

(Admin Password): The password corresponding to the user who is used to bind the server.

(BaseDN): Specify the starting point of the domain search path, which determines the effective scope of
the LDAP rule. If the user is outside the specified BaseDN, the user cannot be authenticated by the
external server, and the configured policy will not take effect for the user. Therefore, you can use
BaseDN to divide the area of different administrators.

3. Test validity (test validity)
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Test Yalidity

Test Type: ® Change Password | Account Validity

Usernarne:

Enter current
password:

Enter Mew
Passwaord:

Retype new
password:

Test Walidity

(Change Password): AD domain account If you select the first time authentication to change the
password, then you can change the password directly here.

(Account Validity): Tests whether the AC device can communicate directly with the AD domain and
verify that the account is valid.

Edit(sync options) (If there is no special requirement, it is not recommended to edit and modify, keep
the default.)
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Add LDAP Server x

#| Enable

Server Name: test

Type: MS Active Directory e
Basics | Sync Options ” advanced
User Attribute: sAMAccountMane w7
Username: displayMame
Description Attribute: description
User Filter: {|{objectClass=user){objectClass=person))
QU Filter: [[{objectClass=organizationalUnit){objectcl:
Security Group Filter: {objectClass=group)
Security Group Attribute: rmermber

Cormmit Cancel

(User Attribute): Specifies the attribute field on the LDAP server that uniquely identifies the user. For
example, the sSAMAccountName attribute on the AD domain identifies the user, and on the Novell LDAP,
the uid attribute identifies the user.

(Username): Specifies the attribute field on the LDAP server that uniquely identifies the user display
name. For example, the displayName attribute on the AD domain identifies the user's display name.

(Description Attribute): Specifies the attribute field on the LDAP server that uniquely identifies the
user description. For example, the description attribute on the AD domain identifies the user's
description.

(User Filter): Specifies the user filtering condition of the LDAP server. That is, you can determine
whether a node is a user. For example, you can filter whether a node is a user by filling in
"(|(objectClass=user)(objectClass=person))" .

(OU Filter): Specifies the organizational unit filter condition of the LDAP server, that is, whether the
node can be an organizational unit by using this condition. For example, the AD domain can be filled in
by "(|(objectClass=organizationalUnit)(objectClass=organization)(objectClass=domain)(objectClass
=domainDNS)(objectClass=container))" to filter whether a node is an organizational unit.

(Security Group Filter): Specify the (security) group filter condition of the LDAP server (Note: for the
AD domain, here is the security group, for the non-AD domain, here is the group), that is, through this

condition, it can be determined Whether the node is a (secure) group, for example, the AD domain can

be used to filter whether a node is a security group by filling in "(objectClass=group)".

(Security Group Attribute): Specifies which attribute on the AD domain server identifies the member
list of the security group. This attribute takes effect only when the LDAP server is an AD domain. If
there is no special case in this field, you can usually fill in the member.

When the server type selects "MS Active Directory”, the above parameters are set. Generally, the default
parameters can be used. If the server is other types of LDAP, it needs to be adjusted according to the
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actual situation, so that the device can read the correct LDAP.

4.  Edit (Advance) configuration

Add LDAP Server x

#| Enable
Server Mame: test
Type: MS Active Directaory hd

Basics ” Syvnc Options ” Advanced

futo update security groups (i)

Security Group and User Association

Method: * User Group based
basedi{recornmended)

Attribute: rmermberof
#| allow security group nesting{i}

Attribute: rmermberof

Search Option

"

Paged Search: ¥ Use extended function (i)

(P

Page Size: 800

Max Size: 1000 ':i:' -

Commit Cancel

(Auto update security groups): After checking, the LDAP server will be requested in real time to
synchronize the contents of the required synchronization to the local, but will increase the pressure on
the LDAP server. This option is only valid for the AD domain.

(Security Group and User Association): The default configuration is recommended here.

(Method): You can choose "users to find (recommended)" or "group to find users". If the user has an
attribute on the LDAP server that holds the group to which it belongs, you can select "User Group
(Recommended)" because this method will provide better performance and reduce the performance
pressure on the LDAP server. If there is no information stored between the user and the group on the
LDAP server, only the group saves the user. In this case, you need to check the group to find the user.

(Attribute): If the "User based" mode is selected, this field needs to fill in the group on the LDAP server
or the user saves the attributes of its parent group. For example, the memberOf attribute on the AD
domain identifies the parent group of a node, so when searching, the memberOf attribute is used to
search for its parent group. If "Group based" is selected, this field needs to fill in the attributes of the
group save subuser on the LDAP server. For example, the member attribute on the AD domain identifies
a sub-user of a group, so when searching, the member attribute is used to search for a sub-user of a
group.

(Allow security group nesting): The check box determines whether the configuration (security) group
is valid for the users under the group, or whether the users and subgroups under the group are recursive.
If you select this field, the user and sub-groups of the corresponding (secure) group will be recursively
effective. If unchecked, it means that only the subordinate users in the configured (secure) group are
valid, and all subgroups are ignored.

(Nesting Attribute): Nested properties can only be filled after "Allow security group nesting" is
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checked. This option indicates which attribute is used by the group that needs to be searched for when
recursively looking up. If the "User based" mode is selected, this field only needs to be consistent with
the "Associated Properties”. If "Group based" is selected, this field needs to fill in the attributes of the
group save subgroup on the LDAP server. For example, the member attribute on the AD domain
identifies all subgroups of a group, so when searching, the member attribute is used to search all
subgroups of a group.

(Page search): To search the LDAP server using the extension APL, it is recommended to keep the
default configuration.

(Page size): The size returned when LDAP is paged, 0 means no limit, it is recommended to keep the
default configuration.

(Max size): The size limit option when synchronizing LDAP, it is recommended to keep the default
configuration.

2.2 User authentication configuration
1. Edit(User) > (Authentication) > (Authentication policy)

Na\,'igation <& Gro er Authentication Policy * Auth Server *

» Status X v @ B [ 1mport Example File

} Proxy F Ma. Name IP/MAC Address Auth Method
1 1 Default Palicy 0.0.0.0-255.255,255.255 : -ffff . ffff fff: fff . fff: ff:ff.. Open Auth(T

b Objects

* Users

4 Authentication

I Authentication Policy I

External Auth Server
Single Sign-0n
Custorn Webpage

Internal Portal Server

[» Users
[+ Self Services

Advanced

2. (Add) > (Authentication Policy) - It is recommended to test the process at the beginning of the test
for a single address. After the test is successful, gradually expand the test range.

» status
» Proxy [ M.

» Objects

ve o | Hirpert Example Fla Samrch by 15 Adse = [s2arch
Ak Hethod Graua(en-Local/Damain User) Move Dok | Ses
R 2 x

IPANAC Address: (F

@ dq

3.  (Authentication method): Choose authentication method: Password based. Auth server: Select the -
LDAP domain server created in the external auth server.
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Exampe file |
» Status #add 7 Edt | XDelete | Ensile @ | # Move Up & Move Dawn BpMove Ta | import Search by IF Address = Search B
Fe— O M Mame Group(Non-LocalDoman Users) Mave Delete  ststuc
S 1 Dafault Poly = s
woar
e Auth Method:
Custom webpsge
Inkernal Portal Server At Mathad
Users activn
auth Server,
S Services
Sef registration
agvanced shs
Account login mith {17 Gitest
N JLDAF
R
Gaptiva Partal e
Captive Portals Facsback
Login Redirections | = B
ogin Redivectons | = 7L
SC_FACEBOOK_AUTH
WeCHAT
1Ding
oa
Meatag Room QR Code Ragi,
+ add server
» Access Mgt Back nest
» Banduwidth Mgt
» Endpoint Device
Orine
» Security
» System

4. Action configuration requirement after authentication process.

Authentication Policy

|#| Enable

Marne: LD AP

Description:
Tyt Add Mon-Local/Domain Users To Group: (i)
futh Methad | |/ i}
Action [ | &dd user account to local user database (i)

¥ Autornatic binding
[ Bind IP to MAC address (i)

[# Bind user account to [P and MAC address (i)

Furpose: ) Auto authentication
® Correlated login with account

Auto authentication and correlated login with account

Binding: |#/ IP Address [ MaC address (3)
Validity ®* Never expire
Period:

Days:

|| Lagin thraugh new endpoint device needs appraoval

Advanced

Back | | Commit

5.  You can see the new policy in the authentication policy interface.
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Navigation

b Status

b Prowy

b Objects

Single Sign-0n

Custom webpage
Internal Portal Server

Usars
Self Services

Advancad

» Access Mgt

b Bandwidth Mgt

b Endpaint Device

» security

» system

BTl ~uthentication policr *

x -
Name
Lo

Default Foliey

Smport Exarple fils
TR/MAC Address Auth Method
192.168.19.205 User Acsount

0.0.0.0-255.255.255.255 M A MCIE AL Opan AU Taks TP sddrass 35 wsemame] /) +

Search by 1P Adarass * [Scorch s
Group(Hon-LacsDemain Users) Hove Delete. Statue.
’ + x v

onling,
Chat

Chapter 3 Precaution

1. When configuring the external authentication server administrator account and password, it is
recommended to click - [test validity] to ensure that it is available. as the picture shows:

Add LDAP Server

|# Enable

-

Server Name:

Twpe:

test

MS Active Directory

I Basics ” Sync Options ” advanced

IP Address:
Part:
Timeout(sec):

Search:

Admin DM

Admin Password:

10.10.10.2
389
5

| Anonymous

admin DN or name of the server admin account

admin@acteam.com.cn

BaseDN: Dic=acteam,DC=com,DC=cn i
Test Walidity |
| Carnrmit | | Cancel |

2. The client opens the web page to pop up the authentication page. If it is domain URL link to open
the link, you need to be able to resolve the domain name and open the URL of http. If you need to
open the URL of https, you need to go to the authentication page. You need to select the
authentication option. The options on the image below:
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» Proxy > Optians Take action # user logs in on a second IP adgress with an account that does not allow concurrant login:  *
» Objects + USB Key User ) Rejact raquest and natify user that account is being used on ather endpoint
Er— st A ® Disconnect earliest endpoint and allow new endpaint
4 huthoticatian | AC, acqiston aeros L || Ak Authentcaion Opins
+ authentication Palicy netwark 1 Enable caokis-based authentication (1)
+ External Auth Server + RADIUS Server Period(days) 0 D
PEIIERED + Managed Authentization e
+ Custom Webpage
1 Enable password strangth requirerments
 Intemal Poral Server =
attings
clto 11 Use 551t enerypt usemame and password
* Loeal Usars Domain Name 0
+ User Impart .
e Devic Certificate.ss
+ usar ginding (Upload o Creats CSA )
? IPMAC Binding User Profile Change.
+ Wechat Binding
8 Al iz £ ahinga e profle ()
I e Services assward Rotrieval
+ Advanced @ Mot allom password retrieval through SMS message (1)
Other optiens
% ONS service is avaiable even user i not authenteated ar i lacksd rd
|  Redirect HTTPS requests{not using proxy) to captive portal if user is not authenticated () ]
4 Far nternst access using praxy, passward submission is Web based
¥ Username of domain user is domain account plus domain name
) Open auth for data flow from AN t La interface
» Aeceas Mgt # Disable sorting by user/group (i)
TR 1) Resolve virtual damain name (cauthservice.net) as specified [P addrass
1 Addra i
» Endpaint Deviee
» Security S
Commat
+ System
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