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Copyright © Sangfor Technologies Inc. 2021. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred
to as "Sangfor") and its affiliates reserve all intellectual property rights, including but
not limited to copyrights, trademarks, patents, and trade secrets, and related rights to
text, images, pictures, photographs, audio, videos, charts, colors, and layouts as
presented in or concerning this document and content therein. Without prior written
consent of Sangfor, this document and content therein must not be reproduced,
forwarded, adapted, modified or displayed or distributed by any other means for any

purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-

us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@sangfor.com.
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Change Log

Aug. 29, 2021 This is the first release of this document.
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1 Scenario

TOTP, an abbreviation for Time-based One-Time Password, indicates a one-
time password based on a timestamp algorithm.Based on the comparison
between the client's dynamic password and the clock of the dynamic token
authentication server, a new password is usually generated every 30 or 60

seconds.

The client and server are required to maintain the correct clock very precisely

to keep the one-time password generated to be consistent on both sides.

NGAF SSLVPN can combine with dynamic tokens based on TOTP protocol to

achieve two-factor authentication for account security.

The commonly used TOTP dynamic tokens client are Google Authenticator,
Microsoft Authenticator, M token, etc. This configuration guide uses Google

Authenticator as an example.
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2 Configuration Steps

2.1 Install SSL VPN 2FA patch on NGAF

Step 1. Request SSL VPN 2FA patch from Sangfor Personnel
Step 2. Login to the NGAF web console and enable system upgrade setting on
the interfaces that you connected. Network > Interfaces > Physical

Interface.
ﬁ NGAF Platform Home  SOC  Mentr  Poices  Objects [EILND Sstem Menu name Q A& © Q adn
# s L I .

Physical Interfaces Subinterfaces VLAM Interfaces Agoregale Interfaces. GRE Tunnels Link State Propagation (-]
V Ensble @ Disszie C* Refresh
Name Interface Status  WAN Anribute Type Zone IF Aszignment IF Address. Link Made MTU  Link State Smatus
eth a Yes LayerZ WAN Static IPv4/Static IPvE  102.188.1.188/24.1... Ijudj-: ex |Cflf:\4|bps 1300 Not detected v E
eth Ca No Lasyer2  management Static IPv4/Static Pv8 102 200 10 22224 1500  Not detcted v E
eth2 a Yes Layer3 WAN DHCF/Static IPvG 102.188.84.181/2¢ 1300 Not detected v E
ethd i | No Leyer3  tonei® Static IPv4/Sttic P - 1500 Not detected Vv E
Edit Physical Interface x
Basics
Narne: ethd
Status © Enabled Disabled
Description: Vanape imterface
Type Layer 3 -
Zone VAN -

Bssic Attributes: VAN atiributs

Systern Upgrade: Temporarily uss this interface for system upgrade (3
|Fud IPv Link Stste Detzcton Advanced
IP A=signment: O Satic DHCR PPPoE
Static |2 102.188.1.100/24 @
10.251.251.251/24
Mext-Hop IP: 192 188.1.1 o
Link Bandwidth: Outbound 8 Mbps = Inbound B Mbos -
Management Service
Aliowa WEBUI FING SMME 35K
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Step 3. Run Sangfor Updater software and log in with the admin account
credential. After that, click on browse and select SSL VPN 2FA patch package.
Then select Install upgrade package dlrectly

L 75 anngrFlrmware Updater - Device Dlscnnnected —

.

h

Ev SANGFOR

+ Tips:F10to open Technical support tools

IP Address: L “
Password:
%' Sangfor Firmware Updater - © E=n RC |

—_—
§~ SANGFOR

Curent Device
“ermar:

IF Addrezs:

IJpdate Method

Inztall aftes pre-upgrade check

| @) Inztall uporade package directy |

Dizcarnect l
Bt )

Step 4. Click Next to proceed to install the SSL VPN 2FA patch to NGAF.
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2.2 Enable TOTP authentication

Step 1. After installed SSL VPN 2FA patch on NGAF, proceed to enable TOTP
authentication settings. Network > SSLVPN > Authentication > TOTP

authentication.

6 NGAF Platform Home s0C Monitor Policies Objects [ Network ] System Menu name Q A @ o adm

Authentication

Primary Authentication

Loap

=5 SMS Passcode
e

Authentication

TOTP Authentication D tnable Disakle

Dynamic Token Valid Period. 120 v seconds
ul Cance

Step 2. Enable TOTP authentication on specific users. Select the user and click
on edit under Network > SSLVPN > Local User. Next, select Dynamic Token

Authentication > TOTP authentication.
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Local Users
@ o ~ M ceicte Select = & Hardware D X TOTP Dynaric Token o import BIvove £ are + ® Associsted Resources Unfold all Search by Name =
B Group f
path: |
! Memb
Imrmechste sbgroups: 1, Total wbgroups 1 Inrnediate users 1, Total users 1
Defauk Greup s e aia N
¢ Type Description & Publierprivate St
fault Group Group System protected,unable to be deleted Public v
jianhow User private v
Local Users
Bask Attributes
Marne: « janhow wirtual [P Assignment O Automatic Specified 0008
Gescription Expire: © Never expire On date ChsH
Password:  esmessses .
Status © Enable Disable
Confirre:~ essssees

Mobile Nurmber:
Added To: / =

[ nherit authentication settings from parent group
Authentication Options

User Type Public user O Private user

Secondary Authentication

. . Hardware D
Primary Authentication
Local password  Local database - SMS Passcode
Dynarmic Token Authentication TOTP Authenti  ~

Assiggned Roles

@ creste + Associate

Roles:

Step 3. Check the TOTP authentication database to view which user is bind
with TOTP authentication SSL VPN > Local Users > TOTP Dynamic Token. You
can see the User Type and Binding Time. Administrators can delete the user
from the TOTP authentication database manually if the user lost their TOTP

software.

Local Users

Qusi- | Wose | Lo | Bswsr | @hedeee Mot + | e | KBtae s | @ Associled Resources Unfeld all Search by Name =

= Group: /
pah ¢
} & s
e
Imrvediate subgroupe: 1, Total subgroups 1, Irsmediste users: 1, Total users: 1
Detaut Group s
Hame : Tppe Description 2 Publicsrivate Satue
Default Group aroup System protected,unable to be deleted Public v
jianhow User Private v
Local Users
- M o Biseect = | useriype Allusers < Search by Usamame
Usemarne User Type Auth Server Binding Time
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3 Test Result

3.1 First Login to SSLVPN after enabling TOTP
authentication

3.1.1 Token binding by scanning QR code

Step 1. Once enter login credentials and click Log in, a message that requires
the user to do the token binding with authenticator apps will prompt.
Download Google Authenticator on phones (Apple Apps Store or Google Play

Store) and click Next.

Token

d accept the Privacy Policy

Log In

Jse Cortificate

bvinload Client
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Step 3. Select Scan a QR code on the user's phone and scan the QR code

displayed on the login page.

Scan a QR code (O]

Enter a setup key

Token
Download App Bind Account

Please use a token app to scen and bind account.

Switch binding mode | Error?
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Step 4. Enter the code displayed on the authenticator on the SSLVPN login

page to complete the login process.

Token
Download App Bind Account Werify Account

Please enter one-time p.zcnrnd?

3.1.2 Token binding manually

If the user is having an issue using their mobile camera to scan QR code, they
may proceed to do binding manually as shown below:
Step 1. Run Google Authenticator and click the ADD button. Next, select

Enter a setup key.

Scan a QR code E|

Enter a setup key
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Step 2. Select Switch binding mode on the Bind Account setting.
Copy and enter the key shown into Google Authenticator. Then select "Time-
based" and click Add.

Token
Download App Bind Account

Please use a token app to scan anc kind account.

IQ-..r.-ifrh bind ng mode I| Error?

Token
Daownload App Bind Account

Please enter the following information in token app to bind your YPN

SCCoOunt,

Account:
Key: D
ACBYVIALDAMESHE CA

Switch binding mede | Error?
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A4DAMBSHBCAQ)

Time-based m

3.2 Second login after token binding

After the first login to SSLVPN and complete the token binding, the following
login will not request token binding again as long as administrators didn't

delete the binding relationship on the TOTP authentication database.

Use Account

Token

have read and accept the Privacy Policy

‘ Log In

L

Download Client
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3.3 Verification on the binding relationship

Administrators can check on the user authentication method on the online
user list Network > SSL VPN > Online users, and also the binding status at

Network > SSL VPN> Local users > TOTP Dynamic Token.

Online Users
Refresh Disabled = ()Refresh ¥ Disconnect t - A Sendisp ~ Unfold All | Locked: 8 View | VPN Users: 1/500
Q &l = Username. 4+ Description 2 LoggedIn 4 WAN inteface TP Authentication Group
! i 1922001968 Local passwordDynamicte,. £
Default Group
Local Users
ek 1 peiete Selct ~ | UserType Allusers  ~ Search by Usemame Q
Usemarne User Type Auth Server Binding Time
Local user Local database 0210828013048
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