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Chapter 1 Content requirement

1. IAM device, network data can pass through the device
2. Internal networks are non-DHCP

3. If 3 layer network environment, need to configure layer 3 MAC recognization and and able to
verify the ARP table.

Chapter 2 Configuration and Snap shot

2.1 Open authentication

1.  Fill in authentication IP or Mac address.

Authentication Policy *

|#| Enable

Nameb

Description:

¥ Ohjects

IP/MAC Address: (5)

* Auth Method

* Action

l Back ] [ Mext

2. Authentication method choose Open authentication, user name can use IP address as username,
also can use Mac address as user name. Not recommend to use PC as username (sometimes can not
get the PC name)
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Authentication Policy »

[#| Enable

Name:

Description:

p—
Objects Auth Method: ® Open authentication

[ Password based
[ Single Sign-On(S50)

* Auth Method

¥ Action (' Mone (requests are rejected always)
Username
'® Auto assigned: Take IP address as username hd
() Obtain during self registration: w

Back || Next

3.  Select automatic bind IP and Mac address after authentication.
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[ Enable
MName:
Description:
? Objects Add Mon-Local/Domain Users To Group: @
» Auth Method | |/ i
> Action | Add user account to local user database @
|+ Automatic binding
¥ Bind IP to MAC address (1)
[} [] Bind user account to IP and MAC address {D
Binding IP Address f'-'-‘:-‘::’i-:-:-i-
vallaiLy ® Never expire
Back ] [ Comrmit

2.2 Password base authentication
1. Fill in the IP range and Mac address.

Authentication Policy »

[#| Enable

Nameh

Description:

» Objects IP/MAC Address: (7)

* Auth Method

* Action

[ Back l [ Next

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 3



IAM Configuration Guide

2. Authetication method choose password based.

Authentication Policy x

|#| Enable

MName:

Description:

* Objects S
1=C Auth Method: () Dpen authentication

| ® Password based |
(' Single Sign-On(550)

» Action (' Mone (requests are rejected always)

? Auth Method

Auth Server: L@ user database w
|| self registration: w
[ Account login with WeChat @

[[J Account Login with 5M5 Code (i)

Captive Portal
Captive Portal: Without Slideshow and Terms of Use | | Preview
Login Redirection: Previously visited webpage

| Back || mext |

3. Select automatic bind IP and Mac address after authentication.

|#| Enable

Name:

Description:

- i i
Objects Add Mon-Local/Demain Users To Group: (3)

b Auth Method | |/ o

["] &dd user account to local user database (D
¥ Action

[#| Automatic binding
[#| Bind IP to MAC address (1)

[C] Bind user account to IP and MAC address (i)

2.3 Authetication with SSO

1. Fill in the IP range and Mac address
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Authentication Policy »

|#| Enable

Namel}

Description:

* Objects IP/MAC Address: (3)

* Auth Method

* Action

| Back || Next

2. Authentication method choose SSO, when fails SSO can choose either Open Authentication or
password based to login.

|#| Enable
Name:
Description:
* Objects L
d= Auth Method: () Open authentication
b auth Method ' Password based
I'!' Single Sign-On(550) I
* Action (L) Noene (requests are rejected always)
S50 Enabled: server
S50 Settings

For User Fails S50
() Open authentication

® Password based

Auth Server: 10.10.10.3,Local user database 2
Captive Portal: Without Slideshow and Terms of Use | ¥ | | Preview
Login Redirection:  Previously visited webpage
) Gote Predefined webpage
() CAS server hd
Back || Next

3. Select automatic bind IP and Mac address after authentication.
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|#*| Enable

Name:

Description:

b )
Objects Add Non-Local/Demain Users To Group: (3)

* Auth Method | |/ i

|_| Add user account to local user database (D
¥ Action

|#*| Automatic binding
[#] Bind IP to MAC address (i)

[_] Bind user account to TP and MAC address (i)

. s

Back | | Commit

Chapter 3 Testing result

1. Internal IP will bind IP/Mac automatically.

b Proxy MAC Address
] 192.168.19.100 “e-de
» Objects

- Users

4 Authentication
» Authentication Policy
» External Auth Server
» Single Sign-On
» Custom Webpage

» Internal Portal Server

4 lszers
» Local Users

* User Import

* User Binding

2. When IP/Mac address not matched, data will reject by IAM.

Chapter 4 Precaution

1. Please do not use IP/Mac address bind when using DHCP environment.

2. For password authentication or single sign-on users, the user and IP/MAC binding relationship
must be automatically entered. Only the user name will be log.
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