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to as "Sangfor") and its affiliates reserve all intellectual property rights, including but
not limited to copyrights, trademarks, patents, and trade secrets, and related rights to
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presented in or concerning this document and content therein. Without prior written
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purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in part,
may be not within your purchase scope or usage scope. The products, services or
features you purchase must be subject to the commercial contract and terms as
agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor
disclaims warranties of any kind, either express or implied, for the content of this

document.

Due to product version upgrades or other reasons, the content of this document will
be updated from time to time. Unless otherwise agreed, this document is used for
reference only, and all statements, information, and recommendations therein do not

constitute any express or implied warranties.
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Before You Start

About This Document

This document describes the architecture, features, installation, and O&M

management of Endpoint Secure.

Product Version

The following table lists the product version involved in this document.

Endpoint Secure 3.5.5EN

If the configuration is updated in later versions, this document will be updated

accordingly.
Intended Audience

This document is intended for:

e Network design engineers

e O&M personnel

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Indicates an imminently hazardous situation which, if

not avoided, will result in death or serious injury.

Indicates a potentially hazardous situation which, if

A\ WARNING

not avoided, could result in death or serious injury.

A Indicates a hazardous situation, which if not avoided,

could result in minor or moderate injury.
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Indicates a hazardous situation, which if not avoided,

A\ NOTICE

could result in settings failing to take effect,

equipment damage, or data loss.

NOTICE addresses practices not related to personal

injury.

Calls attention to important information, best
LLNoTE P

practices, and tips.

NOTE addresses information not related to personal

injury or equipment damage.

Change History

Changes between document issues are cumulative. Therefore, the latest

document issue contains all changes made in previous issues.

Issue Date Change Description
01 Jun.22,2020 | This is the first release.
02 Jul.30, 2021 Updated version from v3.2.22

Technical Support

User support email: tech.support@sangfor.com
Technical support hotline:
e Technical Service (Global): +60 1271 175 11 (7129)
e Technical Service (Thailand): +66 600024050
e Technical Service (Indonesia): +62 001 803 492 483 403 09 (Toll-free)
e Technical Service (Singapore): +65 800 852 803 4 (Toll-free)
e Technical Service (Hong Kong): +852 800 931 345 (Toll-free)
e Technical Service (Pakistan): +92 800 900 444 00 (Toll-free)
Inquiry of Sangfor Technologies' service provider and service validity period:

https://community.sangfor.com/plugin.php?id=service:query
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Feedback

If you find any product information-related problem using our products, please

contact us through the following means.

e https://community.sangfor.com
o Call the local office to provide feedback
o After-sales service hotline:

o Technical Service (Global): +60 1271 175 11 (7129)

o Technical Service (Thailand): +66 600024050

o Technical Service (Indonesia): +62 001 803 492 483 403 09 (Toll-free)
o Technical Service (Singapore): +65 800 852 803 4 (Toll-free)

o Technical Service (Hong Kong): +852 800 931 345 (Toll-free)

o Technical Service (Pakistan): +92 800 900 444 00 (Toll-free)
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1 Product Overview

Endpoint Secure is an endpoint security solution provided by Sangfor. It consists
of the cloud service center, lightweight endpoint security software Endpoint
Secure Agent (Agent for short), and Endpoint Secure Manager (Manager for
short). The Manager supports centralized endpoint management, virus scan and
removal, compliance check, and centralized management of micro-
segmentation and access control policies. The Agent supports the antivirus,
intrusion prevention, firewall, data collection and reporting, and one-click threat

fixing functions.

In addition, Endpoint Secure can integrate and coordinate with Internet Access
Gateway (IAG), Cyber Command, Next Generation Application Firewall (Sangfor

NGAF), and Platform-X, forming the new-generation security protection system.

1.1 Introduction

Endpoint Secure can be installed in the customer's local environment. The
Manager functions in both the software and hardware modes. The Manager
software is installed on a Linux server, and the Manager hardware, which is
connected to the network core switch in bypass mode, centrally manages all
Agents. The Agent is installed on each endpoint. The Manager coordinates with
Security Butler through the public network and coordinates with the Agent on
each endpoint through the intranet to provide accurate security information and
solutions for local endpoint users. The communication data is encrypted. The

following figure shows the installation layout.
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Cloud

X

1.2 Key Features

1.2.1 Network-wide Endpoint Inventory

Network-wide endpoint inventory includes that of business servers and user PCs.
The inventory can contain the hardware, software, and asset management
information of each endpoint. IT administrators can use this feature to obtain a
full picture, analyze risk surfaces, and reduce attack surfaces of hosts on the

entire network.

1.2.2 Endpoint Security Compliance Audit

Each organization has its own endpoint security compliance requirements,
especially information security level protection (ISLP) compliance requirements
and host security requirements. This feature is designed based on the ISLP host
security requirements to audit compliance of the identity identification, access
control, security audit, intrusion prevention, and malicious code prevention
policies. Enterprises can use this feature to ensure that their systems in

construction meet the host security requirements of ISLP.
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1.2.3 Real-Time Protection from Ransomware

Ransomware is a type of malware that encrypts the victim's files and demands
a ransom payment to decrypt them. It becomes more and more common, and
victims appear every day. Endpoint Secure can identify different ransomware
families accurately, recognize ransomware infection and encryption features
after professional analysis, scan and remove the latest ransomware to prevent

infection.

1.2.4 System Vulnerability Detection and

Rectification

Attackers may exploit system vulnerabilities of different risk levels that fail to be
identified or rectified on time to access the customer's intranet, which may
cause severe service impact and loss. Endpoint Secure can help administrators
identify and rectify endpoint system vulnerabilities on the intranet to enhance

system security.

1.2.5 Proactive Detection of Intrusion Attacks

Endpoint hosts may be intruded and then infected with ransomware or crypto
mining. Most attackers crack weak passwords using brute force methods to
intrude on endpoint hosts. Endpoint Secure can proactively detect brute force
cracks, block the IP addresses that initiate attacks, and proactively detect web

backdoor files to prevent web security attacks.
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2 Installation

Endpoint Secure is an endpoint security solution that consists of the cloud
service center, Manager, and Agent. This chapter describes how to install the
Endpoint Secure, including preparation, Manager installation, product activation,

and Agent installation and uninstallation.
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Installation

2.1 Preparation

2.1.1 Manager Installation Environment

The Manager functions in both the software and hardware modes. The Manager

software can be installed in a physical or virtual environment. The following

table describes the hardware resource requirements for installation in both

environments. The Manager hardware is connected to the network core switch

in bypass mode.

1-300 2 cores 2G 240G
300-1000 2 cores 4G 1T
1000-2000 4 cores 8G 17
2000-10000 8 cores 16G 1T

2.1.2 Agent Installation Environment

Table 1: Hardware resource requirements

The Agent is compatible with multiple versions of the Windows and Linux

operating systems. The following table lists the supported operating systems

and versions.

Windows

Windows 10 (32-/64-bit)

Windows XP, Windows 7, Windows 8, Windows 8.1, and

Windows Server

Windows Server 2003 SP2

Windows Server 2008/2008 R2

Windows Server 2012/2012 R2

Windows Server 2016/2019

Linux

Debian 6/7

CentOS 5.7 x86/6/7

Ubuntu 10.04/11.04/12.04/13.04/14.04/16.04/18.04/20.04
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RHEL 5/6/7

SUSE 11/12/15

Oracle Linux

Mac10.13

Mac10.14

Mac10.15

Mac11.0

Table 2: Supported operating systems and versions

2.1.3 Network Connectivity Requirements

Communication between the Agent and Manager and between the Manager
and cloud server must allow the Endpoint Secure functions to run properly. The

following table describes the allowed ports and server addresses.

Access ES MGR management
TCP 443
platform
Agent download and database
TCP 4430
update
Agent Manager
TCP 8083 Service port
Agent enable/disable by the
TCP 54120
Manager in emergency scenarios
ICMP Connectivity detection
Patches https://upd.sangfor.com.cn
Licensing https://auth.sangfor.com
Manager Cloud server
Cloud-Based
https://analysis.sangfor.com
Engine
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Terms of Use
and Privacy https://clt.sangfor.com

Policy

Patches,

signature, and
http://download.sangfor.com.cn
antivirus

database

Table 3: Network connectivity requirements

2.1.4 Trusted File Whitelisting

To prevent false error reports during virus scan and removal, you need to collect
and whitelist trusted files in advance. Whitelisted files include customer-
developed virus-free service software or files that have been whitelisted for
other antivirus products. After the Manager is installed and activated, log in to
the Manager, choose Endpoints > Security Protection > Trusted Files, and add

files to the whitelist. Whitelisted files are skipped during virus scan and removal.

2.2 Manager Installation

The Manager functions in both the software and hardware modes. The following

describes how to install the Manager software and hardware.

2.2.1 Manager Software Installation

The Manager software can be installed in either of the following modes:

1. OVAimage mode is used in virtualization scenarios, such as when VMware

or HCl is used.

2. 1SO image mode: is used in virtualization scenarios or scenarios where

physical servers are used.

2.2.1.1 Installation Package Downloading

To download related component packages, visit https://community.sangfor.com

and choose Self-Service > Software Download > Endpoint.
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[INoOTE

Download the OVA template of the ES3.5.5EN official version for installation in OVA

image mode.

Download the ISO template of the ES3.5.5EN official version for installation in ISO

image mode.

Download the installation and update package of the ES3.5.5EN official version for

update.

2.2.1.2 Installation in OVA Image Mode

LNoTE

The following describes how to install the Manager software in OVA image mode

on the HCI. Refer to the following procedure for installation on other virtualization

platforms.

Step 1. Import the OVA template.

Import the OVA template from the local environment, as shown in the following

figure.

File Type OVA or VMA

To use a vhd, vhdx or qcow2 image file, choose Existing disk and then select
that image file when configuring disk for virtual machine.

VM Image Files:

Group: Default Group
HA + Migrate to another node if the node fails

Datastore: VirtualDatastore1

Storage Policy: 2_replica

Run Location: =<Auto=

0s: Default
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Step 2. Configure the network.

LLINOTE

You can configure the network on the web portal in the 3.2.22EN or a later version

(full installation).

1. Loginto the Manager.

Configure the PC IP address in the same network segment as the management
port of the Manager. Open the browser, enter the default Manager address
https://10.251.251.251 in the address box, and press Enter. Log in to the
Manager. The default user name and password are admin and admin,

respectively.

LLNoTE

The default IP address of the Manager management port is 10.251.251.251/24.

Internet Explorer 11 or later, Firefox, and Google Chrome are supported.

2. Configure the Manager IP address.

Choose System > System > Network, click the Interfaces tab, and set IP

Address, as shown in the following figure.

Routing Advanced

Q

3. Configure DNS addresses.

Choose System > System > Network, click the Advanced tab, and set

Preferred DNS and Alternate DNS, as shown in the following figure.

LLNoTE

The DNS addresses must be configured because domain names need to be parsed

when the Manager updates the antivirus database.
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Interfaces Routing Advanced

| SSH Service

Enable

Port : 22345 @

DNS Server

Preferred DNS : =

)
Alternate DNS : @

| Ports

Agent Update Port : 4430

Save

4. Configure routes.

Choose System > System > Network, click the Routing tab, and configure

routes, as shown in the following figure.

LLINOTE

Routes must be configured for the Manager to connect to and communicate with

endpoints.

Interfaces Routing Advanced
+ New Q) Refresh

No. Dst 1P Netmask Next-Hop IP Operation

Step 3.  Verify that the Manager installation is successful.

Log in to the Manager (default address: https://10.251.251.251, default user
name and password: admin and admin) and check whether the version number
on the home page is correct, as shown in the following figure. If the version

number is correct, the installation is successful.

@ Sangfor Endpoint Seare  Home
Py

000 21 days [ moteing tnd ot Sumpont Wevkows Syt
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2.2.1.3 Installation in ISO Image Mode

Step 1. Prepare for the installation.

Use UltralSO to burn the ISO template to an empty USB flash drive or DVD.

LNoOTE

Before burning the ISO template to the USB flash drive, ensure that data in the

USB flash drive has been backed up so that data lost during burning can be

restored.

Before burning the ISO template to the USB flash drive, calculate the MD5 value of
the VMP ISO file used for burning.

When burning the ISO template to the USB flash drive, select the correct USB flash

drive.

Step 2. Install the Manager.

1. Setthe server to first boot from the CD ROM or USB flash drive, as shown in

the following figure.

Install CentOS 7 by cdrom
Install Cent0DS 7 by USB

III]'I'Illll II' ]ll 1 I1 | ||I:I

2. Select Install CentOS 7 by USB and press Enter. The Manager is
automatically installed, and no manual operation is required. Wait until the
page shown in the following figure is displayed indicating that the

installation is complete.

Completel

CentO5 is now successfully installed and ready for you to usel
Go ahead and reboot to start using it!
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3. Click Reboot to restart the server.

Step 3. Configure the network.

For details, see "Configure the network" in 2.2.1.2.

Step 4.  Verify that the Manager installation is successful.

Log in to the Manager (default address: https://10.251.251.251, default user
name and password: admin and admin) and check whether the version number
on the home page is correct, as shown in the following figure. If the version

number is correct, the installation is successful.

@ Sangfor Endpoint Secure Home
o@D

Uptime 0 0 0 2 1 days .m.u.,,.mh,m,,,.m.n...‘s,«._

+ Endpoints

5 i B severs2
d Endpoints fine: 3
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2.3 Product Activation

After the Manager is installed, you must activate the Manager before installing
the Agent and using the Endpoint Secure Manager. For Endpoint Secure 3.2.17
and later versions, the Manager is licensed on the Platform-X in centralized

mode. Perform the following operations to activate the Manager as a customer:
Step 1. Click Export Device Info button to get the device information file.

Update License ®

Gateway ID: 32335575747

Method: @ Step 1.

i i ytton to get device information file.
Export Device Info Copy Device Info

® Step 2.

Contact local Sangfor suppliers, provide exported device information file, and

you will get a license key file based on your order and device information.

® Step 3.

Import the license key file by clicking Import button to get licensed.

Close

Step 2. Contact local Sangfor suppliers, provide exported device
information files, and you will get a license key file based on your order and

device information.

Step 3. Import the license key file by clicking the Import button to get

licensed.

1. Onthe Manager, choose System > Licensing, click Import in step 2 shown

in the following figure, and import the license file obtained in step 3.
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Update License

T you encounter any problems, please contact us at +60 127

Gateway ID: 20314567712

Method: @ Step 1.

Export Device Info Copy Device Info

® Step 2.

® Step 3.

Click Export Device Info button to get device information file.

Contact local Sangfor suppliers, provide exported device information file, and

you will get a license key file based on your order and device information.

Import the license key file by clicking Import button to get licensed.

Close

2. Wait until the number of licensed endpoints of each type is displayed,

indicating that the Manager is activated successfully.

Licensing

Endpoint Secure Manager

License Key: 57 3E308C3954CETEGS85
Gateway |D: 20314567712
Authorized User: test_for EDRT

Type: Trial Edition

Start Time: 2021-06-07 18:59:24
Expiration Date: 2021-11-13 23:59:59

Licensed Endpoints

296 1300 296 1300

Licensed Hosts Licensed Windows Servers

Update License

300 /300

Licensed Linux Servers
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2.4 Agent Installation

2.4.1 Installation on the Windows Operating System

On a PC or server running the Windows operating system, you can install the
Agent by downloading the installation package in common installation scenarios
or by distributing a link to an installation notice webpage, using the IAG, using a
VM template, pushing the installation script by the domain controller, or
distributing the installation package by desktop management software in large-
scale installation scenarios. Select an installation mode based on the installation

scenario on the customer side.

2.4.1.1 Common Installation Scenarios

In common installation scenarios, you need to download the Agent installation
package from the Manager and use a USB flash drive or other mobile media to
import the package to the endpoint for installation as an administrator. The

installation procedure is as follows:

1. On the Manager, choose System > Agent Deployment and click View

Details next to Agent Installation on Physical Machines.

LLNoTE

The default PC Agent installation package name (similar to

edr_installer_117.48.147.100_443.exe) contains the Manager communication
address information. Do not change the installation package name after the

installation package is downloaded.

Agent Installation on Physical Machines
W Download the installer, save it to a removable storage device like USB devices, copy and install it onto computers.

Windows Computers Mac Computers Linux Computers

Click the

and the Agent connect to this

Jagent, h
nstallation package name (like edr_installer_10.62.24.112_4430.exe) agent i
ntains manager IP address and therefore cannot be changed. ation to complete and the Agent connects to this

antiv are
A¥ Download Installer & Download Installer

the version of
fy the SSL/TLS protocol

A\ Download Installer
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Alternatively, download the installation package from the login page of the

Manager, as shown in the following figure.

Sangfor Endpoint Secure

Username

Password

Log In

Root CA | Agent ( Windows / Linux / Mac )

2. Copy the installation package to the endpoint on which the Agent needs to

be installed.

3. Double-click the installation package on the endpoint.

Endpoint Secure Agent
Ultimate Security in a Lightweight Client

Destination Folder: C:\Program Files\Sangfor\EDR\agent

N

| agree to the Software License Agreement

Select | agree to the Software License Agreement and click Install. The
installation program connects to the Manager to download the required

installation components, as shown in the following figure.
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Endpoint Secure Agent
Ultimate Security in a Lightweight Client

Downloading

Installation finished. Start protecting endpoints now!

After the installation is complete, click Start Protection and enter asset

information, as shown in the following figure.
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i '@ Asset x

,_ Owner:
Staff No.:
Mobile Number:

Email Address:

E Asset Name:
Location:

Asset Number:

IP Address: 10.62.4.46
MAC Address: FE-FC-FE-3B-5D-C4
Os: Windows 8 Enterprise x64
® Sangfor Endpoint Secure has been protecting you for 1 days SHVOE = — X

/ Realtime Protections:
( 7 enabled

o/ Full Scan > @ » Blocks: 809504 (la

Virus Scan

-
m ] Events during Last 30 Days
Vuln Remediation

©

Realtime Protection

=

& Messages (8]

The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection

s}
L

After the installation is successful, the Agent on the endpoint automatically
connects to the Manager. After logging in to the Manager and choosing
Endpoints > Groups, you can view endpoint status, as shown in the following

figure.
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Endpoints (801 online / 811 in total)

No.

& Send Message ( Refresh Endpoint Type ¥  Endpoint Status ¥
Endpoint Endpoint Status  Group IP Address MAC Address 0s System CPU Usaje System Memo...
- ' ; e 0%
DESKTOP-RQL4EMC Offline Ungrouped ...  10.186.16.90 FE-FC-FE-1A-6C... Windows 10 P... 0% Used/Total 0B /0B
Server2008x86-500500 @ Online Ungrouped ... 10.51.0.1 FEFCFE2226:58  Windows Serv... 03¢ 59.57%
. T Co T ) ~** Used/Total 610 KB / 1 ME

ver2008x86-5045 ; o ‘ e 9.18%
3 Server2008x86-504504 @ Online Ungrouped ... 10.51.0.5 FEFCFE:22:cc:5b Windows Serv... 0.4z Used/Total 94 KB / 1 MB

- 9
3 Server2008x86-505505 @ Online Ungrouped ... 10.51.0.6 FEFC:FE:22:cc:5b - Windows Serv... ! 0.4z2 Used/Total 94 KEJ;/B(:»ME

- 9
3 Server2008x86-503503 @ Online Ungrouped ... 10.51.0.4 FEFCFE22:cc:5b Windows Serv... 042 Used/Total 94 KE!B.‘\/8|/QME

, 5025 ; O — S ‘ - 9.18%
3 Server2008x86-502502 @ Online Ungrouped ... 10.51.0.3 FEFC:FE:22:cc:5b Windows Serv... 0.42 Used/Total 94 K& / 1 MB
Server2008x86-501501 @ Online Ungrouped ... 10.51.02 FEFCFE22:ccSb  Windows Serv... 04z o-18%
i o ’ ' : 42 Used/Total 94 K8 / 1 MB
Server2008x86-508508 @ Online Ungrouped ... 10.51.09 FEFCFE22:f2:5¢  Windows Serv 045 58.79%
. o ’ ’ ' : 4 Used/Total 602 KB / 1 ME
Server2008x86-510510 @ Online Ungrouped ... 10.51.0.11 FEFCFE22:f2:5¢  Windows Serv... 0.45 5879%
. o A ' 45 Used/Total 602 KB / 1 ME
Server2008x86-509509 @ Online Ungrouped ... 10.51.0.10 FEFCFE22:f2:5¢  Windows Serv... | 0.45 58.79%
. ' o A ! 45 Used/Total 602 KB / 1 ME
Server2008x86-507507 @ Online Ungrouped ... 10.51.08 FEFCFER22M25¢  Windows Serv... 0.45 879%
. o A ! 45 Used/Total 602 KB / 1 ME

2.4.1.2 Large-scale Installation Scenarios

In large-scale installation scenarios, you can install the Agent by distributing a
link to an installation notice webpage, using the IAG, using a VM template, or
distributing the installation package by desktop management software. Select

an installation mode based on the installation scenario on the customer side.

Redirection to Agent Installer Download Page

You can distribute a link to an installation notice webpage as an administrator
in emails or using OA so that users can be reminded to download the Agent
installation package and install the Agent. The installation procedure is as

follows:
1. Create an installation notice.

Choose System > Agent Deployment, click Redirection to Agent Installer
Download Page, and enter the installation notice page title and content.
Preview the installation notice to verify the notice information and click Save

and Generate Link.
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Redirection to Agent Installer Download Page

Distribute a link to an installer download webpage via email, OA, etc., so that users can be reminded to download and install the Agent.

@ Customize title and contents Distribute link to client computers

Endpoint Security Agent Installation

e require that Endpaint Secure Agent be installed
e right installer. There is no additional settings

he computers in our organi

2. Copy the link and send it to endpoints.

Send the link to endpoint users in emails, using OA, or using other methods. The
endpoint users can click the link, download the installation package, and install
the Agent. After an endpoint user clicks the link, a page similar to the following

is displayed.

Endpoint Security Agent Install
ation

a2 Windows Client Computers ' Mac Client Computers “‘\ Linux Client Computers

Integration to Sangfor IAG

If you select this installation mode, either of the following schemes can be used:

Scheme 1: Use the IAG admission function to check whether the Agent has been
installed on an endpoint (by checking for Agent-related processes). If not, IAG
forcibly redirects to the Agent installation page when the endpoint user
attempts to open a webpage. The endpoint user is allowed to access the Internet

only after installing the Agent. This scheme is recommended.

Scheme 2: Integrate Endpoint Secure with IAG. When an endpoint user attempts
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to open a webpage on a PC where the Agent is not installed, IAG redirects to the
Agent installation page. In addition, the Agent installation page is displayed at
intervals until the agent is installed. This scheme implements batch Agent
installation. The integration is configured only on the IAG GUI. The installation

procedure is as follows:

LLINOTE

Endpoint Secure must be of the 3.2.22 or a later version, IAG must be of the

12.0.14 or a later version, and the endpoint operating system must be compatible

with Endpoint Secure.

1. Login to the IAG Manager and choose Security > Security Capabilities >
Endpoint Secure. On the ES page, enter the Manager IP address and click

Connect Now.

2. Wait until the service status is displayed as Online and the Manager IP
address is displayed, indicating that the connection is successful. You can
click View Association Details to view endpoints connected to the

Endpoint Secure.

3. Onthe ES page, click Push Configuration in the upper right corner. On the
page that is displayed, configure the network segment where the policy is

used, redirected-to address, and push interval.

LLINoTE

The redirected-to address is that configured under System > Agent Deployment >

Integration to Sangfor IAG of the Manager.

4. Attempt to open a webpage as an endpoint user. The Agent installation
page is displayed. In addition, the Agent installation page is displayed at
intervals until you download the Agent installation package and install the

Agent.
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Agent Installation on Virtual Machines

This installation mode applies when the customer's desktop office environment
is a virtual environment. Using the template update function on the visualization
platform, you can quickly install the Agent components on endpoints in batches
as an administrator. Assume that Sangfor aDesk is used. The installation

procedure is as follows:
1. Import the downloaded Agent components to the VM template.
2. Install the Agent components on the VM.

3. Configure the template update policy to immediate or scheduled update to

install the Agent components in batches.

Desktop Management Software

This installation mode applies when desktop management software or similar
software is available in the customer's desktop office environment. The desktop
management software can distribute and install the Agent components on
endpoints in a centralized mode, implementing batch installation. For details

about the procedure, contact the desktop management software vendor.

2.4.2 Installation on Linux Servers

You can download the Agent installation package on Linux servers to install the
Agent in common installation scenarios or use a script tool to install the Agent

in large-scale installation scenarios.

2.4.2.1 Common Installation Scenario

In common installation scenarios, you can download the Agent installation
package from the Manager and use a USB flash drive or other mobile media to
import the installation package to the endpoint for installation as an
administrator. Alternatively, you can use the wget command on the endpoint to
remotely download the Agent installation package and install the Agent as an
administrator. The procedure for using the wget command to install the Agent

is as follows:

1. Run the wget --no-check-certificate
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https://Manager_IP/html/linux_edr_installer.tar.gz command on the
host running the Linux operating system to download the Agent
installation package, as shown in the following figure. In the preceding

command, Manager_IP indicates the actual IP address of the Manager.

t.localdomain: [/ ootlwget --no-check-certificate https://10.186.9.2
9:4430/html/linux_edr_installer.tar.gz
Connecting to 14430 14430)

Linux_edr_installer. 1e0% | 2730k 0:00:00 ETA
root@ t.localdomain: [/root]f]

2. Run the tar -xzvf linux_edr_installer.tar.gz command to decompress the

Agent installation package.

3. Go to the directory extracted after the decompression and
run ./agent_installer.sh to install the Agent. The default installation path is

/Sangfor/EDR/agent.

LLNoOTE

1. You can run the ./agent_installer.sh Manager IP address Installation path

command to specify the Agent installation path.

2. If a message asking whether to install ipset is displayed during installation,
you can selecty or n. Itis recommended that you selecty to install ipset and

then install the Agent.

2.4.2.2 Large-scale Installation Scenarios

In large-scale installation scenarios, you can also distribute a link to an
installation notice webpage, use the IAG, or use a VM template to install the

Agent on Linux servers as an administrator.

In addition, a script tool can be used for large-scale installation of the Agent on
Linux servers. The root accounts and passwords of all Linux servers must be
imported to the script tool, and the script tool must connect to the Linux servers
in SSH mode.

During script execution, the script tool connects to the Linux servers in SSH
mode, automatically downloads the Agent components from the Manager,

installs the Agent components, and brings the Agent components online to the
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Manager. The whole process is automatic.

LNoTE

For details about the batch Agent installation tool on Linux servers, please contact

our Sangfor Technical support.

2.4.3 Installation on the Mac Operating System

On endpoints running the Mac operating system, you can download the Agent
installation package to install the Agent in common installation scenarios or use

a script tool to install the Agent in large-scale installation scenarios.

2.4.3.1 Common Installation Scenarios

In common installation scenarios, you can download the Agent installation
package from the Manager and use a USB flash drive or other mobile media to
import the installation package to the endpoint for installation as an

administrator. The procedure for install the Agent is as follows:
1. Click the button to download the installer.

2. Copy the installer to Mac computers.

3. Double-click the installer and install the Agent.

4. Waitfor the installation to complete and the Agent connects to this manager.

2.4.3.2 Large-scale Installation Scenarios

In large-scale installation scenarios, you can also distribute a link to an
installation notice webpage, use the IAG, or use a VM template to install the

Agent on the Mac operating system as an administrator.
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2.5 Agent Uninstallation

2.5.1 Uninstallation on the Windows Operating
System

Click Start, locate Endpoint Secure, and click Uninstall. Alternatively, uninstall

the Agent on the control panel.

noTE

You can also run uninstall.bat in the installation

directory %ProgramFiles%\Sangfor\EDR\ to uninstall the Agent.

2.5.2 Uninstallation on Linux Servers

In the CLI of the endpoint running the Linux operating system, locate the
Endpoint Secure directory /Sangfor/EDR/agent/bin and run eps_uninstall.sh

to uninstall the Agent, as shown in the following figure.

@edr-debia ssangfor/EDR/agentshinseps_uninstall.sh
t unin

[Harning]l Flease reboot your sServer nouw.

2.5.3 Uninstallation on the Mac Operating System

In the CLI of an endpoint running the Mac operating system, locate the Endpoint
Secure directory /Library/sangfor/ed/agent/bin and run eps_uninstall.sh to

uninstall the Agent, as shown in the following figure.
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LSSs—Mac:~ root# fusrflocal/sangfor/edr/fagent/binfeps_uninstall.sh
start uninstall eps agent

start stop eps_services

uninstall

edr stop success

start clean file

Mo matching processes were found

edr agent uninstall success!!

kbbb kb bk ok bk kb

* *
* [Warning] Please reboot your server now. =
* *

s s s s s oo o koo o koo o oo ook o koo o ok o ook o ok ok ok ok ok s oo sk ok ok ok

L55s—Mac:~ root# I

2.5.4 Uninstallation on the Manager

1. On the Manager, choose Endpoints > Groups and select endpoints on

which the Agent components need to be uninstalled.

2. Choose Uninstall Agent from the drop-down list above the endpoint list, as

shown in the following figure.

NnoTE

The Agent can be uninstalled only on endpoints in an Online or Disabled state.

Groups + New ~ Endpoints (802 online / 812 in total)

2 Move To + Enable Agent =~ 4 Send Message ) Refresh Endpoint Type ™ Endpoint Status ¥

Endpoints ndpoint Status Group 1P Address  MAC Address 0s System CPU Usa;

Offline 10.186.16.90  FE-FC-FE-1A

0.51.0.1 FE:FC:FE:22:84d:f5

1 @ Online Ungrouped ... 10.51.0.5 FEFC:FE22:1b:9  Windows Serv

4 d Server2008x86-505505 @ Online Jngrouped 0.51.06 FEFCFE22:1b:fa
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3 Manager

3.1 Manager Login

To ensure security, use the standard HTTPS port to log in to the Manager. The

login procedure is as follows:

1. Open the browser, enter https://EDR_IP:EDR port number in the address

box, and press Enter. The default port number is 443.

LLINoOTE

If a message "The identity of this website or the integrity of this connection cannot

be verified" is displayed, click Yes.

Internet Explorer 11 or later, Firefox, and Google Chrome are supported.

2. Enter the username, password, and verification code and click Log In. The

default username and password are admin/admin.

3. The system prompts you to change the default password upon first login to

ensure security.

3.2 Home Page Display

On the Home page of the Manager, the Manager and endpoint running status
is displayed. The Home page contains the Endpoints, Pending Events,
Ransomware Protection, Target Endpoints, Security Events, and

Coordinated Response modules, as shown in the following figure.

Uptime 0 0 0 0 7 days [ protecing E-of Support Windowssytems

+ Endpoints
A\
807 =] o

CPU:62%  Memory: 164% Hard Disk: 58.2%

Pending Events Ransomware Protection

Dl . O @l e g ‘

7 , .

©

"]
) : | )

=

o
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3.2.1 Endpoints

The Endpoints module shows the total number of managed endpoints

(including hosts and servers), online endpoints, and offline endpoints.

If you click Managed Endpoints, the Groups page under Endpoints is displayed.
You can view detailed endpoint information on the Groups page, including the

names, statuses, IP addresses, and operating systems.

@ Sangfor Endpoint Secure Endpoints Micro-Segmentatio

1/3 >  The default admin account has not been renamed nor disabled. To ensure security, create a

Uptlme U 0 0 U 7 days g Protecting End-of-Support Windows Systems

» Endpoints Coordinate

807 Online: 802 B Servers: 804

Managed Offline: 5 B8 Hosts: 3
Endpoints

3.2.2 Windows Protection

Windows Protection is a dedicated protection plan provided by Endpoint Secure
for Microsoft end-of-support Windows operating systems. This plan allows
Endpoint Secure to provide multiple core functions, such as zero-day
vulnerability prevention, file protection, brute-force attack protection, system
weakness identification, risky port blocking, and to work with the Al engine to
detect potential unknown threats so that dedicated protection and security

hardening are provided for end-of-support Windows operating systems.

1. Click Protecting End-of-Support Windows Systems on the Home page to
view endpoints running end-of-support operating systems and protection

of the endpoints, as shown in the following figure.
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Windows Protection o endpoint protected

This is provided for end-of-support Windows systems only. e

Hot Patching Enabled Realtime File Protection Enabled

Prevent high-severity and zero-day vulnerability Monitor file changes in real time for continuous
ts without interrupting business or restarting protection, and prevent virus infection with Al-

endpoints. powered detection engines.

Brute-Force Attack Protection Enabled Micro-Segmentation

Monitor brute-force login behaviors, and block Create a secure perimeter and block risky ports

attack sources automatically to protect endpoints vith one click to prevent lateral movement and

from being intruded further spread of ransomware.

Security & Integrity Check

Identify weaknesses according to various security
policies and protection modules.

Protected Systems: Windows XP, Windows Server 2003, Windows 7, Windows Server 2008, etc.

Far more info ahout end-af-cinnart custems view the nfficial Microcoft annonncement

2. Click System Inventory. On the OS page under Inventory, filter Microsoft
end-of-support operating systems by OS Type (Windows/Linux) or enter the
operating system name or version number to search for required operating
systems. In the filter or search results, you can view the number of
endpoints running the specified operating system. It helps O&M personnel

determine the endpoint status and take corresponding measures, such as

operating system update or replacement or endpoint iteration.

@ Sangfor Endpoint Secure ) ro- SontERRatior —— . = - £ 0 O amin |
CEEED
Endpoeints “« s
2 Groups | Server Operating Systems | Host Operating Systems | Top 5 Installed Operating Systems.
Dinventory v
Windows 10 Pro x64  s—
_ 3 o Wi 10 Pro b 2
applications HostCS Windows 8 Enterp... 1 Windows & Enterp —
List '
Endpoints.
2 Security Protection & Export Q Refresh End-of-Support Windows Systems ) 0% Type
0s Typ
Ho. o5 Version Activated 0s Endpaints
Window
29200 .
1«
0 Pro
o .-

3. View the statuses (Enabled or Go) of protection measures, including Hot
Patching, Realtime File Protection, Brute-Force Attack Protection,

Micro-Segmentation, and Security & Integrity Check.

Hot Patching: This lightweight function does not interfere with the system. It

can prevent high-severity and zero-day vulnerability exploits without
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interrupting businesses or restarting endpoints. You can click Enabled next to

the function name to go to the Vuln Remediation tab page. On the Vuln

Remediation tab page, you can view details or disable this function.

Realtime File Protection: This function is an Al-powered multidimensional
threat detection mechanism. This function allows the Endpoint Secure to
monitor file changes of endpoints running end-of-support operating
systems in real-time to provide continuous protection and prevent virus
infection. You can click Enabled next to the function name to go to the
Realtime Protection tab page. On the Realtime Protection tab page, you

can view details or disable this function.

Brute-Force Attack Protection: This function allows the Endpoint Secure
to monitor hackers' brute-force login attempts continuously and
automatically block attack sources to prevent endpoints from being
intruded. You can click Enabled next to the function name to go to the
Realtime Protection tab page. On the Realtime Protection tab page, you

can view details or disable this function.

Micro-Segmentation: This function allows the Endpoint Secure to create a
dynamic secure perimeter for all types of endpoints and block risky ports
with one click to ensure visible and controllable endpoint security and
reduce lateral movement and further spread of ransomware. You can click
Go next to the function name. On the Policies page under Micro-
Segmentation that is displayed, you can switch the ON button and add

micro-segmentation policies.

Security & Integrity Check: This function allows the Endpoint Secure to
identify weaknesses of end-of-support operating systems using the identity
policy, access control policy, security audit policy, history information
protection policy, intrusion prevention, and malicious code prevention to
enhance system security. You can click Go next to the function name to go
to the Security & Integrity Check page under Detection. On the Security
& Integrity Check page, you can click Start Now to start the check.

New Features

The New Features page shows new features of the version. On the Home page,

click New Features. You can view the new features of the version and the
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product introduction video on the New Feature page. You can click the video to

play it.

@ New Features

| Endpoint Secure 3.5.1

Lower Impact on Endpoints

q C sage of scanning op ons can be limited to lower the performance impacts that Endpoint Secure Manger

< for detecting and automatically tent malware such as infectious vi

viruses have been improved. Protection is constantly improved through continuous database

Fileless PowerShell Attack Detection

Do not show this again

Banner Reminder

1. ISLP compliance reminder

When the ISLP requirements are not met, for example, when the admin account
has not been disabled or renamed, a banner reminder is displayed, as shown in

the following figure.

e' Sangfor Endpoint Secure Bob ndpaink N egmentation tic £ @ O amn -
@EEED

Click Settings. The Administrators page under System is displayed. Use the
security administrator account to rename or disable the default admin account.
You can also assign account permissions properly to prevent information

leakage due to improper permission assignment as the security administrator.
2. Port change reminder

When a port vulnerable to brute force cracks or attacks is detected, a banner
reminder is displayed reminding you to change the port number, as shown in

the following figure.

System
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Click Settings. The Advanced tab page under System > System > Network is
displayed. On the Advanced tab page, change the port number to prevent virus

infection due to brute force cracks and ensure system security.

Coordinated Response

The Coordinated Response module displays integration between the Endpoint
Secure and NGAF, Cyber Command, IAG, and Platform-X. Click Product Name:
Integrate. On the Integrated Devices page under System displayed, you can

connect to and manage integrated devices.

Last 7 days ~

G

Cyber Command: Integrate IAG: Integrate Platform-X: Integrate

On the Home page, you can click the down arrow to view the integration value
and overall capability framework of the Endpoint Secure more intuitively. In the
upper right corner, you can select Last 7 days, Last 30 days, or Last 90 days
from the drop-down list to view the Endpoint Secure working status in the

selected period.

Uptime 0 0 0 0 7 days [ protecting enof support Windowssysems

+ Endpoints

Integrated Endpoint Management 3

Device Status

The Device Status module displays the CPU usage, memory usage, and hard
disk usage of the Manager. You can click View Details to view the CPU and
memory usage in Realtime, Last 24 hours, and Last 30 days, as shown in the

following figure.
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New Features

Last 7 days Device Status View Details

/@? cru m: sk

CPU: 3.6% Memory: 16.4% Hard Disk: 58.2%

Platform-X: Integrate

Device Status

CcPU Memory Realtime -

Current usage: 12.9%

‘ 100

70

17:56 17:57 17:58 17:59 18:00 18:01 18:02 18:03 18:04 18:05
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Pending Events

The Pending Events module displays the number of pending security events,
such as ransomware, brute force attacks, botnets, WebShell backdoors, and
high-risk vulnerabilities, and the number of endpoints affected by each type of
event. You can click on an event. On the Security Events tab page under
Response > Threat Response displayed, you can view details about the security
event and the handling status. The following figure shows details about the

status of brute force attacks.

Pending Events

6 0/0 61/3 Q 0/0

Ransomware / Endpoints Brute-Force Attacks / Botnet / Endpoints
Endpoints

1 click an event

=i 0 /0 | 0 /0
WebShell Backdoors / High-Severity Vulns /
Endpoints Endpoints
Respol « Endpoints ity Events
13 Remediation > 0 0 61 0 0 0
Femote Acc
e -

Ransomware Protection

The Ransomware Protection module displays Fixed Ransomware, Blocked
Ransomware Attacks, Blocked Operations from Unknown Processes, and

Blocked Brute-Force Attacks, as shown in the following figure.
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Ransomware Protection Last 7 days
Ransomware Protection 0 0
@ Modules ‘3 E B
Fixed Ransomware Blocked Ransomware
Attacks
@ e Ransomware Defenses
= 0 . o]
5 L] . H N -
B Response Mechanisms Blocked Operations Blocked Brute-Force
from Unknown Attacks
Processes

¢ Fixed Ransomware: number of ransomware viruses that the administrator

or Manager has handled.

e Blocked Ransomware Attacks: number of suspicious ransomware
behavior times detected and blocked by the ransomware honeypot on the

Manager.

o Blocked Operations from Unknown Processes: number of Manager-
detected and blocked operations or running times by non-whitelisted

processes on protected directories.

o Blocked Brute-Force Attacks: number of brute force attacks blocked by

the Manager.

The Ransomware Protection module consists of Ransomware Protection

Modules, Ransomware Defenses, and Response Mechanisms.

1. The following figure shows Ransomware Protection Modules.

Sangfor Ransomware Protection (Last 7 Days)

@ Fixed Ransomware : 0 Blocked Ransomware Attacks: 0
Blocked Operations from Unknown Processes : 0 Blocked Brute-Force Attacks: 0

® Ransomware Protection Modules + Ransomware Defenses # Response Mechanisms
Vulnerability Scan and Integrity Check Sangfor Engine Zero Enabled
Patch

Identify endpoint weaknesses according to Al-based Sangfor Engine Zero generalizes

Scan for and patch vulnerabilities such as account policy, access control policy, security ransomware signatures to detect, analyze and
EternalBlue to prevent exploits that allow audit policy, history information protection find solutions for unknown ransomware
ransomware to attack and spread to policy, intrusion prevention, and malicious variants.
endpoints. code prevention.
] o

Micro-Segmentation

Create a secure perimeter with micro-
segmentation technology to prevent lateral
movement and further spread of
ransomware.

Learn Mare >>
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2.

Vulnerability Scan and Patch: This function implements the Endpoint
Secure to scan for and patch vulnerabilities such as EternalBlue with one
click. The vulnerabilities can be exploited by ransomware to initiate attacks
and spread. You can click Go. On the Vulnerability Scan page under
Detection displayed, you can view the scan status, vulnerability quantity,
and handling status and create vulnerability scan tasks to scan

vulnerabilities.

Integrity Check: This function allows the Endpoint Secure to identify
endpoint weaknesses by the identity policy, access control policy, security
audit policy, history information protection policy, intrusion prevention, and
malicious code prevention. You can click Go. On the Security & Integrity
Check page under Detection displayed, you can view endpoint integrity

check details and perform an integrity check for a specified endpoint.

Sangfor Engine Zero: Al-based Sangfor Engine Zero generalizes
ransomware signatures to detect, analyze, and find solutions for unknown

ransomware variants.

Micro-Segmentation: This function allows the Endpoint Secure to create a
dynamic security perimeter using the micro-segmentation technology to

prevent lateral movement and further ransomware spread.

The following figure shows Ransomware Defenses.

Sangfor Ransomware Protection (Last 7 Days)

Fixed Ransomware : 0 Blocked Ransomware Attacks: 0
Blocked Operations from Unknown Processes : 0 Blocked Brute-Force Attacks : O

#~ Ransomware Protection Modules #® Ransomware Defenses # Response Mechanisms

+ Proactive Protection

Realtime File Protection Enabled Ransomware Honeypot Enabled Brute-Force Attack Enabled
i : S . Protection
Meonitor new files and processes on Plant decoy files in critical directories based
endpoints in real time, and prevent on ransomware characteristics, and monitor Monitor behaviors that indicate brute-force
ransomware infection via phishing and spear- for file encryption in those directories to attacks and block attack sources
phishing attacks. quickly track and remove ransomware and automatically to protect endpoints from
prevent further spread and encryption. unauthorized access.

+ Enhanced Server Protection
Trusted Process Whitelist Directory Whitelist RDP Access Protection
Specify trusted processes to run on servers to Set access control for critical directories, and Require secondary authentication for remote
stop ransomware execution and prevent only allow specified processes to edit those login to servers to prevent attackers from

Learn More >>

Realtime File Protection (proactive protection): This function allows the

Endpoint Secure to monitor new or changed files and processes on
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endpoints in real-time to prevent ransomware infection by phishing and

spear-phishing attacks.

e Ransomware Honeypot (proactive protection): This function allows the
Endpoint Secure to plant decoy files in critical directories based on
ransomware characteristics and monitor file encryption in those directories
to quickly track and remove the ransomware, to prevent further

ransomware spread and encryption.

o Brute-Force Attack Protection (proactive protection): This function allows
the Endpoint Secure to monitor brute force password cracks and block
attack IP sources automatically to protect endpoints from unauthorized

access.

e Trusted Process Whitelist (enhanced server protection): This function
allows the Endpoint Secure to specify trusted processes on servers running
stable and fixed businesses so that ransomware processes can be stopped
before being executed and unknown ransomware variants can be

prevented from attacking critical assets.

o Directory Whitelist (enhanced server protection): This function allows the
Endpoint Secure to set access control for critical directories and only allows
specified processes to edit those directories to protect critical files from

unauthorized access or modification.

o RDP Access Protection (enhanced server protection): This function adds
secondary authentication for remote login to prevent attackers from

controlling servers and launching ransomware attacks.

3. The following figure shows Response Mechanisms.
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Sangfor Ransomware Protection (Last 7 Days)

Fixed Ransomware : 0

Blocked Operations from Unknown Processes : 0

Blocked Ransomware Attacks: 0

Blocked Brute-Force Attacks : 0

# Ransomware Protection Modules

Ransomware Detection &
Removal

Make virus scanning more accurate and
efficient using a detection framework
integrated with Sangfor Engine Zero, Gene
Analysis Engine, Behavioral Analytic Engine,
Cloud-Based Engine, and Sangfor In-Depth
Analysis Engine.

Threat Investigation

Track and analyze threats network wide,
respond to the latest security events based

# Ransomware Defenses

Endpoint Isolation

Isolate ransomware-infected endpoints with
one click to prevent ransomware infections
from spreading throughout the network.

Get decryption tools for GandCrab, CryptON,
Planetary and an increasing number of other

Decryption Tools

# Response Mechanisms

Security Integration Across
Cloud-Network-Endpoint

Integrate with cloud and network security
devices to build a comprehensive defense
system covering the cloud, perimeter and
endpoints, share threat intelligence in real
time, and enable coordinated detection and
response for ransomware threats,

Sangfor Security Wiki E

Get detailed information on static and
dynamic virus behavior analysis, threat

Learn More =

e Ransomware Detection & Removal: makes virus scanning more accurate
and efficient using a detection framework integrated with Sangfor Engine
Zero, Gene Analysis Engine, Behavior Analytic Engine, Cloud-based Engine,

and Sangfor In-Depth Analysis Engine.

¢ Endpoint Isolation: isolates ransomware-infected endpoints with one click

to prevent ransomware infections from spreading throughout the network.

e Security Integration Across Cloud-Network-Endpoint: integrates with
cloud and network security devices to build a comprehensive defense
system covering the cloud, perimeter, and endpoints, shares threat
intelligence in real-time, and enables coordinated detection and response

for ransomware threats.

o Threat Investigation: tracks and analyzes threats network-wide, responds
to the latest security events based on IoC intelligence, and rapidly locates,

fixes infected endpoints.

o Decryption Tools: gets decryption tools for GandCrab, CryptON, Planetary,

and an increasing number of other ransomware that encrypt your files.

o Sangfor Security Wiki: gets detailed information on static and dynamic
virus behavior analysis, threat reports, impacts, targeted attack events, and

other related threat intelligence.
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Target Endpoints

The Target Endpoints module consists of the Target Endpoint Distribution
and Top 5 Target Endpoints charts, as shown in the following figure. Target
Endpoint Distribution displays the numbers of critical, severe, medium/low,
and not compromised endpoints. You can click a severity to go to the Thread
Response page under Response and view details about the endpoints with this
severity. Top 5 Target Endpoints lists the top 5 endpoints with the most found
events and pending events. You can click View Details to go to the Thread

Response page under Response.

Target Endpoints

Security Events

The Security Events module consists of the Malware Detections and Top 5

Malware Detected charts, as shown in the following figure.

Security Events

e Malware Detections: displays statistics about malware detected in the last
7 days, last 30 days, and last 90 days, including ransomware, Trojan horses,

and other malware.

e Top 5 Malware Detected: lists the top 5 malware detected on endpoints.
You can click View Details in the upper-right corner to view detailed
malware information. You can also click Anti-Malware, Ransomware,

Brute-Force Attacks, WebShell Backdoors, or Vulnerabilities in the
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upper-right corner of the Security Events module to view corresponding
information and select a statistical period (Last 7 days, Last 30 days, or
Last 90 days).

3.3 Endpoints

The Endpoints page allows you to discover, check, and group endpoints and use
policies to manage endpoints and endpoint groups. The policies include Basic
Config, Anti-Malware, Realtime Protection, Server Protection, Trusted Files,

Vuln Remediation, Unauthorized External Access, and USB Control.

3.3.1 Groups

The Groups module uses tree-based grouping to manage connected endpoints

in a unified manner.

1. Endpoint Information Display

Endpoint information includes the endpoint name, status, group, IP address,
MAC address, operating system, CPU usage, memory usage, owner, asset

number, and asset location. You can click ... on the right to filter and specify

display options.

dpoin Groups + New - Ungrouped Endpoints (802 enfine / 812 in total)

e 0 0 0 0 0 0 0 0 0 0

2. Endpoint Management

You can select endpoints and click Move To to move them to different groups,

as shown in the following figure.
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Move To

Group name

5 group 1

5 group 2

A : .
Y Endpoints will inh

=] B Local Manager

Ungrouped Endpoints

You can also select Enable Agent, Disable Agent, Restart Agent, or Uninstall

Agent, Delete, and Send Message for selected endpoints, as shown in the

following figure.

% Move To +/ Enable Agent & Send Message Q Refresh Endpoint Type ¥  Endpoint Status ¥ Endpoint, IP address

© Dpisable Agent
B No. Endpoi isable Agen ndpoint Status  Group IP Address MAC Address

@ Restart Agent

1 - DES| - Offline Ungrouped ... 10.186.16.90  FE-FC-FE-1A-6C...
W Uninstall Agent

2 & Sen| X Delete @ Online Ungrouped ... 10.51.0.1 FE:FC:FE:22:8d:f5

3 [§ Server2008x86-504504 @ Online Ungrouped ... 10.51.0.5 FEFCFE22:1b:f9

4 g Server2008x86-505505 @ Online Ungrouped ... 10.51.0.6 FEFC:FE:22:1b:fa

3.3.1.1 Creating Endpoint Groups

os

Windows 10 P...

Windows Serv...

Windows Serv...

Windows Serv...

System CPU Usae System Memo...

0%

0% Used/Total 0B /0B

15.53%

-
023 ysed/Total 159 KB /11

" Used/Total 667 KB /11

65.14%

O
02€ ysed/Total 667 KB / 11

After the Agent is installed on an endpoint, the endpoint is automatically listed

to Ungrouped Endpoints under Groups. You can group ungrouped endpoints

based on business. Endpoints can be grouped manually, automatically, or using

an XLS or XLSX file.

Manual Grouping

You can create a group, manually select endpoints, and move them to the group.

The procedure is as follows:

1. Choose Endpoints > Groups, and click New.

2. On the displayed Add Group page, specify Group Name and Added To

Group, do not enable Auto Grouping, and click OK.
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3. Select endpoints from Ungrouped Endpoints and click Move To. On the

Move To page, select the specific group and click OK.

LLINoOTE

Endpoints will inherit security policies from the new endpoint group after

movement.

Auto Grouping

You can specify IP addresses or IP address ranges when creating a group. After
the group is created, the system automatically moves endpoints with the
specified IP addresses or the group's specified IP address ranges to the group.

The procedure is as follows:
1. Choose Endpoints > Groups, and click New.

2. Onthe Add Group page, specify Group Name and Added To Group, enable

Auto Grouping, set IP addresses or IP address ranges, and click OK.

3. After the group is generated, you can find that the endpoints with the
specified IP addresses or in the specified IP address ranges are already in
the group. You can also select endpoints from Ungrouped Endpoints and

move them to the group.

LLNoTE

Endpoints will inherit security policies from the new endpoint group after

movement.

Importing and Exporting Groups

After editing an XLS or XLSX file of endpoints, you can import the file to batch
add endpoints to a group. For existing groups, you can export endpoints in a

group to an XLSX file. The procedures are as follows:
Importing a Group

1. Choose Endpoints > Groups, click the drop-down list icon next to New and
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choose Import.
2. Click Sample File to download it and edit the file content as instructed.
3. Click Browse, select the edited XLS or XLSX file, and upload it.
4. Select an import method and click OK. Import methods include:
e Retain unchanged and existing objects take higher priority.
e Retain unchanged but imported objects take higher priority.

e Clear all groups except Local Manager and Ungrouped Endpoints and

group endpoints based on the new auto grouping rules.

5. Onthe Add Group page, specify Group Name and Added To Group, enable

Auto Grouping, set IP addresses or IP address ranges, and click OK.

6. After the group is generated, you can find that the endpoints with the
specified IP addresses or in the specified IP address ranges are already in
the group. You can also select endpoints from Ungrouped Endpoints and

move them to the group.

LLINoTE

Endpoints will inherit security policies from the new endpoint group after

movement.

Exporting a Group

1. Choose Endpoints > Groups, click the drop-down list icon next to New and

choose Export.

2. On the displayed Export page, select Groups or Endpoints for Object.
When Endpoints are selected, you can select endpoints from different

groups.

3. Select a group and endpoints and click OK. The system automatically

exports the endpoints to an XLSX file.

Auto Grouping

The Auto Grouping module creates and manages auto grouping policies in a

unified manner. The detailed operations are as follows:

Creating and Deleting an Auto Grouping Policy
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1. To create an auto grouping policy, choose Endpoints > Groups, click the

drop-down list icon next to New and choose Auto Grouping.

2. Onthe Auto Grouping page, click New. Next, specify Group Name, enable

Auto Grouping, set IP addresses or IP address ranges, and click OK.

3. Select the auto grouping policy on the Auto Grouping page and click Delete

in the Operation column to delete an auto grouping policy.

LLINoTE

After an auto grouping policy is deleted, the auto grouping will be disabled for this

group.

Editing Auto Grouping

1. Choose Endpoints > Groups, click the drop-down list icon next to New and

choose Auto Grouping.

2. On the Auto Grouping page, select an auto grouping policy and click Edit

in the Operation column.

LLNoTE

You can edit IP addresses or IP address ranges for an auto grouping policy only

when it is enabled.

Enabling and Disabling Auto Grouping

You can enable and disable auto grouping based on business. The procedure is

as follows:

1. Choose Endpoints > Groups, click the drop-down list icon next to New and

choose Auto Grouping.

2. Onthe Auto Grouping page, click Enable or Disable in the Status column
to enable or disable auto grouping. Alternatively, click Edit in the Operation

column and enable or disable Auto Grouping on the editing page.
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3.3.1.2 Endpoint Information Display

The Groups page displays basic information about all endpoints, as shown in

the following figure.

Groups + New ~ Ungrouped Endpoints (802 online / 812 in total)
4 Move To V Enable Agent = & send Message Q Refresh Endpoint Type ¥ | Endpoint Status ¥
Endpoints B No. Endpoint Endpoint Staius Group 1P Address  MAC Address os System CPU Uszje System Mem...
ocal Manager 1 ESKTOP-RQLAEM Offline Ungrouped .. 10.186.1690  FE-FC-FE-1A-6C.. Windows 10 P, 0% \cad/Total 0
Ungrouped En... 2 [ Server2008x86-5005.. @ Online Ungrouped ... 1051.0.1 FEFC:FE22:84f5  Windows Serv.. 0.2: ;EMWI = o v
group 1 3 Server2008x86-5045.. @ Online ngrouped ... 10.51.0.5 FESFC:FE:22:1bef indows Ser T L
group 2 4 @ Oniine 10510 sen e Total 667 Kb 1 1 MI
® Oniine 04 FEFCrE221bR 026 e oral 667 KB / 1 M1
6 rver ® onl grouped .. 10.51.0 FEFC:F bif7 ws S 0.2€ |y Total 66
8 @ onl Ungrouped ... 10.51.02 FEFC: Serv 2\ eci Total 66
8 8 @ Onl ngrouped .. FE: e sed/Total 667
2 1 @ Online rouped 1 0.1 FEFC:FE:22:2" ir ) 0.2¢ L.‘tx-t\'TJL'\I 152 KB /
10 rver2008x86-5095... @ Online ngrouped 0.10 FEFC:F i ir W ) 0.2¢ :‘ d/Total 15
rver @ Online i.. 105108 FE:F 026 ot Total 667 K il
rver ® Onl .. 105107 FEF 02 |sed/Total 1 ./I> 454‘:{“"
- 644
50

Basic information includes the endpoint status, group, IP address, MAC address,

operating system, CPU usage, memory usage, owner, asset number, and asset

location. You can click ... on the right to filter and specify display options.

When you click an endpoint name, the Endpoint Details page is displayed, as

shown in the following figure.

B Server2008x86-505505(. ® online
~ Endpoint Details 1 Basics

Basics ndpoint

Hardware

Account 1 Add

lask Info
Applications Group

Listening Ports Agent Version

I System Information

The information is classified as follows:
Endpoint Details

1. Basics

@& Vulnerability Scan

Server2008x86-505505
Server2008x86-505505
10.51.0.6

FE:FCIFE:22:1 bifa
Ungrouped Endpoints
3.2.20.123
20181025012534
2021-06-28 18:04:24
2018-06-01 16:06:45

test505

The Basics page displays the following information:
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Basic information: includes the endpoint name (editable), hostname, IPv4
address, MAC address, group, Agent version, antivirus database version, last

connected time, last login time, and last online user.

System information: includes the operating system, version number, activation

status, and installation time.

Management information (editable): includes the asset owner, host, asset

number, asset location, staff No., phone number, and email address.
2. Hardware
The Hardware page displays the models and usage of the CPU, memory, hard

disk, motherboard, network adapter, sound card, and graphics card.

- Endpoint Details I Hardware

Basics {# cru - 11.00%
Hardware Model : Intel(R) Core(TM)2 Duo CPU T7700 @ 2.40GHz
Account Frequency : 2893MHz
» Task Info

@ Memory 36.45% Total Size: 16.00GB

Applications
Model :

Listening Ports

M Hard Disk — 14.35% Disk Partition

Model : Sangfor Virtlo sCsi Disk Device Model : Sangfor VirtlO SCSI Disk Device

Size : 499.99GB Size : 200.00GB

El motherboard

Meodel : Bochs (Bochs)

M Network Adapter

3. Account

The Account page displays the name, status, type, role, risk type (click the
exclamation mark to view detailed risks), latest password change time, last login

time, password status, and login history of accounts created for the endpoint.

LLNoTE

You can click ... on the right to filter and specify display options.

» Task Info

Applications

Listening Ports
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Task Info

Task Info contains the Processes, Services, Connections, Startup Items,

Scheduled Tasks, and Sharing nodes.

Applications

The Applications page displays the name, type, version, publisher, installation
path, and installation time of software installed on the endpoint. You can click
Export to export all installed software and filter software by software name,

version, or publisher.

| Applications

& Export € Refrest

Listening Ports

The Listening Ports page displays the port number, protocol, bound IP address,
listening process, open port, and status (blocked or unblocked) of listening ports
on the endpoint. You can select ports to block or unblock, click Export to export

all listening ports, and search ports by protocol and port number.

I Listening Ports

No.  Port Protocol Open Port Binding IP Address Listening Process
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3.3.1.3 Remote Endpoint Management

Command Delivery

After you click the name of an online endpoint to enter the Endpoint Details
page, you can deliver commands, such as Vulnerability Scan, Quick Scan, and

Full Scan to the endpoint, as shown in the following figure.

B 5-edrO155¢ ® online v
~ Endpoint Details I Basics
Basics 6-edr0155 &
Hardware 6-edro155
Account 10.32.36.175. 2.0.1.1
» Task Info FE-FC-FE-E2-C9-46, 00-FF-E1-FC-D2-2D
Applications Ungrouped Endpoints
Listening Ports 3.5.5.62 EN_B

20210625211126

If Agentinstallation is abnormal, you can perform Enable Agent, Disable Agent,
Uninstall Agent, and other operations for the endpoint on the Endpoint Secure

Manager.

LLINoOTE

On the Endpoints page, you can select multiple endpoints and perform Enable

Agent, Disable Agent, and other operations for these endpoints.

To release a license, uninstall the Agent from an endpoint and delete the endpoint

from the Endpoint Secure Manager.

Send Message

On the Endpoints page, you can select one or more endpoints with the Agent

installed and send messages to these endpoints. The procedure is as follows:

1. Choose Endpoints > Group, select one or more endpoints, and click Send

Message in the status bar.

2. On the Send Message page, complete information editing and click OK.
Selected endpoints will receive the corresponding message, as shown in the

following figure.
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& Adl¥in Message:

IT Administrator notification: Due to
security update requirements, the co
mputer will restart at 22:00 tonight

3. Click OKor Xinthe upper-right corner on the endpoint to close the message.
You can click the Messages icon shown in the following figure to view

historical messages.

g Protect Agent ® Sangfor Endpoint Secure has been protecting you for 1 days & E = 54
* il
Security

Q

Virus Scan

Realtime Protections:

/o/ : < Z_é_néb.le(,j

s: 811335 (last 30 days

-
m- 1hl Events during Last 30 Days

Vuln Remediation

©

Realtime Protection

S

Q Messages o

The antivirus database is upgraded from 20210617214938 version to 202... .
Ransomware Protection

~
~
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3.3.2 Inventory

The Inventory module checks up endpoints on the entire network and displays
endpoint statistics. It includes the OS, Applications, Listening Ports, and Users
nodes. Endpoint inventory data does not contain Mac endpoints because Mac

endpoint information is not collected.

0OS

s

I Server Operating Systems | Host Gperating Systems 1 Top 5 Installed Operating Systems

End-of-Support Windows Systems

The OS page displays the distribution of operating system versions of endpoints

on the entire network, as shown in the preceding figure.

1. Thedetailed information includes the proportion of server and PC operating
system versions and the top 5 operating systems installed on the entire

network.

2. Onthe Operating Systems tab, you can view the number of endpoints that
installed and activated each operating system. When you click the quantity,
the details page is displayed. You can also click Export, to export the

operating system information to a form, as shown in the following figure.

Endpoints

2 o 0 Ref End-of-Support Windows Systems

No. os Version Activated OSs

3. Onthe Endpoints tab, you can view the IP address, group, OS type, version,
activation status, installation time, and owner information of endpoints, as

shown in the following figure.
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Operating Systems

Bopot () Refresh End-of-Support Windows Systems @ Endpoint Type ™ Group v O OSType T 0SStas

No.  Endpaint [P Address Group 08 Version 08 Status Time Installed

CNoTE

You can click Export to export endpoint information to a form to facilitate further

statistical analysis.

You can filter endpoints by endpoint type, group, OS type, and activation status

and search for endpoints in the search box.

Applications

Applications

I Applications by Type | Top 5 Applications Installed on Servers

[t
4b

The Applications page displays the summary and detailed information of
applications installed on hosts on the entire network, as shown in the preceding
figure. The information helps check risky applications on the entire network and
take security protection measures, such as version update and application

security hardening.

1. The detailed information includes applications type statistics of endpoints
on the entire network and the top 5 applications installed on servers and

PCs.

2.  Onthe Applications tab, you can view information, such as the application

Version 02 (Jul.30, 2021) 51



Sangfor Endpoint Secure User Manual Manager

type, version, publisher, and endpoints that install the applications.

3. On the Endpoints tab, you can view groups and installed applications of
different types of endpoints. You can click the application quantity to view
detailed information, filter endpoints by endpoint type or group, and search

for endpoints in the search box.

Applications

Listening Ports

Listening Ports

I Top 5 Risky Ports | Top 5 Listening Ports on Servers | Top 5 Listening Ports on Hosts

Endpoints

The Listening Ports page displays open ports of endpoints on the entire
network. You can view and handle risky ports globally or by server or host, as

shown in the preceding figure.

1. The detailed information includes the top 5 risky ports and top 5 listening

ports on servers and PCs.

2. You can view the number of endpoints on which a specific port is opened
on the Ports tab. You can click a number in the Endpoints Used/Blocked
column to go to the endpoint details page of a port for further analysis, as

shown in the following figure.
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View Details X
Port 63082, udp
m 1 0
& Bxport () Refresh Endpoint Type ¥ Group ¥ | Status h
No. Endpoint Endpoint Status  IP Address Group Open Port  Binding IP Address  Listening Process Status
1 6ed0155 @ Online Ungrouped Endp...  No 127.0.0.1 aTrustAgent.exe(..  Unblocked

CNoTE

Block Port: You can select endpoints for which a port needs to be blocked and

click Block Port to block the port for the selected endpoints. You can click Unblock

to unblock a blocked port.

Export: You can click Export to export endpoint information to a form to facilitate

further statistical analysis.

3. Onthe Endpoints tab, you can view the listening port quantity, status, name,
IP address, and each group of the endpoint. You can click the listening port
quantity of an endpoint to view detailed information about the listening
ports of the endpoint. You can block ports based on actual requirements,

as shown in the following figure.

r

View Details X
- DESKTOP-RQL4EMC J) @ Offline
e 2 3
® Export () Refresh Protocol Y OpenPorts ¥  Status v
No.  Port Protocol Open Port Binding IP Address Listening Process Status
135 @ tep Yes 0000 suchost.exe(pid: 744) Unblocked

2 445 (& Y i3 o\ Rhiid-g Unblocked

3 3389 @ tep Yes 0.0.00 svchost.exe(pid: 920) Unblocked

4 49664 tep Yes 0.0.0.0 wininit.exe(pid: 464) Unblocked

5 49665 tep Yes 0.0.0.0 svchost.exe(pid: 852) Unblocked
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Users

Users

| Users by Role | Users by Risk Type I Users with Old Passwords

e N

® Non-admin: 8 (57.1%) ™
e Jn-admin
® Non-roc
Users
o0t

No. Account Endpoint 1P Address Status Role Risk Type Latest Password Change  Last Login Operation

The Users page displays account information of hosts on the entire network,
including the account status, account type, role, and password status. Based on
account information, the Manager further analyzes risks and provides account
risk notifications, such as hidden account, weak password, suspicious root user,
inactive user, log in at night, and multiple IP addresses, as shown in the

preceding figure. It helps reduce host risks.

1. Thedetailed information includes statistics of users by role, by risk type, and

with old passwords.

2. You canfilter accounts by status, role, risk type, latest password change, and
last login. You can also enter an endpoint name, IP address, or account
name in the search box to search for an account. When you click an

endpoint, the Endpoint Details page is displayed, as shown in the following

figure.

B DESKTOP-RQL4EMC, .. = 5] offline

~ Endpoint Details | Basics
Basics DESKTOP-RQLAEMC &
Hardware DESKTOP-RQL4EMC
Account

* Task Info FE-FC-FE-1A-6C-CD
Applications Ungrouped Endpoints

Listening Ports

3.5.5.60 EN B
20210625092130
2021-06-26 00:50:11
2021-06-25 16:59:48

sangfor
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3.3.3 Security Protection

The Security Protection module formulates security policies for endpoint
groups. It consists of the Basic Config, Anti-Malware, Realtime Protection,
Server Protection, Trusted Files, Vuln Remediation, Unauthorized External

Access, and USB Control tabs.

3.3.3.1 Basic Config

You can configure Asset Attributes, Administrator Contact Information,
Notifications, Agent Administration Passwords, and Endpoint Behavior
Data & Log Collection for Windows endpoints on the Basic Config tab. The

configuration methods are as follows:

Asset Attributes

If you select Require users to provide asset attributes, managed endpoints
need to register asset information on the Manager. You can specify the asset
information to be reported to the Manager. The asset information includes the
owner, asset name, phone number, email address, asset location, asset number,

and staff No., as shown in the following figure.

| Asset Attributes ©

Require users to provide asset attributes

Owner Asset Name Phone Number Email Address Location Asset Number Staff No.

After Asset Attributes is configured, endpoint users can view details in system
messages and complete endpoint registration as required, as shown in the

following figure.
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s' Asset X

2 Owner
Staff No.:
Mobile Number:

Email Address:

_'Q, Asset Name:

Location:

Asset Number: L\

IP Address:

MAC Address: FE-FC-FE-3B-5D-C4

OS: Windows 8 Enterprise x64

Save

Administrator Contact Information

If you select Show contact information of administrator on Agent and edit
the administrator's contact information, including the name, mobile number,
and email address, as shown in the following figure, endpoint users can view the
administrator's contact information.

| Administrator Contact Information

Show contact information of administrator on Agent

Admin Name :

Mobile Number :

Email Address:
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[SEETCYYUI o sangfor Endpoint Secure has been protecting you for 1 days & O1E| — X
* B Asset
Security y Realtime [ (ogs
( o 7 enable ® o .
/ R 2 uarantine
5 24 E - - Block 4%
. E Trust
Virus Scan
ilil Events
Vuln Remediation ®
Admin: Test / 2 About Us
© Mobile Number: 1222212
Email Address: 1221212@a.cor :
Realtime Protection E Exit
oK
& Messages o

Please fill in asset attributes to ensure further maintenance. Setting

Ransomware Protection
The antivirus database is upgraded from 20210617214938 version to 202.. Ransomware Protectior

To query the administrator's contact information on an endpoint, perform the

operations shown in the following figure.

Notifications (Do Not Disturb Mode)

If you select Do Not Disturb Mode, endpoint users will not be notified when

detected security issues. The following figure shows the configuration page.

| Notiﬁcation;

Do Not Disturb Mode

LNoTE

If you click the lock icon next to Notifications to lock the notification settings,

endpoint users cannot modify notification settings on the Agent. In this case,
notification settings on the Manager prevail. If you click the lock icon next to
Notifications again to unlock the notification settings, endpoint users can modify

notification settings on the Agent.
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Agent Administration Passwords

After you configure agent administration passwords, endpoint users need to
enter the configured password when they exit or uninstall the Agent. You can
set the Password parameter to different values for Exit Password and Uninstall

Password, as shown in the following figure.

| Agent Administration Passwords

Exit Password

Password:  sseses ¢ Change Password

Uninstall Password

Password: — sseses st Change Password

Endpoint Behavior Data & Log Collection

If you select Enable log collection, logs, including event management logs of
Windows endpoints, are collected. You can also select Enable endpoint
behavior data collection and set the data collection interval. The collected
behavior data includes information about files, processes, networks, registries,
DNS, scheduled tasks, and hosts.

| Endpoint Behavior Data & Log Collection

Enable log collection @

Enable endpoint behavior data collection. Collect data every 120 seconds (D

Collected data includes files, processes, 5-tuple info, registry, DNS, scheduled tasks, host info, etc.

LLINOTE

It is recommended that the number of endpoints collecting data does not exceed

2000 to ensure server performance.

After you configure information on the Basic Config tab, click Save to save the
settings. To restore the default settings, click Restore Defaults. To apply the
settings to subgroups, click Apply to Subgroups.

3.3.3.2 Anti-Malware

The Anti-Malware tab enables you to configure scheduled scan policies, virus
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scan policies, and antivirus database and security engine update policies for
Windows and Linux endpoints. macOS endpoints support virus scan but do not
support policy configuration. The following sections describe how to configure

the policies.

Basic Config ~ Anfi-Malware  Realtime Protection ~ Server Protection ~ Trusted Files ~ Vuln Remediation ~ Unauthorized External Access  USB Control

A Linux & 1) Sync Policies for Windows

i Windows

LLINoOTE

You can click the downwards arrow next to Windows or Linux to switch between

the Windows and Linux operating systems. You can synchronize the policies that

are configured for Windows endpoints to Linux endpoints.

Scheduled Scan

After you configure the scheduled scan, the system will perform scans and
removes viruses for endpoints based on the virus scan configuration on the
internal network at the specified time. The following figure shows the

configuration page.

| Scheduled Scan
Enable scheduled scanning

- - - - -

Schedule Task Type CPU Usage Status Operation

Scheduled scan supports the quick scan and scan types, and each scan type
supports the High CPU, Balanced, and Low CPU scan modes. The three modes

differ from each other mainly in CPU usage.

e High CPU: Scan is performed at full speed, and the CPU usage of the

scanning is not limited.

e Balanced: A balance is reached between the scan speed and CPU usage,

and the CPU usage cannot exceed 30%.
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e Low CPU: Less CPU resources are occupied during the scan, and the CPU

usage cannot exceed 10%.

Virus Scan

In the Virus Scan area, you can configure the types of files to be scanned, scan
options, action to perform when malicious files are detected, scan engine, and

limits on the CPU usage. The following figure shows the configuration page.

LLINOTE

If you click the lock icon next to Virus Scan to lock the virus scan settings, endpoint

users cannot modify virus scan settings on the Agent. In this case, virus scan
settings on the Manager prevail. If you click the lock icon next to Virus Scan again

to unlock the virus scan settings, endpoint users can modify virus scan settings on

the Agent.
| Virus Scan &
File Type: Document Script Executable (i) Compressed (0
Scan Options: Skip files larger than 50 MB
Scan compressed filesup to 3 layers deep
Action : © Standard

Enhanced
Na Action - Report Only
Engine :

Gene Analysis Engine Behavioral Analysis Engine Cloud-Based Engine

Restrict CPU Usage : Enable @

Legacy Systems Virtual Desktops Overloaded Systems

File Type: The options include Document, Script, Executable, and

Compressed.
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LLINOTE

1.  Most viruses are executable files. If executable files are not scanned, significant

risks may arise. In quick scan mode, Sangfor Endpoint Secure scans only
executable files. Therefore, you are advised to select Executable for File Type.

By default, all file types are selected.

2. Sangfor Endpoint Secure supports 23 types of compressed files, including 7z,
XZ, BZIP2, GZIP, TAR, ZIP, and WIM. You can click © nextto Compressed to

view the details.

Scan Options: You can specify the limit on the size of files to be scanned and

the number of directory levels to be scanned for compressed files.

Action: You can specify the action to perform when malicious files are detected.
The options include Standard, Enhanced, and No Action - Report Only. By

default, Standard is selected.

e Standard: quarantines malicious files in the blacklist and reports detection

logs for files that threaten system security but are not on the blacklist.
o Enhanced: quarantines all the detected files that threaten system security.

e No Action - Report Only: reports security logs for all files that threaten
system security but does not quarantine the files. This option is suitable for
scenarios in which an on-duty security expert is responsible for fixing

threats.

Engine: The options include Sangfor Engine Zero, Cloud-Based Engine, Gene

Analysis Engine, and Behavioral Analysis Engine.
e By default, Sangfor Engine Zero and Cloud-Based Engine are selected and
cannot be deselected.

e Gene Analysis Engine and Behavioral Analysis Engine are optional.

e If you select more engines, the virus detection rate is improved. However,

the system performance is affected.

Restrict CPU Usage: If you select Enable, the amount of CPU resources that
Sangfor Endpoint Secure can use to scan for viruses is limited, and the virus scan

time may increase. You can select Enable if you want to scan viruses in legacy
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systems, virtual desktops, and high-load systems.

LLINoOTE

If you select Enable for Restrict CPU Usage, the number of CPU resources that

Sangfor Endpoint Secure can use varies based on the scan mode.
1. High CPU: The CPU usage cannot exceed 50%.
2. Balanced: The CPU usage cannot exceed 20%.

3. Low CPU: The CPU usage cannot exceed 5%.

Antivirus Database Engine

You can select Update via Manager or Update via update servers to specify
the update server for the antivirus database. If you select Update via update
servers, you can configure multiple update servers, as shown in the following
figure.

| Antivirus Database Engine @
Update via Manager

© Update via update servers

No. Server |P Address Remarks Operation
1 - This Endpoint Secur... Down
2 http://download.sangfor.com.cn/do... Sangfor Signature 5...  Up

Advanced (Supported Only for Windows Endpoints)

In the Advanced area, you can select Enable heuristic scanning. The heuristic
scan mode increases the sensitivity of Al-based computing and the heuristic
level of analysis, which improves the virus detection rate. However, false
positives may occur. Before you enable heuristic scan, ask the service provider

to analyze the impact.

After you configure information on the Anti-Malware tab, click Save to save the
settings. To restore the default settings, click Restore Defaults. To apply the

settings to subgroups, click Apply to Subgroups.
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3.3.3.3 Realtime Protection

You can configure Realtime File Protection, WebShell Detection, Brute-Force
Attack Protection, Ransomware Protection, and Fileless Attack Protection
for Windows endpoints on the Realtime Protection tab. You can also configure
WebShell Detection and Brute-Force Attack Protection for Linux endpoints
on the tab. Currently, you cannot configure real-time protection for macOS

endpoints.

LLINoOTE

You can click mz nextto Realtime File Protection to lock real-time file

protection settings. In this case, the Manager delivers the configured real-time file
protection policy to the Agent, and endpoint users cannot configure real-time file
protection policies on the Agent. By default, endpoint users are allowed to

configure real-time file protection policies on the Agent.

Realtime File Protection (Only for Windows Endpoints)

If you select Enable realtime file protection, the system protects files on

endpoints in real-time. The following figure shows the configuration page.

| Realtime File Protection &

Enable realtime file protection

Protection Level: High

© Medium
Low

File Type: [ Document Script Executable Compressed (0
Scan Options:  Skip files larger than 50 MB
Scan compressed filesup to 3 layers deep

Engine :

Sangfor Engine Zero Gene Analysis Engine Cloud-Based Engine

Action: © Standard

Enhanced

No Action - Report Only
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You can configure the following parameters:

Protection Level: The options include High, Medium, and Low. The capabilities

to defend against malicious files vary based on the protection level.

e High: monitors all actions performed on files. Protection at this level has a

significant impact on system performance.

e Medium: monitors execute and write actions performed on files to prevent
virus intrusion and execution. Protection at this level has little impact on

system performance.

e Low: monitors execute actions performed on files to prevent virus

execution. Protection at this level has no impact on system performance.
File Type: You can select multiple types of files to be scanned.

Scan Options: You can specify the limit on the size of files to be scanned and
the number of directory levels to be scanned for compressed files. Most

malicious files are small in size.

Engine: Three engines are available for real-time file protection. By default,
Cloud-Based Engine is selected and cannot be deselected. Sangfor Engine
Zero and Gene Analysis Engine are optional. If you select more engines, the

virus detection rate is improved. However, the system performance is affected.

Action: You can specify the action to perform when malicious files are detected.
The options include Standard, Enhanced, and No Action - Report Only. By

default, Standard is selected.

e Standard: quarantines malicious files in the blacklist and reports detection

logs for files that threaten system security but are not on the blacklist.
o Enhanced: quarantines all the detected files that threaten system security.

e No Action - Report Only: reports security logs for all files that threaten
system security. This option is suitable for scenarios in which an on-duty

security expert is responsible for fixing threats.

WebShell Detection

In the WebShell Detection area, you can configure the WebShell detection type
and the action to perform when WebShell backdoors are detected. WebShell
detection detects WebShell backdoors in the root directories and their

subdirectories on web servers running Windows Server or Linux operating
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systems. The following figure shows the configuration page.

| WebShell Detection &
Enable WebShell detection
Type: One-time @
Realtime &

Scheduled  Every day

Action: Fix

O No Action - Report Only

v 00 v 00

You can configure the following parameters:

Type: The options include One-time, Realtime, and Scheduled.

e One-time: scans the root directories and their subdirectories on web

servers upon the first installation of the Agent.

¢ Realtime: scans newfiles in the root directories and their subdirectories on

web servers.

e Scheduled: periodically scans all files in the root directories and their

subdirectories on web servers.

Action: You can specify the action to perform when WebShell backdoors are

detected. The options include Fix and No Action - Report Only.

Brute-Force Attack Protection

In the Brute-Force Attack Protection area, you can enable RDP brute-force

attack protection and SMB brute-force attack protection for Windows endpoints.

For Linux endpoints, you can enable SSH brute-force attack protection.

1. The following figure shows the configuration page for Windows endpoints.

| Brute-Force Attack Protection &

Enable RDP brute-force attack protection

Trigger : Over 15
Action : © Block for
No Action -

Enable SMB brute-force attack protection

Trigger : Qver 100
Action : Block for
© No Action -

login attempts per minute ©

30 mins

Report Cnly

login attempts per minute ©

30 mins

Report Cnly

You can configure the following parameters:
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Trigger: You can specify a threshold for the number of login attempts per
minute. Brute-force attack protection is triggered when the threshold is
reached. Enter an integer ranging from 1 to 100 for RDP brute-force attack
protection and an integer ranging from 20 to 1,000 for SMB brute-force
attack protection. Slow and distributed brute-force attacks are detected by

using intelligent algorithms.
Action: The options include Block and No Action - Report Only.

The following figure shows the configuration page for Linux endpoints.

| Brute-Force Attack Protection
Enable SSH brute-force attack protection
Trigger : Over 15 login attempts per minute ©
Action : © Blockfor 30 ming

No Action - Report Only

You can configure the following parameters:

Trigger: You can specify a threshold for the number of login attempts per
minute. Brute-force attack protection is triggered when the threshold is
reached. Enter an integer ranging from 1 to 100 for SSH brute-force attack
protection. Slow and distributed brute-force attacks are detected by using

intelligent algorithms.

Action: The options include Block and No Action - Report Only.

Ransomware Protection (Only for Windows Endpoints)

In ransomware protection, Sangfor Endpoint Secure places decoy files in critical

system directories of endpoints and monitors the encryption of the files in real-

time. When an endpoint is infected with ransomware, the Agent reports an alert

and clears unknown ransomware in time to prevent business files on the

endpoint from being encrypted. The following figure shows the configuration

page.
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| Ransomware Protection &

Enable ransomware honeypot (i

Action: Fix

O Alert - Fix Manually

You can configure the following parameters:

o Enable ransomware honeypot: This function takes effect only when real-

time file protection is enabled.

e Action: You can specify the action to perform when ransomware is detected.
You are advised to select Alert - Fix Manually. When ransomware is

detected on an endpoint, an alert is displayed in the lower right corner. The

following figure shows an example.

@ Protect Agent

Malicious file detected

Ransom.Win32.CrySiS.uwzg

c\users\sangfor\desk...id-id.[sil
ver@decryption.biz].bizer Copy

Rhka
2020.06.12 16:36
Pending

Ignore (28s)

Quarantine Trust

Remember and do not show this again

Fileless Attack Protection (Only for Windows Endpoints)

A fileless attack is an advanced attack that exploits flawed programs to inject
code into normal system processes, such as memory, registries, PowerShell
scripts, and Office documents, to obtain the access permissions and execute
attack commands on target devices. Fileless attack protection enables you to
detect and handle suspicious PowerShell scripts. The following figure shows the

configuration page.

Version 02 (Jul.30, 2021) 67



Sangfor Endpoint Secure User Manual Manager

| Fileless Attack Protection & @

Enable suspicious PowerShell script detection @
Action: Block script execution

© No Action - Alert Only

You can configure the following parameters:

Enable suspicious PowerShell script detection: This function takes effect only

when real-time file protection is enabled.

Action: The options include Block script execution and No Action - Alert Only.

You are advised to select No Action - Alert Only.

e If suspicious PowerShell script execution is detected on a PC, Sangfor
Endpoint Secure reports an alert but does not suspend the script execution.

You can determine whether to allow or block the script execution.

e If suspicious PowerShell script execution is detected on a server, Sangfor
Endpoint Secure reports an alert but does not suspend the script execution.

You can determine whether to allow or block the script execution.

The following figure shows sample alert information.

@ Endpoint Secure Agent

Suspicious PowerShell script detected.
lock if you do not recognize it.

Virus and Trojan often avoid
detection by using PowerShell
scripts.

powershell.exe

"C:\Windows
\System32\...owsPowerShell
\v1.0\powershell.exe” Copy

C:\Windows
\System32\WindowsPowerShel
\v1.0\powershell.exe Copy

2021.07.27 23:38

Pending

Allow (29s) Block completely

Remember and do not show this again
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3.3.3.4 Server Protection

Server protection is to protect the operating systems or specific directories of
Windows servers. It allows trusted processes to run or perform read and write

operations. You can also enable protection against RDP brute-force logins.

LlNoTE

Server protection is supported only for endpoints running Windows Server

operating systems.

Operating System Protection

Application scenario:

Protect server operating systems against untrusted processes such as unknown

ransomware to ensure server security.

Configuration procedure:

Step 1. Scan for and remove viruses on servers.

Scan for and remove viruses on servers to ensure that the servers are secure.
Step 2. Learn processes.

Select Enable trusted process whitelist, select Server OS for Protected
Objects, specify a period for process learning, which ranges from 1 to 30 days,

and click Save, as shown in the following figure.

8 Windows ©

| Enhanced Server Protection Guide

Enable trusted process whitelist (i)
Protected Objects : O Server 05 Protected directories

Trusted Processes (D: 1. Learn processes

®learnfor 7 day(s). The learning operation will complete at 2021.07.05 19:38. The system will collect processes running on
servers automatically during that process. End Learning
() Refresh Process Type e

No. Process Process Type C Copyright ~ Add Method Status Operation

After process learning, you can view the learned processes and check the
process information, for example, whether a process is suspicious or has no

signature. The process information provides a reference for you to confirm

Version 02 (Jul.30, 2021) 69



Sangfor Endpoint Secure User Manual Manager

trusted processes.

Step 3. Confirm trusted processes.

After process learning, you need to confirm trusted processes. You can delete

untrusted processes based on the process learning result and add trusted

processes that are not contained in the learning result. The following figure

shows the configuration page.

| Enhanced Server Protection Guide

Enable trusted process whitelist ()
Protected Objects: @ copyer g Protected directories

Trusted Processes (0 2. Confirm processes

® You may delete suspicious processes or add other trusted processes after learning. Click Confirm to confirm trusted processes. m Continue

49 processes need your confirmation, including 1 suspicious processes , 5 processes without digital signature , and 30 system processes.
== Add Process i Export Process Type v AddM..~  Status ¥

No. Process Process Type Original Process Path  Copyright ~ Add Method  Status Operation

1 @ didawhrexe CAWindows\dKIZW... - Learning Unconfirmed  Delete Details Analyze

2 [Bfiezill ser.. CAUsers\Administra... Copyright... Leaming Unconfirmed  Delete Details

3 iy simulation... C\Users\Administra... TODO: (C)... Learning Unconfirmed  Delete Details

1 [ hashexe CA\Users\Administra... Copyright.. Leaming Unconfirmed  Delete Details

5 i edragentsi.. Ci\Users\Administra... TODO: (C)... Leaming Unconfimed  Delete Details

23£5>>> n -

The process parameters are described as follows:

Process Type: the type of a process. The options include Suspicious

Process, Process Without Signature, and System File.
Original Process Path: the path in which the files of a process are stored.

Add Method: the method that is used to add a process. The options include

Learning, Manual Add, and Template.
Status: the status of a process. Unconfirmed indicates that whether the

process is trustful is not confirmed.

Operation: the operation that you can perform on a process. You can

delete processes, view process details, and analyze processes.

If you cannot determine whether a process is trustworthy, click Analyze to
analyze the process based on Sangfor threat intelligence. Then, determine

whether the process is trustful based on the analysis result.

If a trusted process is not contained in the learning result, click Add Process

to add the process. The following figure shows the Add Process dialog box.
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Add Process

Upload process file
Add process file manually

Trusted Processes :

| Web Server

Apache Tomcat WebSphere

| Database

mySQL SQL Server

You can configure the following parameters:

Add Method: The options include Import template, Upload process file, and

Add process file manually.

o Import template: If the server that you want to protect is a web server or

a database server in the template, select this option.

e Upload process file: If you want to upload a trusted process file, select this

option and upload the file.

e Add process file manually: If you want to enter information about a
trusted process manually, select this option and enter the process
information. You need to enter the process name, original file name, and

copyright information about the trusted process.
After you check trusted processes, click Confirm.
Step4.  Save the settings for the trusted process whitelist to take effect.

After you click Save, Valid is displayed next to Enable trusted process whitelist.
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18 Windows @

| Enhanced Server Protection Guide
Enable trusted process whitelist ) (T

Protected Objects : O torver 08

Trusted Processes @+

There are 73 trusted process(es). Only trusted processes can run on servers while other processes will be prevented from running.

=+ Add Process
No. Process
1 B dklzwhrere
2 [Efiezille ser..
3 sglservrexe
4 8 ipdientexe

5 Mhashexe

Specific Directory Protection

Application scenario:

g Export

Process Type

Process Type

Original Process Path

Copyright

CWindows\dKIzW... -

C\Users\Administra...

C\Users\Administra...

C\Users\Administra...

Copyright..

Microsoft....

FRHEE (.

Copyright..

Protect critical directories against ransomware.

Configuration procedure:

Step 1.

Protected directories

Add Method

Lesming

Lesming

Template

Lesming

Lesming

Scan for and remove viruses on servers.

v | AddM.. ¥  Status ¥

Status

Confirmed

Confirmed

Confirmed

Confirmed

Confirmed

3. Apply

Operetion

Delete

Delete

Delete

Delete

Delete

Learn Again

Details Analyze

Details

Details

Details

Details

Scan for and remove viruses on servers to ensure that the servers are secure.

Step 2.

Add directories that you want to protect.

Select Enable trusted process whitelist, select Protected directories for

Projected Objects, and add critical directories that you want to protect. You can

enter wildcard characters (*) and environment variables.

| Enhanced Server Protection Guide
[ Enable trusted pracess whitelist (3

Protected Objects Server OS

No. Protected Directory

Trusted Processes @

®leanfor 7 day(s). The learning operation will complete at 2021.07.05 19:38. The system will collect processes running on

servers automatically during that process

() Refresh

No. Process

| O protected directaries

Process Type

( Copyright  Add Method

Status

Operation

Operation
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Step 3. Learn and confirm trusted processes.

The operations to learn processes and confirm trusted processes are the same
as those performed to implement operating system protection. For details, see

Operating System Protection.

You can specify the action to perform when an untrusted process is detected.

Prohikit Untrusted Process from: Visit Medification

Action: Block operation © Block aperation and terminate pracess

You can configure the following parameters:

e Prohibit Untrusted Process from: Untrusted processes are not allowed to
add, delete, or modify operations on protected directories. You can specify

whether to allow untrusted processes to access protected directories.

e Action: You can specify the action to perform when an untrusted process
operates protected directories. The options include Block operation or

Block operation and terminate process.

RDP Access Protection

RDP brute-force login is a common attack vector, which enables hackers to
control servers and initiate ransomware attacks. For business security, you are

advised to enable protection against brute-force logins.

If you select Enable, Sangfor Endpoint Secure requires secondary

authentication for remote access to servers in specified time segments.

LLINoOTE

This function is supported only for hosts running Windows Server operating

systems.

1. Specify the time segments in which secondary authentication is required for

remote access.

You can click Add to add a time segment and click Delete to delete a time

segment.
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| RDP Access Protection

Enable

RDP brute-farce login is a very common attack vector. When this protection is enabled, RDP access to Windows
servers will require secondary authentication.

Time Period
Mon v to Fii d 21:00 v to 07:00 d m
Time Periods Operation

Mon - Sun 00:00--24:00

2. Change the password for secondary authentication.

Users who use IP addresses not in the whitelist can access the protected
server only after entering the correct password for secondary
authentication. After you change the password for secondary
authentication, provide the new password to related personnel in your
enterprise as soon as possible. Otherwise, this personnel may fail to access
the protected server in the specified time segments remotely.

Password for Secondary Authentication ©

sessasse st Change Password

Please inform internal personnel of the specified password. The text below is for reference:

For sen

the

/er security, secondary authentication is required for RDP access during certain times. Remote login during

period Mon - Sun 00:00--24:00 will require the following password: %= Copy

3. Configure an IP address whitelist for remote login.

Suppose users use IP addresses in the whitelist to remotely log in to the
protected server through RDP in the specified time segments. In that case,

the users do not need to enter the password for secondary authentication.

Whitelist @

Excluded IP Addresses Operation
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3.3.3.5 Trusted Files

The Trusted Files tab consists of the Trusted Files and PowerShell Parameter

Whitelist areas.

Trusted Files

In the Trusted Files area, you can configure File/Path Whitelist and Brute-
Force Protection IP Whitelist. File/Path Whitelist can be configured only for
Windows endpoints. Virus scan and real-time monitoring are not performed on
trusted files and directories. IP addresses in the brute-force protection whitelist
are allowed to initiate brute-force attacks without triggering an alert. The

following figure shows the configuration page.

12 Windows ~

| Trusted Files

File/Path Whitelist

File/Path Type Operation

Brute-Foree Protection IP Whitelist @

Excluded IP Addresses Operation

You can configure the following parameters:

o File/Path Whitelist: You can add files or directories to the whitelist. Entries
that do not end with a backslash (\) are considered files, while entries that

end with a backslash (\) are considered directories.

e Brute-Force Protection IP Whitelist: You can add IP addresses, IP address
ranges, and subnets to the whitelist. If IP addresses in the whitelist initiate

brute-force attacks, no alert is triggered.
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PowerShell Parameter Whitelist

PowerShell commands that contain parameters in the whitelist are allowed to

run. You can click Delete to delete a built-in whitelisted parameter. You can also

add PowerShell command parameters to the whitelist.

| PowerShell Parameter Whitelist @

Command Line Argument

sangfor796c5d91-7dcS-4afh-922e-a54868607bededrlinkage8ecl6b...

Program Files (x86)\5a ﬂgfcr"\_SSL"\_‘.-‘DI"-.AgeﬂtApsLockErScr pts\Clea...

ProgramData\ASUSVASUS System Control Interfacellog

-command "(get-appxpackage -Name "BOECEDGF.ASUSPCAssistan...

Windows\LWVUAAgentinstBaseRoot\public

Description

Sangfor Security Service Pr...

Sangfor aDesk parameter
ASUS PC parameter
ASUS PC parameter

LeagSoft parameter

Operation

Delete

Delete

Delete

Delete

Delete

[INoOTE

PowerShell command parameters must be exactly matched. To prevent attackers

from bypassing the protection, you are advised to enter ten or more characters for

the name of each PowerShell command parameter.
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3.3.3.6 Vuln Remediation

The Vuln Remediation tab consists of the Hot Patching and Vulnerability

Scan and Patch areas.

@ Sangfor Endpoint Secure Home Endpoints  Micro-Segmentation  Detection  Response

Endpoints Groups BasicConfig  Anti-Malware  Realtime Protection  ServerProtection  Trusted Files uln Remediation  Unauthorized

&1 Groups & Windows @
O inventory >
| Hot Patching &
2 Security Protection Local Manager
& Enable

| Vulnerability Scan and Patch

Sean Option: Ensble scheduled scanning

Fix automatically
© No Action - Report Only

Dounload Securty Patches:

LNoTE

This function is supported only on Windows endpoints that can access the Internet.

Hot Patching

Hot patching is lightweight and has no impact or interference on the business
system. It can prevent high-risk and zero-day vulnerability exploits without
interrupting business or restarting endpoints. Hot patching does not involve
compatibility issues and features a lightweight process, fast rectification, and

high protection performance.
You can select or deselect Enable to enable or disable this function.

& indicates that users are not allowed to modify hot patching settings on the
Agent, and the settings on the Manager prevail. & indicates that users are
allowed to modify hot patching settings on the Agent, and the settings on the
Agent prevail.
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Basic Config Anti-Malware Realtime Protection Server Protection Trusted Files Vuln Remediation L
2% Windows @

| Hot Patching &

Hot Patching (2 can prevent high-severity and zero-day vulnerability exploits without interrupting business
or restarting endpoints. Enable this to auto-patch vulnerabilities when they are detected. Results can be

viewed in Hot Patching.

Vulnerability Scan and Patching

Select Enable scheduled scanning and specify a time when vulnerability scan

and patching will be enabled.

| Vulnerability Scan and Patch

Scan Option: Enable scheduled scanning
Everyweek ¥ Tue v 00:00 T to 0300 h
Action: Fix automatically

© No Action - Report Only

Download Security Patches:

No.  Server IP Address Remarks Status  Operation
This Endpoi... v Down Disable
2 hitp://download.windowsupdat.. Microsoft Pa... v Up Down Disable
3 hitpsy//upd.sangfor.com.enfvl/.. Sangfor Offi.. v Up Disable

Setting>=
Restore Defaults Apply to Subgroups

The parameters are as follows:
e Vulnerability Scan: defines the period for scheduled vulnerability scan.

e Action: defines the action taken after system vulnerabilities are found. The
options include Fix automatically and No Action - Report Only

(recommended).

e Download Security Patches: defines the server from which endpoints

download vulnerability patches. The default servers are the Sangfor CDN
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server, Microsoft vulnerability patch server, and the Endpoint Secure

Manager.

LLINoOTE

You can click Up or Down to change the server sequence. Endpoints obtain patch

packages from the listed servers in sequence. Endpoint Secure Manager can

proactively download the patch packages from the above servers.

3.3.3.7 Unauthorized External Access

External access control is only for Windows, not Linux endpoints. Direct access
to the Internet and access to the Internet through another network from internal
computers and dedicated network devices are regarded as unauthorized
external access, where hackers can bypass the firewall, gateway, and other
protection measures to intrude these computers and further penetrate

important servers, causing major security risks to the internal network.

The Unauthorized External Access tab allows you to detect unauthorized
external access by resolving domain names or pinging IP addresses and take
actions, including network disconnection, shutdown, and email notification, to

monitor unauthorized external access of endpoints in real-time.

The following figure shows the configuration page.

Basic Config Anti-Malware Realtime Protection Server Protection Trusted Files Vuln Remediation Unauthorized External Access L

1% Windows @

| External Access Contral

Enable

Detection Interval : seconds (7)

Destination :

Domain Name/IP Remarks Operation

www.google.com

Action :

Notificatian :

“ Restore Defaults Apply to Subgroups

The parameters are as follows:
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1. Detection Interval: intervals for detecting unauthorized external access of

endpoints. The minimum value is 60s, and the maximum value is 3600s.

2. Destination: addresses defined as unauthorized external access. The
default value is www.google.com. Administrators can add other IP

addresses or domain names.

3. Action: actions taken when unauthorized external access is found. The

options are as follows:
e No Action - Report Only: Only an alert is displayed.

o Disconnect from Internet: An endpoint is disconnected from the network
after 30s. For endpoints running Windows Vista or later, the network
disconnection effect is similar to endpoint isolation. Except for
communications with the Endpoint Secure Manager, all accesses are not
allowed for the endpoint. To restore the network connection, select Restart
Agent on the Endpoints page. For endpoints running Windows Server 2003
and Windows XP, the network adapter is disabled and needs to be manually

enabled or restarted.
e Shut Down: An endpoint is shut down after 60s.

4. Notification: When an endpoint conducts unauthorized external access, a
pop-up window will be displayed in the lower right corner of the desktop to

warn users. You can set the notification content in the text box in this area.

5. Email: When an endpoint conducts unauthorized external access, an email

notification is sent to the administrator.

3.3.3.8 USB Control

USB control is supported only for Windows, not Linux or Mac endpoints.

Unauthorized access to mobile storage media may cause security threats to
endpoints, such as viruses, Trojan horses, data leakage, and data tampering. The
USB Control tab page allows you to block or unblock mobile devices, including
USB flash drives, removable hard disks, and mobile phones and set the Agent to
show notifications to warn users. This helps reduce risks caused by insufficient

USB device control.

To enable the USB control function, select Enable USB control on the USB

Control tab page. The following figure shows the configuration page.
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Basic Config ~ Anti-Malware  Realtime Protection ~ Server Protection  Trusted Files ~ Vuln Remediation ~ Unauthorized External Access  USE Control

i Windows @

| USB Control
Enable USB control
Blocked Devices (@: Flash/Thumb Drives Removable Hard Drives Other Devices
USB Device Whitelist :
Device ID Loader

No. Device ID Remarks Operation

Action:: Show notification to warn users that blocked device is detected

“ Restore Defaults Apply to Subgroups

1. Define blocked USB devices.

Blocked Devices: Only USB devices with the storage function will be blocked.
Mouses and keyboards will not be blocked. Common USB devices include USB
flash drives, removable hard disks, and portable devices (such as mobile phones

and digital cameras).
e Select to block USB devices based on actual requirements.

¢ When some USB devices are allowed to use, add them to the USB device
whitelist and enter the device information as required, as shown in the

following figure.
USE Device Whitelist :
Device 1D Loader

No. Device ID Remarks Operation

2. Setthe Agentto show a pop-up window to warn users when blocked devices

are detected.

If Show notification to warn users that a blocked device is detected is
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selected, a pop-up window is displayed when blocked devices are used on

the server or PC, as shown in the following figure.

@ Endpoint Secure Agent

®

Unauthorized application was detected
and has been blocked.

USB Device Connection
Prohibited

USB\VID_24A9&PID_205A
\55925604 Copy

2021.06.29 17:46

Do not show this again

3.3.3.9 Security Policies Supported by Different Operating

Systems
sty [wnsovere [windomssuner [umc [wac |

Basic policy Yes Yes No No
Virus scan Yes Yes Yes No
Realtime file monitoring Yes Yes No No
WebShell detection No Yes Yes No
Ransomware protection Yes Yes No No
Brute-force attack

Yes Yes Yes No
detection
Advanced threat protection Yes Yes No No
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Server protection No Yes No No
Trusted files Yes Yes No No
Hot patching Yes Yes No No
Unauthorized external

Yes Yes No No
access
USB control Yes Yes No No

Table 4: Security policies supported by Windows PC, Windows Server, Linux, and Mac systems

LLINOTE

Mas OS currently only support trigger virus scan from Endpoint Secure Manager.

3.4 Micro-Segmentation

The Micro-Segmentation module allows you to enable necessary

server/endpoint ports and disable unnecessary ports and visualize traffic
statistics to enhance the business security of customers. Currently, Mac

endpoints do not support the micro-segmentation function.

3.4.1 Business Clarification

The following table clarifies customers' business assets and the access

relationship between business assets to prepare for micro-segmentation

policies.
Business Endpoint Contained | -
Asset Group Endpoints
Name
Object Business All User zone 1, PC1\PC2 -
assets user zone 2, Sever1 and
user zone 3, Server2
server zone 1,
and server zone
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2
IP Group IP Address IP Group -
Name Range Type
IP-groups Office 172.16.200.1- | Internal -
endpoints 172.16.200.2 | network
54
Service Protocol Port Traffic
Name Type
Services
SMB TCP 135\136\137 | Busine
(Clarify
\139\445 ss
custom
traffic
policies
only.) RTP TCP 3389 Mainte
nance
traffic
Access Source Destination Service Action
Relationship | Access IP group: Business asset: | SMB and Deny
Between relationship | |nternet by | All RTP
Objects default

3.4.2 Creating Business Assets, Tags, IP Groups, and

Services

Creating a Business Asset

You can add multiple server endpoints to a business asset to better invocate

micro-segmentation policies and display traffic statistics. The configuration

process is as follows:

1. Choose Micro-Segmentation > Business Asset and click New. In the
displayed Add Business Asset dialog box, enter the business asset name
and select server endpoints. The following figure shows the configuration

page.
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Add Business Asset
l Linux Group
ndpoints
Select e
Available point, IP address Selected 402 Clear
Group name —] & = Al Endpoint Operation
- End It
H Endpoints [ PC-899(10.51.1.144) PC-899(10.51.1.144) x
[=] B Local Manager
PC-898(10.51.1.143] -898(" )
Ungrouped Endpoints C ) PC-898(10.51.1.143) x
group_1 PC-897(10.51.1.142) PC-897(10.51.1.142) X
group_2 PC-896(10.51.1.141) PC-896(10.51.1.141) x
- PC-893(10.51.1.138) PC-893(10.51.1.138) x
PC-895(10.51.1.140) PC-895(10.51.1.140) x
PC-894(10.51.1.139) PC-894(10.51.1.139) x
PC-892(10.51.1.137) PC-892(10.51.1.137) X
PC-891(10.51.1.136) PC-891(10.51.1.136) x

Cancel

2. After a business asset is created, you can view the created business asset

and corresponding server endpoints, specify tags, and view the status on

the Business Asset page.

Creating a Tag

Tags are used to define the roles of server endpoints in a business asset and can

be regarded as the types of services provided by the server endpoints. The

Endpoint Secure Manager has embedded the web, database, FTP, SLB, email,

message queue, WebSphere, Weblogic tags, and the corresponding tag

signature. To add a tag, perform the following steps:

1. Choose Micro-Segmentation > Tags and click New. On the Add Tag page,

edit the tag name, description, and signature, as shown in the following

figure.
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Add New Tag DY
Name :

Description :

Signature - T an endpoint owns any of the following signatures, it belongs
- to that tag. One process name or port per row. Cne entry per
row. (i)

The signature can be a process name or port. Specify one signature in each line.

2. After editing the information, click OK to complete the creation. You can
specify tags for server endpoints on the Business Assets page to better

invocate micro-segmentation policies and display traffic statistics.

Creating an IP Group

The IP Groups page allows you to classify internal and public IP addresses to
corresponding IP groups. The Endpoint Secure Manager has embedded the
default internal IP groups- 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16 and the
default public IP groups 0.0.0.0 to 255.255.255.255. IP addresses are matched
to IP groups from up to down to facilitate invocation of micro-segmentation
policies are matched from up to down to facilitate invocation. To create an IP

group, perform the following steps:

1. Choose Micro-Segmentation > IP Groups and click New. On the Add IP

Group page, specify IP group information, as shown in the following figure.

"

Add New IP Group =

Name :

IP Addresses :

©

Type: © Public Internal

Remarks :

“ Cancel

Address supports single IP addresses, IP address ranges, and subnets.

2. Click OK. The IP group is created. On the IP Groups page, you can move
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created IP groups up or down to match the policies.

Creating a Service

On the Services page, you can define service ports for invoking micro-
segmentation policies. The Endpoint Secure Manager is embedded with 35

services for customization. The configuration process is as follows:

LLNoTE

Custom service ports cannot be the same as existing ports.

1. Choose Micro-Segmentation > Services and click New. On the Add

Service page, specify service information, as shown in the following figure.

Add New Service e

Name : RTX
NEme TCP uDP
Port : 9999
Traffic Type : () Other traffic €@ Business traffic Maintenance traffic

Remarks :

Traffic types include Business traffic, Maintenance traffic, and Others. Select

a traffic type to display the corresponding traffic statistics.

2. After configuration is complete, click OK.

3.4.3 Policies

Micro-segmentation policies use 5-Tuple data to allow or reject access. You can
click the policy switch in the upper right corner to globally enable or disable the

function. The detailed configuration process is as follows:

1. Choose Micro-Segmentation > Policies and click New. On the Add Policy

page, specify policy information, as shown in the following figure.
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Add New Policy X

Policy Name :

Source :

Destination :

Services :

Action 0 Alow Deny

The parameters are as follows:

e Source: the source object that accesses the target endpoint. You can select

a business asset, tag, server, or IP group.
o Destination: the accessed target endpoint.
e Services: service port of the target endpoint.

e Action: The options include Allow and Deny.

INoTE

You can click to exchange the source and destination.

2. After the configuration is complete, click OK. On the Policies page, you can
view details about existing policies and move up or down and enable or

disable policies.

3.4.4 Traffic Statistics

On the Traffic Statistics page, you can view traffic statistics of endpoint systems,
including public, internal, allowed, and denied traffic. You can also filter policies

to view traffic statistics. The following figure shows the configuration page.
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The options of Filter are as follows:

¢ Denied traffic (Red): indicates denied traffic.

¢ Allowed traffic (Green): indicates allowed traffic.

o Inter-business asset traffic: indicates traffic between business assets.

¢ Intra-business asset traffic: indicates traffic within a business asset.

3.4.5 Other

You can enable micro-segmentation, report traffic statistics, and back up and
restore micro-segmentation policies on the Other page. The following figure

shows the configuration page.

@ Sangfor Endpoint Secure Endpoints Micro-Segmentation Detection

Trial Edition

Micro-Segmentation <« Other

[ Policies | Micro-Segmentation

Traffic Statistics Enable (once disabled, all micro-segmentation policies will become invalid)

) Business Assets
| Report traffic statistics

Tags . . . ) .
Enable (once disabled, all agents will stop reporting traffic statistics)

IP Groups

3 Services
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The parameters are as follows:

e Micro-Segmentation: If you select Enable, the micro-segmentation

function is enabled. If this function is disabled, micro-segmentation policies

of all business assets become invalid.

o Report traffic statistics: If you select Enable, traffic statistics are displayed

on the Traffic Statistics page. If this function is disabled, all Agents will stop

reporting traffic statistics, and no traffic statistics will be displayed on the

Traffic Statistics page.

3.5 Detection

3.5.1 Virus Scan

The Virus Scan module allows you to deliver security check tasks to endpoints

connected to the Endpoint Secure Manager. It scans malicious files of endpoints

using the local file reputation database, Sangfor Engine Zero, Behavioral

Analysis Engine, Gene Analysis Engine, Cloud-Based Engine, and shows the scan

result.

Virus scan modes include quick scan and full scan. You can click the triangle

pointer next to Quick Scan to select a scan mode from the drop-down list. The

following table describes the differences between a quick scan and a full scan.

Full Scan

Scan all disk files of an endpoint.

Quick Scan

Scan critical directories in the system disk. Critical directories

include:

Windows:

/Windows and Windows/system32
/Windows/system32/drivers and its subdirectories
Linux:

/bin, /sbin, /usr/sbin, /usr/bin, /lib, /lib64
/usr/lib/usr/lib64, /usr/local/lib, /usr/local/lib64,

/tmp, /var/tmp, /dev, /proc

Table 5: Path that ES agent scan through in Full scan and Quick scan
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1. Click Quick Scan or Full Scan to enter the corresponding configuration

page, as shown in the following figure.

Quick Scan

Endpoints : Select endpoints

CPUUsage @: (" High (@ Balanced Low

“ Cance‘

The parameters are as follows:

Endpoints: On the Select page, you can view target endpoints in the last 7 days,
endpoints not scanned in the previous week, previous month, or last three
months, and the last scanning time to filter endpoints that need to be scanned.
You can also enter an endpoint name or IP address in the search box to search

for the specific endpoint.

Select X
Available Target Endpoints (Last 7 days)  Last Scan ¥ Endpoint, IP addres Selected 0 Clear
Group name Endpoint Name (IP) Last Scanned Endpoint Operation

[=I B Endpoints
[=} Bl Local Manager

--Ungrouped Endpoints

CTID024(192.200.19.71)
cti044(192.200.19.68)
- External JianHowLaptop(2.0.0.20) 2 month ago

Group1
admin-PC(10.251.251.3)

- Jianhow

CTI-FTP(192.200.19.202) 2 month age
- test

No data available
Jianhowpc(192.168.11.200)

JH Win 7(192.168.11.52)
£(192.200.19.58)

BoonP({192.168.10.60)

“ Cancel

CPU Usage: The options include High, Balanced, and Low. Their differences are

as follows:

e High: Scan is performed at full speed, and the CPU usage of the scanning is
not limited. (In resource optimization mode, the CPU usage does not exceed
50%.)
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o Balanced: A balance is reached between the scan speed and CPU usage,
and the CPU usage cannot exceed 30%. (In resource optimization mode, the

CPU usage does not exceed 20%.)

e Low: Fewer CPU resources are occupied during scanning, and the CPU
usage cannot exceed 10%. (In resource optimization mode, the CPU usage

does not exceed 5%.)

2. After the configuration is complete, the virus scan task is performed. You

can click Detection Details in the Operation column of an endpoint to view

the virus scan information, as shown in the following figure.

/

Submitting task...

@ submitting task...

No. Endpoint Group os Endpoint Status  Pending/Total Vinu... Scan Progress Operation

1 PC-899(10.51,1.144) Ungrouped End... Windows7 @ Oniine 0/0 Submitted
@ Online /0 Submitted

@ Online /0 Submitted

Infected Files on Endpoint (6-edr0155(10.32.36.175)) X

() 6-edr0155(. 08 n. . Scanning..

Task Type: Manual quick scan  Scan files: 0 Time Taken: 46 secs

() Refresh File Type ¥ | Severity ¥ | ThreatType ¥

No.  Infected File Virus Time Detected Status Operation

3. After the virus scan is complete, you can view the scan result. The displayed
information includes the task type, scan mode, task received/total
endpoints, scanned endpoints, scan paused endpoints, endpoint name, IP
address, group, operating system, status, pending viruses, total viruses, and

scan status, as shown in the following figure.
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Scan completed. Among the 1 target endpoint, 1 is(are)
pending

N\

¥ 2021-06-28 2334558

© scan completed. 1 target endpoint detected. (Rescan ) Collapse ~
Task Type: Manual quick scan ~ CPU Usage: Balanced  Tasks Received/Totak 1/1 endpoint(s) Scanned: 1 endpoint = Scan Paused: 0 or: Endpoint Secure 2 )
No. Endpoint Group 0s Endpoint Status Pending/Total Viru... ~Scan Progress Operation
1 - - Ungrouped End... Windows 10 Pro x64 @ Online 28/28 Scan completed View = Re-scan

1 entries [ ] Enties PerPage 10 *

4. You can click Detection Details in the Operation column of a target
endpoint to view the scan result and click the drop-down list icon next to Fix

and select Fix, Trust, or Ignore for a virus, as shown in the following figure.

@ 6-edrO155( 10 8=""3 Scan completed 28 threats are detected, and 28 threats are pending.

Task Type: Manual quick scan  Scan files: 9646 Time Taken: 35 secs

Brx © & Trust  Ignore € Refresh File Type v Severity ¥ Threat Type
B No. Infected File Virus Time Detected Status Operation
1 diusers\user\desktop\FERsri4stz (I\Ocfeeff0a0f... Trojan.Win32Save.a 2021-06-28 23:35:58  Pending © Fix - [
USEAMR Medium T Executable
8 Trust
2 d . L 2021-06-28 23:35:58  Pending Bignore |+ Analyze
Others I “ &
3 diusersiuser\desktop\FREESziEsE (3\4105504e4...  TrojanWin32Save.a 2021-06-28 23:35:58  Pending © Fix - Analyze
UEERI Medium L Executable J
4 diuserstuser\desktop\ PRS-z (3)\12198b4a7...  TrojanWin32 Save.a 2021-06-28 23:35:58  Pending © Fix - Analyze
RICTERIR Medium I Executable
5 chusers\usen\appdatatlocal\microsoft\windows\i..  TrojanWin32 Save.a 2021-06-28 23:35:58 Pending © Fix « Analyze
UCEU Medium L Executable ]
6 c\16db60428b5h19f07619784836dc94ec TR/Rogue.KD).6 2021-06-28 23:35:58  Pending © Fix - Analyze
Others Executable
7 clusers\userappdataNlocalmicrosoft\windows\i...  Suspicious Win32.Save.a 2021-06-28 23:35:58 Pending © Fix - Analyze
Others | QS
8 chwusers\user\appdataNlocal\microsoft\windowsyi... 2021-06-28 23:35:58  Pending © Fix « Analyze
28 entries - Entries Per Page 50  *

3.5.2 Vulnerability Scan

The Vulnerability Scan module detects and fixes Windows endpoints' system
vulnerabilities, including remote code execution (RCE), denial of service (DoS),
privilege escalation, security mode bypass, and information leakage. The

vulnerability scan process is as follows:

1. Choose Detection > Vulnerability Scan and click New Scan Task to create

a vulnerability scan task. The following figure shows the configuration page.

Vulnerability Scan

Endpoints : Select endpoints

Vulnerability : Al
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The parameters are as follows:

Endpoints: On the Select page, you can view endpoints not scanned in the last

week, last month, or last three months, and the last scanning time to filter

endpoints that need to be scanned. You can also enter an endpoint name or IP

address in the search box to search for the specific endpoint.

Vulnerability: The options include All, High, and Specified.

All: Scan and fix the RCE, DoS, privilege escalation, security feature bypass,

and information leakage vulnerabilities.

High: Scan and fix only high-severity vulnerabilities. Select High from the
vulnerability severity drop-down list box on the Select Vulnerability page

for details about high-severity vulnerabilities.

Specified: Customize vulnerabilities that need to be scanned. On the Select
Vulnerability page, you can filter vulnerabilities by vulnerability severity,
threat, patch release date, and OS, search for vulnerabilities by patch name
or ID, and select vulnerabilities that need to be scanned in the filtering result,

as shown in the following figure.

Select Vulnerability X

Severity ¥ Threats ¥ ReleaseDate ~ OS h
No. Severity @  Patch Name Patch ID Threats s Release Date
1  High Cumulative Security Update for ActiveX Killbits for W... KB2900986 None Windows 7 2017-06-27
2 { High ] Cumulative Security Update for ActiveX Killbits for W... KB2900986 None Windows 7 2017-06-27
3  High Cumulative Security Update for ActiveX Killbits for W... KB2900986 None Windows XP 2017-06-27
4 { High Security Update for Windows XP (KB2876331) KB2876331 None Windows XP 2013-11-12
5  High ] Security Update for Windows 7 for x64-based Syste...  KB2868626 None Windows 7 2017-06-27
6 { High ] Security Update for Windows 7 (KB2868626) KB2868626 None Windows 7 2017-06-27
- 2 32 4 5 6 7 8 86 > » 50~

Click OK. The vulnerability scan task is automatically performed. In the left
pane of the Vulnerability Scan page, you can filter tasks by task type and
task status and click a specific task to view details. For endpoints with
pending vulnerabilities, you can click Fix to select vulnerabilities to fix and

deliver patching tasks, as shown in the following figure.
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6-edr0155
|~l Patch @ Ignore @ Unignore Q) Refresh  Severity *  Threats -
B No. Severity @  Patch Type Patch Name

1

2

None

Elevation of Privilege

Remote Code Execution

Remote Code Execution

60680886

Remote Code Execution ...

Security Feature Bypass ...

2021-05 Cumulative Update for Windows 1..

2021-05 Servicing Stack Update for Windo...

2019-09 Cumulative Update for .NET Frame..

2020-10 Security Update for Adobe Flash PI...

2020-01 Cumulative Update for .NET Frame...

2021-04 Cumulative Update for Windows 1..

Restart

Patch ID

KB5003171

KB5003243

KB4514601

KB4580325

KB4535101

KB5001242

Status

Release Date

2021-05-10

2021-05-10

2019-09-06

2020-10-09

2020-01-09

2021-04-12

Status

Pending

Pending

Pending

Pending

Pending

Close

Click Fix. If a restart is required for the patch to take effect, a prompt shown in

the following figure will be displayed when patching starts. Select Restart

endpoints after patching completes only if it is allowed by the administrator

to prevent the risk of data loss. It is not recommended to select this option. After

patch installation, restart the endpoint in off-work time.

Confirm

Are you sure you want to patch the 6 selected vulnerabilities?

2 vulnerability patches will take effect after endpoint restarts.

Restart endpoints when patching completes

Cancel

INoTE

Vulnerability patching mentioned in this section requires endpoint PCs to be able

to access the Internet. If an endpoint PC cannot access the Internet, patch

vulnerabilities by referring to section 3.6.2 Remediation.

3.5.3 Security & Integrity Check

The Security & Integrity Check module is for compliance checks of endpoints.

The check content varies depending on the endpoint operating system.

Windows endpoints: identity identification, access control, security audit, history
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information protection, intrusion prevention, and malicious code prevention

Linux endpoints: identity identification, access control, security audit, SSH policy

detection, intrusion prevention, and malicious code prevention

Mac endpoints: For Mac endpoints, security and integrity check is not supported.

The following figure shows the configuration page.

v 4 mins 12 secs away from the previous check
\ 3 endpoint failed to pass the check
s
Task Status
No.  Endpoint 1P Address Group os Last Scanned Task Status
1 ﬁ WIN-CLSHGT12FUA 10.62.36.3 Ungrouped Endpaints Windows Server 2012 R2, 2021-06-28 15:36:44
2 & win 1062365 Ungrouped Endpaints Windows Server 2016 Da...  2021-06-28 15:36:42
3 WIN-1UA42019F 4L 10.186.12.194 Ungrouped Endpaints Windows Server 2008 R2.. 2021-06-28 15:36:34 Check completed.

~ | Endpoint Type ™

Result

Failed: 16

Failed: 17

Failed: 16

Click Start Now and select endpoints for which compliance check is required, as

shown in the following figure.

Settings %

Endpoints : Select endpoints

After detection is complete, you can view the detection result.

No.  Endpaint P Address Group 05 Last Seamned Task Satus
1 i WIN-CLSHGT12FUA 1062363 Ungrouped Endpoints Windows Server 2012R2..  2021-06-28 1533644 Check completed.
1 v 1052363 Ungrouped Endpoints Windaws Server 2016 Da.. 2001-06-28 153642 Check completed.
3 VINIUARIERL 01861219 Ungrouped Endpoints Windonws Server 2008 R2.. - 2071-06-28 153634 Check completed.

Result

Falled: 16

Faled: 17

Faled: 18

To view the compliance detection result, click View Details.

Operation

View | Reecheck

View | Re-check

View | Re-check
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Details

x
(1) Check completed. 16 out of 31 re
Time Completed: 2021-06-28 15:36:44
~ Account policy -

[ 1.Password

. Minimum password length: >= & characters

Password history rememt

[l 2.Account

=] 3.Auto-login
Auto-Login account
~ Application control policy

= 1.Local user accounts

Accounts w

Close

Integrity Policies: Click it to view the configuration requirements for a

compliance check.

Account Policy v Account Policy = Password =
Password
Account Lockout Policy Password
Auto-login
Minimum password length: > = & characters

Access Control Policy >

. . Minimum password age: >= 2 days
Security Audit Policy >

. . ) Maximum password age: <= 90 days

History Information Protection >

. . Password history remembered: >=5
Intrusion Prevention >

Malicious Code Prevention > Seturlty Enhancement - StePS:

Modify configuration based on the endpoint compliance security setting

document and click Re-check to perform compliance check again.

You can click to download the compliance check report.

4% WARNING

Pay attention to compliance check items in orange.
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3.6 Response

3.6.1 Threat Response

The Threat Response module analyzes and displays all target endpoints and
critical, severe, medium/low, and isolated endpoints in terms of endpoints and
security events. You can filter endpoints by Endpoint Type, Group, and Last
Detected and enter an endpoint name or IP address in the search box to search
for a specific endpoint. This function is supported on Windows, Windows Server,

Linux, and Mac endpoints.

3.6.2 Endpoints

On the Endpoints tab, you can select a target endpoint type to view the
corresponding endpoint name, group, severity, security events, pending/total
threats, and last detection time. You can also filter endpoints by Endpoint Type,
Group, and Last Detected and perform the Fix or Isolate operation for target

endpoints. The following figure shows the Endpoints tab.

Security Events

14 t 0 4 0 @0

Operaton

1. Severity: The options include Critical, Severe, and Medium/Low.
e Critical: indicates endpoints involved in high-severity viruses,
WebShell backdoors, and botnets.

e Severe: indicates endpoints involved in medium-severity viruses,
WebShell backdoors, and brute-force attacks.

e Medium/Low: indicates endpoints involved in low-severity viruses
and botnets

2. Last Detected: latest threat detection time.
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3. Operation: The operations include Fix and Isolate.

e Isolate: After an endpoint is isolated, it cannot access any network.
Ensure that business assets are not affected. You can click Restore to

restore isolated endpoints.

e Fix: Click Fix. On the displayed page, select infected files/processes
and click Fix, Trust, or Ignore. You can filter infected files/processes

by Severity, Threat Type, and Last Detected.
i. Fix
» Delete malicious files for malicious programs, such as Trojan
horses.
» Remove infectious viruses.
» Block fileless PowerShell attacks.

» After handling, you can view the records in the fixed area of

the security events.
ii. Trust
» Add files to the whitelist.
» Allow fileless PowerShell attacks.
iii. Ignore

» lgnore detected files/processes or attack source IP addresses.

LLNoTE

To ensure security, Fix is not available for brute-force attacks, and brute-force

attacks need to be added to the blacklist manually.

3.6.3 Security Events

On the Security Events tab, you can select a security event type (including Anti-
Malware, Ransomware, Brute-Force Attacks, Botnet, WebShell Backdoors,
and Advanced Threats) to view the corresponding security event names,

infected endpoints, infected files, detection time, and handling status.

You can filter security events by handling status and severity. You can also select

multiple security events for batch operations.
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The following figure shows the Security Events tab.

Endpoints

For each security event, you can select Fix, Trust, or Ignore in the Operation
column. If you are unsure how to operate a security event, click Threat Analysis
or click the security event to view the details, such as the virus name, infected

file, virus type, detection engine, and handling suggestions.

LLINOTE

For the Fix and Trust operations, you can select Also fix file with the same MD5

on other endpoints to batch process the same files on other endpoints.

3.6.4 Remediation

The Remediation module consists of the Patching and Hot Patching nodes.
The Patching page displays vulnerability patching by endpoint and vulnerability.
The Hot Patching page shows all endpoints that have been patched against

vulnerabilities.

LNoTE

Vulnerability patching can be performed only after vulnerability detection is

complete.
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3.6.4.1 Patching

Endpoints

On the Endpoints tab page, the Endpoint Secure Manager performs
vulnerability remediation by the endpoint. You can view the total number of
vulnerabilities, the number of pending high-severity vulnerabilities, and the
number of patched or ignored vulnerabilities of each endpoint. You can select
one or more endpoints and click Fix to fix vulnerabilities for these endpoints.

The following figure shows the Endpoints tab page.

On the Fix page, you can:

1. View the vulnerability severity, threats, and patch status of a specific
endpoint and filter vulnerabilities by severity, threat, whether restarted and

patch status.

2. Select multiple vulnerabilities and click Patch or Ignore to patch or ignore

these vulnerabilities.

Vulnerabilities

On the Vulnerabilities tab page, the Endpoint Secure Manager performs
vulnerability remediation by the vulnerability. You can view pending
vulnerabilities and patch information and fix one or more vulnerabilities at a

time. The following figure shows the Vulnerabilities tab page.
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Endpoints Vulnerabilities
QQ Refresh
No.  Severity @  Patch Type Patch Name
1 D Elevation of Privilege 2019-09 Cumulative Update for NET Framework 3.5, 4.7.2 an.
PR ich ] Remote Code Execution 2020-01 Cumulative Update for NET Framework 35, 4.7.2 an.
3 [ High ] Remote Code Execution 2020-10 Security Update for Adobe Flash Player for Window...

PR ich § Secu

[ High ] Remote Code Execut 20
6 [ High ] None 20
7 [ High ] None
8 D None Se

On the Fix page, you can:

21-04 Cumulative Update for Windows 10 Version 1809 fo.

21-05 Cumulative Update for Windows 10 Version 1809 fo.

21-05 Servicing Stack Update for Windows 10 Version 180.

Security Update for Windows 8 for x64-based Systems (KB30...

curity Update for Windows 8 for x64-based Systems (KB31...

Severity

Patch ID

KB4514601

KB4535101

KB4580325

KB5001342

KB5003171

KB5003243

KB3042553

KB3109560

v Threats

Release Date

2019-09-06

2020-01-09

2020-10-09

2021-04-12

2021-05-10

2021-05-10

2017-06-27

2017-06-27

v Restart

Unpatched Endp...

¥ Release Date ¥

Ignored

1. View information about endpoints prone to a vulnerability, including the

endpoint name, status, IP address, group, and operating system. Filter

endpoints by endpoint status, group, and patch status, or enter an endpoint

name or IP address in the search box to search for the specific endpoint.

2. Select multiple endpoints and click Patch or Ignore to patch or ignore

vulnerabilities for the

3.6.4.2 Hot Patching

se endpoints.

The hot patching function fixes vulnerability code in the memory to prevent

vulnerabilities from being exploited. The Hot Patching page allows you to

enable hot patching against high-severity vulnerabilities without affecting

business.

Hot Patching

)

(a)

The Hot Patching page displays endpoints that have been patched against all

vulnerabilities on its Endpoints and Vulnerabilities tab pages by endpoint and

vulnerability.

Version 02 (Jul.30, 2021)

102

Operation

Fix

Fix

Fix

Fix

Fix

Fix

Fix

Fix



Sangfor Endpoint Secure User Manual Manager

Vulnerabilities

1. Viewing and managing vulnerabilities

You can view information on the Vulnerabilities tab page, such as the
vulnerability name, ID, threats, hot patched endpoints, and endpoints pending

hot patching.

You can filter vulnerabilities by Threats or enter a vulnerability name, tag, or ID
in the search box to search for the specific vulnerability. It facilitates accurate

locating and O&M management of vulnerabilities.
2. Enabling or disabling hot patching

You can click Fix in the Operation column of a vulnerability and then enable or
disable hot patching for this vulnerability on the displayed page. You can also
select multiple vulnerabilities and click Hot Patch or Remove to enable or

disable hot patching for these vulnerabilities at a time.

LLINoTE

Hot patching prevents vulnerabilities from being exploited without disrupting

operations or restarting endpoints. When hot patching for high-risk vulnerability is
disabled, the protection becomes ineffective. To permanently prevent the

vulnerability from being exploited, install a patch.

Endpoints

1. Viewing and managing endpoints

On the Endpoints tab page, you can view information, such as the endpoint
name, status, IP address, group, operating system, and high-severity

vulnerabilities hot patched and not hot patched.
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You can filter endpoints by endpoint type, status, and group or enter an
endpoint name or IP address in the search box to search for the specific

endpoint. It facilitates accurate locating and O&M management of endpoints.
2. Enabling or disabling hot patching

You can click Fix in the Operation column of a vulnerability and then enable or
disable hot patching for this vulnerability on the displayed page. You can also
select multiple vulnerabilities and click Hot Patch or Remove to enable or

disable hot patching for these vulnerabilities at a time.

CNoTE

Suppose the system does not detect any endpoints that need to be hot patched. In

that case, the hot patching function may be disabled or no high-severity

vulnerabilities exist in the managed endpoints.

3.6.5 Investigation

Threat investigation can quickly and accurately locate network-wide endpoints
infected with the same malicious file or access the same risky domain name by
analyzing the file MD5 value or domain name and allowing you to process

threats based on locating results.

On the Investigation page, you can enter the MD5 value of a malicious file or a
risky domain name in the search box and click the search icon to search for the

threat. The following figure shows the search result.
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@ Threat |nve5tigation ASCESQ3CS2BEFADSEGE| ETDATRFFSE05

d be quarartined ASAP.

5MB  Threat TypeOthers | Severity: ()

dpoints With Files Owning This MD5 (1) Endpoints Failed the Check (0)
Brc  Qdesh

No.  Endpint 1P pddress i Name FiePath Time Created Sates Operssion

g wn 1062365 dkdzwhr.exe ciwindows\didzwhr.exe Copy 2021-05-21 08:20:34 File exists

You can view endpoints and processes that access the risky domain name,
process file paths, the number of access times, and the total number of process
files on the result page. For infected endpoints, you can click Analyze, Fix, Trust,

or Ignore in the Operation column to process the threat for these endpoints.

3.6.6 Remote Access

The remote access function allows you to obtain endpoint troubleshooting logs,
which facilitates O&M management.

Troubleshooting Logs

1. Choose Response > Remote Access > Troubleshooting Logs, click Obtain

Logs, and select an endpoint and a log type, as shown in the following figure.

Obtain Logs

Endpoint:  WINDOWS8

Operation|__operation |

[=] ¥ Operation
[+] [ Basic config
[+] [ Realtime Protection
[+] ¥ Detection and Response
[+ [ Settings

2. Click OK. After logs are obtained, click Download to download
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troubleshooting logs of the endpoint.

Troubleshooting Log Management

1. On the Troubleshooting Logs page, you can view the endpoint name, log
type, and status of a log, filter endpoints by log type and task period, and
enter an endpoint name or IP address in the search box to search for the

specific endpoint.

Troubleshooting Logs

B Domloed [ Delete () Refresh Basic confi

B Mo Endpoint Operation Period SJat Cperation

V] Bredr155(103236.175) Endpoint mgr, Connection Sharing, IPC PRO...  2021-06-29 00:10:46

2. You can select one or more logs and click Download or Delete to download
or delete the logs. You can also click Download or Delete in the Operation
column of a log to download or delete the log. The following figure shows

the Troubleshooting Logs page.

Troubleshooting Logs

3.7 Logs

The Logs module consists of the Security Logs, Coordinated Action,

Operation Logs, Admin Logs, and Reports nodes.

3.7.1 Security Logs

The Security Logs page displays security logs about different security policies,
such as anti-malware, vulnerability scan, integrity check, intrusion detection,
micro-segmentation, server protection, and USB control. The following figure

shows the Security Logs page.
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Security Logs

Endpoint 1P Address Type

You can filter security logs by log type, statistical period, and time and click

Expand to further search for security logs by endpoint name and IP address.

You can click Export to export the search result.

Security Logs

Operatior Event Type

3.7.2 Coordinated Action

6-27 00:00:00 ~ 2021-07-03 23:

The Coordinated Action page displays information about integration between

Endpoint Secure and other products, including NGAF, Cyber Command, IAG,

Platform-X, and Neutral-X. The information includes the overall integration

status, integration time, IP addresses and types of integrated devices,

integration type, and integration description. The following figure shows the

Coordinated Action page.

oo Coordinated Action
[ Security Logs.

IR Coordinated Action

E Operations Logs

You can filter integration logs by integrated device, statistical period, and time

and click Expand to further search for integration logs by endpoint name, IP

address, and integration type. You can click Export to export the search result.
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3.7.3 Operation Logs

The Operation Logs page displays operation logs about remote access,
including the operation time, endpoint name, IP address, OS, type, and

execution status. The following figure shows the Operation Logs page.

Logs Operations Logs

You can filter operation logs by script file name, statistical period, and time and
click Expand to further search for operation logs by endpoint name, IP address,

and execution status. You can click Export to export the search result.

3.7.4 Admin Logs

The Admin Logs page displays logs about administrators' operations on the
Endpoint Secure Manager, including the operation time, username, IP address,
operation type, object, description, and result. The following figure shows the

Admin Logs page.

Logs

Admin Logs.

T Operations Logs )
El din Logs No.  Time Username 1P Ackdress Action Molule Description
s

You can filter admin logs by statistical period and time and click Expand to
further search for admin logs by username, IP address, and execution status.

You can click Export to export the search result.
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3.7.5 Reports

Export

In the Security Report area, you can export the endpoint security report. The
report analyzes the security status of network-wide endpoints, helping you
quickly understand business and network security risks. When exporting the
report, you can specify the report name, period, and format. The following figure

shows the configuration page.

Logs «

Reports
 security Logs | Security Report
F‘.&, Coordinated Action Periodic : Endpoint Security Reporting (haolistic view of business and network security)
Operations Logs Report Name : Default (Endpoint Security Reporting) ) Specified
[Z] Admin Logs Endpoint Security Report
Time Range : O Vesterday Last week Last 30 days Specified

File Format : O FDF

Scheduling & Distribution

In the Scheduling & Distribution area, you can select Enable to subscribe to
reports and configure the report name, report type, sending time, and recipient.

The following figure shows the configuration page.

| Scheduling & Distribution

Enable
Report Name : (Endpoint Security Reporting)
Periodic O :
Send At (D Every week 7 Maon v 08:00 v
Recipient : Name Email address
Name Email Address Operation

None
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The parameters are as follows:

e Periodic: The options include Daily, Weekly, and Monthly, which indicate
reports generated by one calendar day (00:00-24:00), one calendar week
(Monday-Sunday), and one calendar month (the first day to the end day of

a month), respectively.

e Send At: time for sending reports to the recipient.

3.8 System

The System module consists of Agent Deployment, System Updates,

Integrated Devices, Branches, Administrators, Licensing, and System nodes.

LLINoOTE

For details about Agent deployment, see Installation. For details about system

updates, see Product Update.

3.8.1 Integrated Devices

The Integrated Devices page manages integration between Endpoint Secure
and NGAF, Cyber Command, IAG, Platform-X, and Neural-X. Security integration

provides threat detection, scanning, and removal solutions for customers.

The following figure shows the Integrated Devices page. You can click How to
Connect to view configurations for integration between Endpoint Secure and
different products.

Integrated Devices

You can view integrated devices and details about each integrated device on the
Integrated Devices page, including the device name, type, IP address, version

number, access time, and last integration time. You can filter integrated devices
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by device type, access time, and previous integration time and enter a device

name or an IP address in the search box to search for the specific device.

In addition, you can click Test Connectivity or Delete in the Operation column

of an integrated device to test connectivity or remote integration for the device.

The following table lists function supported for integration between Endpoint

Secure and other products.

IAG Yes No No No Yes Yes No Yes
NGAF No No No No Yes Yes Yes Yes
Cyber

No Yes Yes Yes Yes Yes Yes No
Command
Platform-X No No No No No Yes Yes No
Neural-X No No Yes No Yes Yes No No

Table 6: Functions supported for integration between Endpoint Secure and other products

To integrate Endpoint Secure with any product required to enable Device
Integration setting. Choose System > System > General, enable Device
Integration, and set the access time of the integrated device, as shown in the

following figure.

I Device Integration

| | Allow device to connect within = 60 minutes

LNoOTE

You should only enable the Device Integration option when other Sangfor

products are first time connected.
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3.8.1.1 Integration with IAG

Integration between Endpoint Secure and IAG ensures Endpoint Secure Agent
deployment redirection, coordinated virus scan, and other functions. To

integrate Endpoint Secure with IAG, ensure that the following conditions are met:

Network connectivity: IAG can communicate with TCP port 443 of Endpoint

Secure.
Version: The IAG version is 12.0.16 or later.
Integration Procedure

To integrate Endpoint Secure with IAG, you only need to configure data on IAG.

The configuration procedure is as follows:

Step 1. Log in to the IAG Manager, choose Security > Security
Capabilities > Endpoint Secure (ES). Enter the Endpoint Secure Manager IP
address in the Endpoint Secure Manager IP text box, and click Connect Now.

The following figure shows the configuration page.

Navigation « Security Capabilities
} Status Overview | Security Capabilities |
DALt dpoint Security
} Objects i
Malware Detection .) EndeIr‘t Secure
b Users — \{ An Endpoint Secure solution is composed of lightwight agent installed on endpoi
} Access Mgt threats as continuous monitoring is performed against advanced threats, Equippe
Patch Check the next-generation security salution.
b Bandwidth Mgt
Network Security
} Endpoint Device
Anti-DeS
~ Security
ARP Protection . . .
Security Events + Logging In and Correlation to Endpoint Secure
Malicious URL Detection
Sangfor Engine Zero
Endpoint Secure Server | 152, 15
Address (i) :
Connect Now
+ Highlights

Step 2.  After the integration is successful, Endpoint Secure is in an Online

state in the Endpoint Secure Service area.
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Security Capabilities

Overview | Security iliti

Endpoint Security

Remminder Optians | Remove Service

Endpoint Secure

Malvare Detection @
Endpeint Sseure An Endpoint Secure solution is composed of lightweight agent installed an endpoint devices and 2 security operations center. A single click may guarantine potential threats
as continuous monitoring is perfarmed against advanced threats. Equipped with Sangfor NGAF, 1AM and Cyber Command, Sangfor Endpeint Secure is viswed as the next-

Fatch Chack generation security solution.

Anti-DeS

ARP Protection
# Service Details.
Malicious URL Detection

Sangfor Engine Zero .
< & Status: Connacted Endpoints Corralatad Actions

Endpoint Securs Sarver Addrass:1 15 w 12 I\‘I 0
Running Fori370 day(s) Count

+ Highlights

Endpoint Secure Corrslation *

2 Refresh Search 2

Me. | Endpoint Secure Correlation 1P Address Status Correlated Actions Last Updated

1 cTo024 .. Active o 2021-07-28 16:31:44
2 cTI0047 J R Active ) 2021-07-28 16:31:44
3 DESKTOR-IC25K0) __EN Active ) 2021-07-28 16:31:44
4 janhow-PC w  Offline o 2021-07-28 16:31:44
5 admin-PC S Active o 2021-07-28 16:31:44
& cETe Active ) 2021-07-28 16:31:44
7 sianhowpe 8 Active ) 2021-07-28 16:31:44
8 tesing Active o 2021-07-28 16:21:44
L] Windows10-0012 L__ . Active o 2021-07-28 16:21:44
10  DESKTOP-4RQRKS2 ——— ) Active ) 2021-07-28 16:31:44
11 DESKTOP-JQDDSZR Active ) 2021-07-28 16:31:44
12z DESKTOP-4RQ2K52 58 e Active o 2021-07-28 16:31:44

Integration Effect
1. Agent deployment redirection

Choose Security > Security Capabilities > Endpoint Secure, click Reminder
Options and configure the address range for Agent deployment redirection and
the address for redirecting to the Agent download page, as shown in the

following figure.

Security Capabilities

Overview

Endpoint Security
Reminder Options | Remove Sarvice

Endpoint Secure

Walvare Detection m

Endpint Secure An Endpaint Secure solution is cemposed of lightweight agent installed on endpoint devices and 2 security operations center. A single click may quarantine petential threats
as continucus monitering is performed against advanced threats. Equipped with Sangfor NGAF, TAM and Cyber Command, Sangfor Endpoint Secure is viewed as the next-

Patch Check

generation security solution.

View Correlation Details

Network Security

Anti-DeS

ARP Protection
4+ Service Details
Malicious URL Detection

Sarsfer Snaine Zere Statusifctive Connactad Endpoints Correlated Actions
Endpaint Secure Server Address:1: is g 12 |\\I 0
Funning Far:370 day(s) Count

+ Highlights
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Reminder on Sangfor Endpoint Secure Installation x

Enabled

Applicable Object: (j
0.0.0.0-255.255.255.255

Redirection URL:
"web_install.php

Sangfor Endpoint Secure Platform

Interval(s): 300

Ok Cancel

Address Range: Enter the range of intranet IP addresses that require Agent
installation.

Redirection Address: Enter the address in Integration to Sangfor IAG under

System > Agent Deployment of the Endpoint Secure Manager, as shown in the

following figure.

Integration to Sangfor IAG

AC
u Let your Sangfor IAG device redirect users to Agent installer download webpage and remind its users to download and
install the Agent.

Collapse ~

1. Copy and paste the link to Security > Security Capabilities > Endpoint Detection and Response(EDR) Download Redirection on the Sangfor IAG manager.

Link to Agent Installer Download Webpage:
* 'uifwehb_install.php Copy Preview

If this link becomes invalid, generate a new one under Redirection to Agent Installer Download Page.

2. Users are redirected to the above webpage and have to download and install the Agent before being able to access the Internet,

After the configuration is complete, you will be redirected to the Agent
deployment notification page when you open a web page. The Agent
deployment notification page pops up periodically until you download and

install Agent, as shown in the following figure.
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Manager

Endpoint Security Agent Install
ation

Dear members:

To protect all the computers in owr orsanization, we require that
Endpoint Secure Agent be installed on every <omputer. Please download
and install the right installer. There is no additional settings

needed. Thanks for your support and cooperation.

42 Windows Client Computers

1. Click the button to download the installer.

2. Copy the installer to Windows client computers.

3. Double-click the installer and install the client.

4. Wait for installation to complete and client connect
1o this server.

© Installation package name

(edr installer 10.186.9.219 4430.exe) contains server IP
address and therefore cannot be changed.

Mac Client Computers

1. Click the button to download the installer.

2. Copy the installer to Mac computers.

3. Double-click the installer and install the Agent

4. Wait for installation to complete and the Agent
connect to this manager.

© Do not change the installation package name.

© Incompatible with other antivirus software, please
uninstall other antivirus software before installation.

2. Correlated virus scan

When botnet detection is enabled on IAG and IAG id

A\ Linux Client Computers

1. Click the button or execute command to download
the installerwget --no-check-certificate
https://10.186.9.219:4430/download/linux_edr_installer.t
argz.

2. Copy the installer to Linux client computers.

3. Decompress the installer with tar -xzvf
linux_edr_installer.tar.gz.

4. Bxecute command /agent installer.sh.

5. Wait for installation to complete and client connects
1o this server,

© Please make sure the version of the wget tool on
Linux OS is 1.14 or later versions, or contact
administrator to modify the configuration.

entifies risky endpoints, IAG

can correlate with Endpoint Secure for virus scan. On the IAG Manager, choose

Real-Time Status > Security Status and click Risky Users, as shown in the

following figure.

e —
Oashoost * Users * Security Events * Mot Evets "
"
rovaleshocang Center
iy E ] 0 ]
W irfecee WO Ukely infecied totrat Jnsics Dss Ana Viras Maloows Ui Ocowred | Mot oscarred
| users (1) | vty tvrs 13
B htwe | vremares, 1 o4 P
Click View Details, as shown in the following figure.
Deack
= N
Correlate that host ta Sangfor EDR to fix this iss.
Group: £
EDR Corralation: \D
Security Events
20
i
< Socurity Event 8 |
s — o o o o o
;
03-24 09-25 09-26 0§-27 05-28 09-29 05-30
No. Time Type Det 1P Threat Level Action Deseription Data Packet Threat Intefigerce  Details
1 09-3011:11:6 Bomet [XERS Law Reject ost visits malicious domain name (sasa.uss-138.com) or [P address (8.8.4.4) provided View Details
2 093011:11:26 Bomet 8688 oW Reject Host visits malicious domain name (a3aa.usa-138.com) or 1P address (8.6.0.9) provided View Details
3 09:30 11:11:04 Botnet 8588 oW Reject Host visits malicious domain name (3323 usa-135.com) or [P address (3.8.5.5) provided View Details
4 09-30 11:11:13 Botnet BEAd Low Reject Host visits malicious domain name (aa2a.usa-136.com) or [P address (5.64.4) orovided View Details
5 09-3011:11:2 Botnet B.688 Law Reject Host wisits malicious domain name (asaa usa-138.com) or [P address (6.8.8.8) provided View Details.
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Click Integrated Analysis to perform a virus scan for risky endpoints. The scan
result is displayed, as shown in the following figure. You can isolate, trust, or
ignore malicious files found after a correlated virus scan is done on the scan
result page.

Analytics Results X

@ Isolate + Trust Ignare

7] Mo, Host{s) Virus Type Infected Files Status (Operation

Malicious Files: ciwsershsangforiappdatatloc: Tsolate, Trust, lgnore
] 1 192.168.11.3 Trojan File Hash: 03COBOEEGCY9FS0ZBC123A00539 Waiting . .
Time Detected: 2019-09-30 11:21:39 Big Data Analytics

3.8.1.2 Integration with Cyber Command

Integration between Endpoint Secure and Cyber Command enables correlated
virus scan, and inbound and outbound traffic isolation for risky endpoints after
malicious files or risky endpoints are found by Cyber Command. In addition,
security logs generated by Endpoint Secure can be reported to Cyber Command
for centralized operations and analysis. To integrate Endpoint Secure with Cyber

Command, ensure that the following conditions are met:

Network connectivity: Cyber Command can communicate with TCP port 443
of Endpoint Secure, and the Endpoint Secure Manager can communicate with

TCP port 7443 of Cyber Command.
Version: The Cyber Command version is 3.0.49 or later.

To integrate Endpoint Secure with Cyber Command, you only need to configure

the Endpoint Secure Manager or Cyber Command Manager.
Integration Procedure on the Cyber Command Manager

Step 1. Log in to the Cyber Command Manager, choose System >
Correlated Devices, and click New. On the Add Device page, edit the device's
IP address, name, and type and click OK. The following figure shows the

configuration page.

Version 02 (Jul.30, 2021) 116



Sangfor Endpoint Secure User Manual Manager

]
New |
* Device IP: |
* Device Name: Sangfor Endpoint Secure
Type: Internet Access Management
© Endpoint Secure
SSL VPN
Wireless Access Controller
Branch Business Center
Port: 443

The parameters are as follows:
Device IP: Enter the IP address of the Endpoint Secure Manager.
Device Name: Customize a device name that is easy to identify.
Type: Select Endpoint Secure.

Step 2.  After the integration is successful, the integrated Cyber Command
is displayed under System > Integrated Devices of the Endpoint Secure
Manager. You can view details about this Cyber Command and test

connectivity.
Integration Procedure on the Endpoint Secure Manager

1. Log in to the Endpoint Secure Manager, choose System > Integrated
Devices, and click Add Device. On the Add Device page, edit the device
type, name, IP address, and correlated localhost IP address and click Next.
The following figure shows the configuration page. For details, click How to

Connect.
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Integrate with Sangfor Device X

Q To integrate NGAF and |AG devices with Endpoint Secure, please go to System
> General to enable device integration first, and then enter the Endpoint Secure
Manager IP address on the NGAF and IAG managers.

(1) Integration Options 2 Data Reporting (Optional)

Device Type : Cyber Command h
How to Connect?

*Name :
*Device |P Address :

*Local IP Address : v

Remarks : Remarks

The parameters are as follows:

Device Type: Select Cyber Command.

Name: Customize a device name that is easy to identify.

Device IP Address: Enter the IP address of the Cyber Command Manager.

Local IP Address: Enter an IP address of the Endpoint Secure Manager that can

communicate with Cyber Command.

2. Click Data Reporting and select types of logs to be reported, as shown in

the following figure.
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Data Reporting

Security Logs

Report security logs

Security Logs: After it is selected, Endpoint Secure

Cancel

will report selected

information to the Cyber Command Manager for centralized analysis.

Integration Effect

1. Endpoint Secure security log reporting

Security logs generated by Endpoint Secure can be automatically reported to the

Cyber Command Manager for centralized analysis and operations. On the Cyber

Command Manager, you can choose Analytics > Security Logs and select

Endpoint Secure as the data source to query and analyze security logs reported

by Endpoint Secure, as shown in the following figure.

# Export Logs & Code Converter Q) Refresh () Auto Refresh ~ ®
Q Filter: T

No. Time/ Period Severity LlogType ¥  RiskType ¥ DetectedBy SrciP ¥ Source Locatio. DstIP ¥ Dst Subnet  Status Code ¥ Description

1 2020-05-27 21:48:28 EDR(192.16..  2.0.0.13 Host Internet

2 2020-05-27 21:48:28 EDR(192.16..  2.0.0.13 Host Internet

2020-05-27 21:48:28 Antivirus EDR(192.16...  2.0.0.13 Host Internet

2020-05-27 21:48:23 Antivirus EDR(192.16..  2.00.13 Host Internet

2020-05-27 21:48:23 Antivirus EDR(192.16...  2.0.0.13 Host Internet

2020-05-27 21:48:21 Antivirus EDR(192.16..  2.0.0.13 Host Internet

2. Correlated virus scan

When Cyber Command identifies risky endpoints, it can be correlated with

Endpoint Secure for virus scan. Under Response > Risky Hosts of the Cyber

Command Manager, you can correlate Cyber Command with Endpoint Secure
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to perform virus scans for identified risky endpoints and isolate, trust, or ignore

identified malicious files. The following figure shows the integration page.

Correlated Response

A Virus event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files.

‘a Correlated Block
E@ Block all outhound accesses from a specific host or inbound accesses to that host.

Access Control
Prevent a specific host from accessing specified IP address and part to block abnormal and attack behaviors.

Browsing Risk Notification

Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

= Block infected hosts from accessing the Internet to reduce the risk of requlatery netification, and speed up response.

3. Risky endpoint isolation

When Cyber Command identifies risky endpoints, it can correlate with Endpoint
Secure to isolate risky endpoints. Under Response > Risky Hosts of the Cyber
Command Manager, you can correlate Cyber Command with Endpoint Secure
to perform endpoint isolation, outbound isolation, or inbound isolation

operations. The following figure shows the integration page.

Correlated Response

A Virus event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files.

0 a Correlated Block
) Block all outbound accesses from a specific host or inbound accesses to that hast.

Access Control
Prevent a specific host from accessing specified IP address and port to block abnermal and attack behaviors.

@ Browsing Risk Notification
(D' Notify users of risks and solutions when surfing the Internet with browser.

(] Account Lockout

(L= Blockinfected hosts from accessing the Internet to reduce the risk of regulatory nofification, and speed up response.

3.8.1.3 Integration with NGAF

Integration between Endpoint Secure and NGAF enables correlated virus scan
and botnet forensics. To integrate Endpoint Secure with NGAF, ensure that the

following conditions are met:

Network connectivity: NGAF can communicate with TCP port 443 of Endpoint

Secure.
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Version: The NGAF version is 8.0.17 or later.

To integrate Endpoint Secure with NGAF, you only need to configure data on the
NGAF Manager.

The following procedure and integration effect will be using NGAF v8.0.35 as an

example.
Integration Procedure

Step 1. Log in to the NGAF Manager, choose SOC > Endpoint Protection >
Endpoint Protection options. Click Endpoint Secure Manager and enter the
IP address of the Endpoint Secure Manager on the displayed page. Then, click

Connect. The following figure shows the configuration page.

) Endpoint and NGAF Protection +owt susscrive
Endpoint Secure

Integrate NGAF with Endpoint Secure to share security information, visualize threats and enhance threat response
ACTOSS your network.
Endpoint Secure integrates the power of Al with Engine-Zero. + Benefits
cloud-based engine and reputation database. Vnen integrated Strengthen NGAF's defection capability for endpoints, track boinet activities, and fix malicious files directiy from NGAF
with NGAF, Endpoint Secure delivers a comprehensive, highly
coordinated and automated defense platform for continuous

detection, rapid respense, and multi-layered protection.
piaresp veredp Endpoint Secure Manager

Integration Settings Integrate NGAF with Endpoint Secure Manager by enfering the IP address of Endpoint Secure Manager.
Connection Method:  Enapoint Secure Manager

, + Steps
IF Address Example: 192.168.1.1 P

o Select Endpoint Secure Manager

e Enter the IP address of Endpoint Secure Manager

e Click Connect

Step 2.  After the integration is successful, Endpoint Secure is in the Online

state on the above page, as shown in the following figure.
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Endpoint Secure

Endpoint Secure integrates the power of Al with Engine-Zero,
cloud-based engine and reputation database. When integrated
with NGAF, Endpoint Secure delivers a comprehensive, highly
coordinated and automated defense platform for continuous
detection, rapid response, and multi-layered protection.

Service Details

Connection Method: Endpoint Secure Manager Log Out
IF Address:

Uptime: 370 days

Status: Online

Connected Endpoints: 12

Operations: 0

In addition, you can view integrated endpoints and their status under SOC >
Endpoint Protection Options > Endpoint Protection Options, as shown in the

following figure.

Endpoints
 Refresh IP address
Mo. Endpoint IP Address Endpoint Status Operations Last Updated Operation
1 jianhow-PC Offline 0 2021-07-28 23:21:15
2 admin-PC Offline 1] 2021-07-28 23:21:15
3 DESKTOP-4RQ2K52 Offline 1] 2021-07-28 23:21:115
4 CTIooz4 . @ Online V] 2021-07-28 23:21:15
5 DESKTOP-4RQ2K52 @ Online a 2021-07-28 23:21:15
6 DESKTOP-IC2SKO0J @ Cnline o 2021-07-28 23:21:15
T jianhowpc @ Cnline 1] 2021-07-28 23:21:15
8 tesing @ Online V] 2021-07-28 23:21:15
9 CTI-FTP @ Online a 2021-07-28 23:21:15
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Integration Effect

After the integration is successful, Endpoint Secure can correlate with NGAF for

virus scan, botnet forensics, and other operations.
1. Correlated virus scan

When NGAF identifies risky endpoints, it can correlate with Endpoint Secure for
virus scan. Under SOCs > User Security of the NGAF Manager, you can correlate
NGAF with Endpoint Secure to perform a virus scan for identified risky endpoints
and isolate or trust identified malicious files. The following figure shows the
integration page.

Naigelon e

= Status Summary | Attack Events
Dashboard | DBack to Summary & Refresh Last 7 days
Security Operations l‘ ‘The latest correlation to EDR found 2 suspicious file(s) and 3 secure file(s). You may keep menitoring. Details |

Business System Securtty

192168113 @
= Status: Monitoring Severity: HightD Certainty: Hacked®

4Traffic Statistis
Traffic Ranking

Suspicious Traffic

Top Sessions.

DHCP
Online Users
Corelated Address Block
Advanced threats utbound connections attack(s Malicious outbound conn Suspicious Process Files
iles (¢ 11.3)

Go to EDR GUI - https://192,168.11.250 to view more.

All statuses v | All severities ¥ | |URL, file name J
7] Ne. File Threat File Path Time Created Suggestion Action Operation
3 Malicious Domain Names: - (Results)
Wirus:Trojan . Win3.
] 1 globeimposter.exe L = cihwsers\sangfor\appdatatlocalh.. 2019-09-30 11:15.. Observe Pending P
roj 1
Quarantine |
4 Malicious Domain Names: aaaa.usa-138.com (L Trust
T 2 imaging.exe eihpragram files (x86)\windows 2019-09-23 09:19... Obssrve Pending F Rl ]
7] 3 services.exe ci'windows\systern32\services... 2009-07-14 07:19., - Pending -0
] 4 cometizz.dl ci\windows'winsxs\x86_microso . 2010-11-21 11:23.. - pending 2O
] H svchost.exe cwindows\syswowbd\svchost. 200%-07-14 07:19... - Pending - :|
Page 1 ofl 2 Entries Per Page:| 50 1-5 of
Close

2. Correlated botnet forensics

Endpoint Secure can record domain names accessed by endpoints and
processes. When NGAF finds botnet logs, it can correlate with Endpoint Secure
for botnet forensics and backtracking to help users identify the processes that

access botnet domain names and the process files. Under SOC > User Security
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of the NGAF Manager, you can view suspicious files of risky endpoints, which are

the botnet forensics results, as shown in the following figure.

Summary \ Altack Events

User Secuity

]

Status: Monitoring

Correlstion

Sangfor EDR found na malicio

Seack ta Summary | 5 Refrash

A The latest correlation quarantined 1, trusted 0, ignored 0 file(s), and 0 are pending

Severity! HightD Certainty: Hacked®

us file. You may log in to EDR GUI and perform scan

Last 7 days *

Correlate to EDR Mark as Fixed | Fix History

Fix Malicious File ' Wiew All Malicious Files

U | A @ =
~
Detection at Forensics on Analysis Results (i Suggestions and

Gateway Endpoint status
TOP | Non-system File imaging.exe Observe Details
a32a,usa-138.com Track " System File services exe - Details
hccass Files Non-system File comcti32.dll - Details

shadowmi view Sangfor Security wiki
Mare

You can click Details and Operation to view the backtracking result of malicious

domain name access and handle malicious files, as shown in the following figure.

Process (imaging.exe)

Track

Endpoint

Basic Settings
* File Details
Virus:
File Path:
File Type:
File Size:
Created At
File MDS

Description:

=

Parent Process

Security issue

eiprogram files (x86)\windows photo\imaging.exe
Non-system File

225M

2019-09-23 09119:31
923acfbcedacsfifoeeasfdacefoeabs

Imaging Devices Control Panel

Issued By: -

3.8.2 Branches

-

Process

Called File Security

—  comcti32.dll Malicious U

* Action

Status: Pendi Fix Now

Recommen... The file is suspicious and continuous monitoring is
recommended. View Sangfor Security Wiki

Cancel

X

The Branches page consists of the Branch Monitor and Branches tab pages

for cascading Endpoint Secure management. Up to three cascading layers are

supported, and each Endpoint Secure can be cascaded with up to 20 Endpoint

Secure Managers. The following figure shows the Endpoint Secure cascading

environment.
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Endpoint Secure
3 N

S . . . . . .

-
wp to 20

-

up to 20

On the Branch Monitor tab page, you can view the security information of
cascaded branches. You can click the icon in the upper right corner to switch

between topology and chart formats, as shown in the following figure.

Remote Site Monitor  Endpoint Secure Sites

Local Site

To configure cascaded branches, click New on the Branches tab page. On the
displayed page, edit information about the cascaded Endpoint Secure Manager.
Then, click Test Connectivity. If network connectivity is normal, click OK. The

following figure shows the configuration page.
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New

*Branch Name :

“IP Address :

*HTTPS Login Port :

“SSH Port (0:

*55H Account ()¢

=5SH Password (@) :

Remarks :

Test Connectivity

The parameters are as follows:

Branch Endpoint Secure Manager IP address

443

22

Root or admin account

HTTPS Login Port: port used for the HTTPS login page of the Endpoint Secure

Manager. The default port is 443. The actual value prevails.

SSH Port, SSH Account, and SSH Password: The default SSH port is 22. The

account is root. The password can be entered as required.

3.8.3 Administrators

3.8.3.1 Administrator Permissions

You can perform the following operations to create administrators with different

permissions as required: Log in to the Endpoint Secure Manager, choose

System > Administrators, and click New to create an administrator user, as

shown in the following figure.
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New Administrator User

“Username :
“Role: Security Admin
*Groups:  Local Manager

Email Address :

Description :

Login Security

*Login Method :  Password Auth
*Mew Password :
*Confirm Password :

Login Restriction : |_| Only allow login from specified IP addresses

For the Role parameter, you can select different roles as required.

System Admin: only has permissions to view the home page and configure

system settings.

Security Admin: has all permissions except those required to perform
operations on the Micro-Segmentation, Integrated Devices, Reports,

Administrators, System Updates, Licensing, Branches, and System modules.

Audit Admin: has permission to view system information but has no permission

to edit, add, or delete information.

Different administrators have different operation permissions. It ensures

permission-based management of Endpoint Secure Manager accounts.

3.8.3.2 Password Security Policy

You can configure a password security policy for managing the login to the
Endpoint Secure Manager based on your installation requirements. To configure
a password security policy, perform the following steps: Log in to the Endpoint
Secure Manager. Choose System > Administrators. On the Administrators

page, select Password Security Policy from the Global Options drop-down list.
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In the Password Security Policy dialog box, set parameters as required, as

shown in the following figure.

Password Security Policy X

Maximum Password Age : & Enable

Require password change after 90 days

Captcha: Enable

Show captcha after 0 failed login attempts
Account Lockout : After 5 failed login attempts, lock account for 5 mins
Auto Logout Trigger:  Inactivity duration reaches 100 minutes

The configuration of a password security policy involves the following

parameters:

e Maximum Password Age: If you select Enable to enable the password
validity period, which is disabled by default, you will be forced to change the
password during login after the specified period expires (90 days by default,
value range: 1-365). If you do not change the password, you will be kicked

offline.

e Captcha: If you select Enable to enable the captcha function, which is
enabled by default, a captcha is displayed after the number of consecutive

failed login attempts exceeds N (0 by default, value range: 0-5).

e Account Lockout: When the number of consecutive failed login attempts
exceeds N (5 by default, value range: 1-5), the login account is locked for M

minutes (1 minute by default, value range: 1-30).

e Auto Logout Trigger: If no operation is performed for N minutes (10
minutes by default, value range: 1-120) after login, the login account

automatically logs out.
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3.8.3.3 Login Account Authentication

The Endpoint Secure Manager provides the Password Auth method for

authenticating login accounts. To create an administrator user, perform the

following steps: Choose System > Administrators. On the Administrators

page, click New in the upper left corner. In the New Administrator User dialog

box, create an administrator user, as shown in the following figure.
Login Security

*Login Method :  Password Auth M

*Mew Password :

*Confirm Password :

3.8.3.4 Login IP Address Restriction

Endpoint Secure Manager accounts can be used to log in to the Endpoint Secure
Manager only from authorized IP addresses. To set the IP addresses from which
an account can log in to the Endpoint Secure Manager, select Only allow login
from specified IP addresses in the New Administrator User dialog box when
you create the account. Then, enter the required IP addresses, as shown in the

following figure.
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P
New Administrator User X
*Username : i
*Role: Security Admin - @
“Groups:  Local Manager -
Email Address : ®

Description :

Login Security
*Login Method : | Password Auth M
*New Password : @
*Confirm Passwerd :

Login Restriction : Ed Only allow login from specified IP addresses

Examples: 192.168.1.1
192.168.0.0-255.255.0.0
192.168.0.0/255.255.0.0
192.168.0.0/16
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3.8.4 Licensing

Licensing of the Endpoint Secure Manager consists of licenses of the Prevention,

Control, and Response modules. The following figure shows complete licensing.

2z Windows # Mac

Prevention @ File Quarantine Prevention @ File Quarantine
@ Security & Integrity Check @ Virus Scan ( Engine Zero )

@ Botnet Detection
Response @ Coordinated Response

@ Endpoint lsolation : e

. . ) @ Threat Investigation
@ Realtime File Protection
@ Brute-Force Attack Protection
@ Virus Scan ( Engine Zero )
@ Vulnerability Scan
@ Ransomware honeypot

@ Hot Patching
Control @ Micro-Segmentation ( East-West Traffic Protection/Traffic
Visibility )

@ Unauthorized external access

Response @ Coordinated Response
@ Threat Investigation
@ Endpoint Behavior Data & Log

Collection

On the Licensing page, you can view the licensing status and related

information, as shown in the following figure.

Licensing

Endpoint Secure Manager

License Key: ST ZE308C39564CETEGOES
Gateway |D: 20314567712
Authorized Usern: test_for EDRT

Type: Trial Edition

Start Time: 2021-06-07 18:59:24
Expiration Date: 2021-11-13 22:59:59

296 s300 296 300 300 /300

Licensed Hosts Licensed Windows Servers Licensed Linux Servers

LLINoOTE

The Endpoint Secure Manager can be used only after it is licensed. For details

about the licensing method, see Installation.
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3.8.5 System

The System module consists of the General, Data Backup, Network, Logging

Options, Update Options, Alert Options, and Tools nodes.

3.8.5.1 General

On the General page, you can set the date and time, endpoint auto-deletion
policy, endpoint data collection interval, security patch download policy, device
integration policy, domain name collection policy, SSL/TLS protocol version,
Simple Mail Transfer Protocol (SMTP) server, and Terms of Use and Privacy Policy

for the Endpoint Secure Manager. The following figure shows the configuration
page.
General

| Endpoint Auto-Deletion

Clean up offline endpoints staying inactive for consecutive days (1-365)

| Endpoint Data Collection

Interval (hour): 24 ®

I Security Patch Download

Endpoint Secure Manager downloads patches on behalf of agent if patches cannat be downloaded from patch database (i) Clear Security Patches

| Device Integration

Allow device to connect within minutes

| Domain Name Collection

Enable domain name collection

| sSL/TLS Protocol ®

Protocol Version : TS 1.0 TS 11

| SMTP Server

Sender : Endpoint Secure Manager

SMTP Server Address

SMTP Server Port : SSL
Sender Address

Password @ :

Send Test Email

I Terms of Use and Privacy Policy

I have read and accept the Terms of Use and Privacy Policy
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The parameters are as follows:

1. Date and Time: Set the date and time of the Endpoint Secure Manager. If
you click Sync with Local PC, the Endpoint Secure Manager synchronizes
the time with the PC used for login. If you click Obtain System Time, the
motherboard time of the Endpoint Secure Manager server is obtained. If the
Endpoint Secure Manager is accessible to the Internet, you can select Sync
time with NTP server periodically. In this case, the Endpoint Secure

Manager synchronizes the time with the NTP server.

2. Endpoint Auto-Deletion: Enable automatic deletion of endpoints on the
Endpoint Secure Manager that are inactive for a long time to release idle

licenses automatically.

3. Endpoint Data Collection: Set the interval for collecting endpoint data for

endpoint checkup in hours. Enter an integer that ranges from 4 to 168.

4. Security Patch Download: If the Agent cannot download security patches
due to lack of access to the Internet, the Endpoint Secure Manager can
download the security patches on behalf of the Agent. Then, the Agent

downloads the security patches from the Endpoint Secure Manager.

5. Device Integration: Set the maximum period within which devices
integrated with Endpoint Secure are allowed to access the Endpoint Secure
Manager. To ensure the access security of integrated devices, such as IAG,
NGAF, and Cyber Command, the integrated devices can access the Endpoint
Secure Manager only within the specified period when this check box is

selected.

6. Domain Name Collection: If Enable domain name collection is selected,
Endpoint Secure can record processes that access malicious domain names.
This function is used together with correlated botnet forensics and

malicious domain name investigation.

7. SSL/TLS Protocol: Protocol versions include TLS1.0, TLS1.1, and TLS1.2. By
default, TLS1.2 is enabled because it is more secure than TLS1.0 and TLS1.1.
To integrate Endpoint Secure with other devices, you must also select TLS1.0

and TLS1.1.
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8. SMTP Server: Configure the SMTP server for sending subscription and alert
emails. Click Send Test Email to check whether the SMTP server is
configured. If the configuration is successful, the specified administrator will

receive a test email, as shown in the following figure.

@ Sangfor Endpoint Secure

Dear Customer:

This is a test email. Your SMTP server is configured successfully.

9. Terms of Use and Privacy Policy: If | have read and accept the Terms
of Use and Privacy Policy is selected, Endpoint Secure will collect
suspicious files to the cloud for analysis, in order to provide better security
services. Make sure that the Endpoint Secure Manager is accessible to

https://clt.sangfor.com.

3.8.5.2 Data Backup

The Data Backup page consists of the Syslog Server Backup and Policies

Backup and Restore areas.

Syslog Server Backup

In the Syslog Server Backup area, you can select Enable syslog server to send
security logs on the Endpoint Secure Manager to the syslog server using the

syslog protocol for unified analysis, as shown in the following figure.
Data Backup

| Syslog Server Backup

Enable syslog server ()

Log Type: Security Logs
Virus Scan Vulnerability Scan Security & Integrity Check Intrusion Detection Micro-Segmentation Server Protection
Coordinated Action Logs

Operations Logs
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Policies Backup and Restore

In the Policies Backup and Restore area, you can back up security protection
and micro-segmentation configurations. Select the configurations to be backed

up and click Download Configurations to export the backup data.

| Policies Backup and Restore
© Security Protection Micro-Segmentation

Back Up Configurations

Download Configurations

Restore Configurations

Method 1: Restore configuration from scheduled backup file
- Restore
Method 2: Restore configuration from local backup file

Browse

Configurations can be restored from a scheduled backup file or local backup file.

e Torestore configurations from a scheduled backup file, select the scheduled

backup file, click Restore, and then wait until restoration is complete.

e To restore configurations from a local backup file, click Browse, select the

local backup file, and wait until restoration is complete.

3.8.5.3 Network

The Network page consists of the Interfaces, Routing, and Advanced tabs.

1. Interfaces

On the Interfaces tab, you can configure IP addresses for network interfaces
that are used for communication between the Endpoint Secure Manager and
internal endpoints. Endpoints can also use the IP addresses to access the

Endpoint Secure Manager. The following figure shows the Interfaces tab.
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nterfaces Routing Advanced

QQ Refresh

No. Interface Description IP Address Status

To configure the IP address for a network interface, click the network interface
name and enter the IP address in the Edit Network Interface dialog box, as

shown in the following figure.

Edit Interface

Status : Enabled
Name : eth0

Description :

*IP Address: = 10.32.57.29/24

After the IP address is changed, deployed endpoints will be disconnected from the

Endpoint Secure Manager and need to be re-deployed. Therefore, exercise caution when

you change the IP address.

The Routing and Advanced tabs are displayed if the Endpoint Secure Manager is
installed in ISO or OVA image mode. They are not displayed if the Endpoint Secure

Manager is installed in script mode.

2. Routing

The Endpoint Secure Manager needs to connect to and communicate with
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endpoints. Therefore, you must configure routes to ensure reachability. To
configure a route, choose System > System > Network and click the Routing

tab, as shown in the following figure.

Add Static Route

DstIP:

MNetmask :

Next-Hop :

Click New and specify the route information.

Add Static Route X

DstIP: 0.0.0.0

Netmask : 0.0.0.0

Next-Hop: | 10.0.0.1 ‘

3. Advanced

The Advanced tab consists of the SSH Service, DNS Server, and Ports areas.
To go to the Advanced tab, choose System > System > Network and click the

Advanced tab, as shown in the following figure.
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Interfaces Routing Advanced
| SSH Service

Enable

Port : 22345
| DNS Server

Preferred DNS

Alternate DNS :
| Ports

Agent Update Port : 4430

The parameters are as follows:

e SSH Service: In this area, you can enable or disable the SSH port and change
the SSH port of the Endpoint Secure Manager backend. The default port is
22345.

e DNS Server: In this area, you can set the DNS server addresses of the
Endpoint Secure Manager for domain name resolution when the Endpoint

Secure Manager connects to the Internet to update the antivirus database.

e Ports: In this area, you can configure the port used to access the Endpoint

Secure Manager and the port used for Agent updates.

3.8.5.4 Logging Options

On the Logging Options page, you can set the mechanism for automatic log
cleanup. Logs that can be automatically deleted include security logs,
coordinated action logs, operation logs, and admin logs. You can set the
maximum preservation time for logs before they are automatically deleted to 7
to 1095 days. By default, automatic log cleanup is enabled. You can set the

expected number of log preservation days and log storage usage for triggering

Version 02 (Jul.30, 2021) 138



Sangfor Endpoint Secure User Manual Manager

alerts in the Alert Triggers area.

The following figure shows the Logging Options page.

Logging Opticons

| Alert Triggers

Log preserved more than 180 days

Log storage usage exceeds 70 %

Auto Log Cleanup @

Threshold :

Delete logs when log storage usage exceeds 90 %

Security Logs : Delete logs generated 180 days ago

Coordinated Action Logs: Delete logs generated 180 days ago

Operations Logs : Delete logs generated 180 days ago

Admin Logs: Delete logs generated 180 days ago
Description:

1. When the log storage usage exceeds 70%, a banner notification will be
displayed.

2. Whenthe log storage usage exceeds the threshold for deleting logs, logs are
automatically deleted. Security logs include logs of Anti-Malware,
Vulnerability Scan, Integrity Check, Intrusion Detection (WebShell Detection,
Brute-Force Attack Protection, and Fileless Attack), Server Protection,

External Access Control, and Suspicious Login.

3.8.5.5 Update Options

The Endpoint Secure Manager supports canary updates and staggered updates

of the Endpoint Secure Manager and the antivirus and vulnerability databases.

1. Canaryupdate: When Agents on some servers need to be updated, only one
Agent is updated first. Other Agents are updated only after it is confirmed
that the first updated Agent is normal.

2. Staggered update: To prevent network congestion due to simultaneous
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updates of a large number of Agents, you can set the maximum number of
endpoints that are concurrently updated to reduce the impact of the update

on the network bandwidth.

The following figure shows the Update Options page.

Update Options

| Agent and Database Update
Auto Update (©: @ Agent, antivirus database and vulnerability database on all endpoints

Agent, antivirus database and vulnerability database on some endpeints

Disabled
Concurrent Update (0 () No limit an number of endpoints

O Atmost 5 endpoint(s) can perform update concurrently

| Vulnerability Update
Auto Update : Manual Update

© Auto Update  Every day v 0500 v to 06:00 hd

Agent and Database Update: Set the endpoint update method and the

maximum number of concurrently updated endpoints.
e Auto Update: that is, canary update. Select endpoints to be updated.

e Concurrent Update: that is, staggered update. Set the maximum number
of endpoints that are concurrently updated to reduce the update's impact

on the network bandwidth.

Vulnerability Update: Set the automatic update time of the vulnerability
database. After auto-update is enabled, the Endpoint Secure Manager

automatically updates the vulnerability database at the specified time.

3.8.5.6 Alert Options

The Endpoint Secure Manager can detect the CPU, memory, and hard disk usage.
When the usage within the specified time exceeds the threshold, the Endpoint
Secure Manager sends an email to the administrator for the administrator to

master the Endpoint Secure status and network security in time.
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The Alert Options page consists of the Alert Events and Alert Notification

tabs. The following figure shows the Alert Events tab.

Alert Events  Alert Notification

| Manager Alerts

Alert Events Alert Trigger Email Notification
CPU Usage Exceeds 70 %for 30mins *

Memory Usage Exceeds 70 %for 30 mins *

Storage Usage (@ Exceeds 80 %

Suspicious IP Login 1 hours, over 10 times

Brute-Force Attack 1 haurs, over 5 times @

| Agent Security Alerts

Alert Events Alert Trigger Email Notification
Virus Infection 3 hours, detected on over  3p % of endpoints

Brute-Force Attack 3 hours, detected on over 30 % of endpoints

High-Severity Virus 3 hours, over 50 times

WebShell Backdoor 3 haurs, over 50 times

Ransomware When detected

Unauthorized External... When detected

| Agent Scan Tasks

Alert Events Alert Trigger Email Notification

Single Virus Scan Task ~ Scan paused abnormally on over 3 endpoints

The following figure shows the Alert Notification tab.

Alert Events Alert Notification

| Email Address

Name Email Address Operation

Limit email alerts to 50 emails during every 3 hour period, and excessive ones will be sent next time

When an alert event occurs, the administrator will receive an alert email, as

shown in the following figure.
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@ Sangfor Endpoint Secure

Dear Customer:

Sangfor Endpoint Secure has detected the following alert-triggering events at 2021-09-08 12:30:37. Please login to Endpoint Secure Manager and fix them.
Type: High-threat malware intrusion

Description: Within 1 hours, 4 high-threat malware intrusions detected and 2 endpoints are affected, among which 0 endpoints are pending.

Top 5 High-Threat Malware Intrusions

NO. Threat Name Severity Threat Type  Target Endpoints E:Zr;iii:gs
1 Backdoor.Win32.Shadowbrokers.uxcg Others 1 0
2 BackdoorWin32.Shadowbrokers.uxcg Others 1 0
3 Ransom.Win32.Wannacry.utyhg 1 0
4 Backdoor.Win32.Shadowbrokers.uxcg Others 1 0

LNoTE

To send alert emails, you must first configure the SMTP server on the General

page.

3.8.5.7 Tools

The Tools page provides the Offline Security Patch Downloader, which is used
together with the Endpoint Secure Manager's vulnerability scan and patching
function. Suppose the Endpoint Secure Manager and all its managed endpoints
are not accessible to the Internet. In that case, you can use this tool to download
the security patches and import them to the Endpoint Secure Manager to patch

endpoint vulnerabilities.

The following figure shows the Tools page.

Tools

Offline Security Patch Downloader

W) e s to downlond and upsse securty patches on ntema endpaints when Endpoint Secure Manager s naccssile t Intemet
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Manager

Tool Use

Step 1. Download Offline Security Patch Downloader from the Tools page

and copy the Downloader to a PC accessible to the Internet.

Step 2. Start the Downloader and download security patches, as shown in

the following figure.

Vulnerabiity Rule Library Version: | 0210520145643

Severity v [patch Impact v [product

|

[12/31/1969 v |- | 6/28/2021 | | Pateh KB/pateh tite, enauiry by Enter’

| Import Rule

| |Download status

|

Severity Patch Title
High Security Update for Windows XP (KB958644)

High Security Update for Windows XP (KB2778344)
High Security Update for Windows XP (KB2802968)
High Security Update for Windows XP (KB2807986)
Low Security Update for Windows XP (KE2801109)
Moderate: Security Update for Windows XP (<B2820917)
High Security Update for Windows XP (<B2813170)
High Security Update for Windows XP (KE2813345)
High Security Update for Windows XP (KE2808735)
High Security Update for Windows XP (KE2834886)
High Security Update for Windows XP (B2835364)

High Security Update for Windows XP (KB2343470)
High Security Update for Windows XP (<B2850869)
High Security Update for Windows XP (KE2859537)

Unselect all| Total: 5337, Current page 500, selected: 0

Fatch KB
KB958644

High Security Update for Microsoft .NET Framework 1.0 SP3 on Windows XP Ta..,  KB2742607

KB2778344
KB2802963
KB2807986
KB2801109
KB2820917
KB2813170
KB2813345
KB2808735
KB2834886
KB2835364

High Security Update for Microsoft NET Framework 1.0 SP3 on Windows XP Ta.., KB2833951

KB2843470
KB2850869
KB2859537

High Security Update for Windows Media Format Runtime 9.5 for Windows XP (... ~KB2834302
High Security Update for Windows Media Format Runtime 9 for Windows XP (€...  KB2803821
High Security Update for Windows Media Format Runtime 9.5 for Windows XP (...  KB2834903
High Security Update for Windows Media Format Runtime 11 for Windows XP (... _KB2834904

Patch Impact
None
None
None
None
Nane
Nene
None
None
None
None
None
None
None
None
None
None
None
None
None
None

Product.

Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP

CreationDate
2008-10-22
2012-12-31
2013-02:05
2013-02-05
20130303
2013-04-02
2013-04-02
2013-04-02
2013-04-02
2013-0404
2013-07-08
2013-07-08
2013-07-08
2013-08-12
2013-08-12
2013-08-12
2013-08-26
2013-08-26
2013-08-26
2013-08-26

Download Status
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Nat:

~

|Dcwn\uad & Package ‘ ‘ Clear Cache

Step 3. Import the security patches to the Endpoint Secure Manager, as

shown in the following figure.

BT | Vulnerability Database

2 System Updates
L Current Version: 20210520145649
Manager and Agent [

Database and Engine.

_ | Vulnerability Database Update
Vuilnesability Database

0 Resresh
@ Integrated Devices
Na endpoint
A Branches
| D G-edidiss

1P Addrezs

103236175

Endpoint Seatus

® Offine

Step 4. Scan and patch endpoint vulnerabilities.

Varsicn

Local Manager =

2021052045649

Progress * | Endpoing, 1P address

Brogress

Completed

Version 02 (Jul.30, 2021)

143



Sangfor Endpoint Secure User Manual Agent

4 Agent

Endpoint users can use the Agent to scan for viruses, view security logs and
quarantined or trusted files, and customize settings. Endpoint users can also
right-click the Agent icon minimized to the system tray and perform shortcut

operations.

4.1 Home Page

After the Agent is deployed, you can view the endpoint protection duration, last
scan time, and real-time protection trend on the home page, as shown in the

following figure.

== r
® test [Sangfor Endpoint Secure has been protecting you for 1 days ©

/

D
1]
|
X

Scan completed . a
I Realtime Protections:

/o/ today. No threats & anabled

detected.

Security

9

Virus Scan

U3

Vuln Remediation

il Events during Last 30 Days

)

ealtime Protection

1]

& Messages o

The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection

<

4.2 Security

On the Security page, the endpoint protection duration and the connection

status between the Agent and the Endpoint Secure Manager are on the top.

e If * inthe upper left corner is green, the Agent properly connects to the

Endpoint Secure Manager.

e If the icon is gray, the connection between the Agent and the Endpoint

Secure Manager is abnormal.

The Security page provides quick entrances to Anti-Malware and Realtime
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Protection and displays the protection trend in the last 30 days.

The Notification area displays the latest messages, such as antivirus database

version update, software version update, and notifications sent by the

administrator.
@Pm&cﬁ\gem ® test Sangfor Endpoint Secure has been protecting you for 1 days © Q= — X
i Scan completed 4 g
Baculy P Realtime Protections
/ today. No threats 6 eriablad
9 \ ) detected. & ki ‘
Blocks: 852722 (12 3
Scan Now >
Virus Scan
-
-EE ilil Events during Last 30 Days
Vuln Remediation
Realtime Protection
‘ Messages o ‘

The antivirus database is upgraded from 20210617214938 version to 202...

Ransomware Protection

o
~

- in the lower right corner displays the ransomware protection mechanisms

in the prevention, protection, detection, and response phases, as shown in the

following figure.

Endpoint Secure Ransomware Protection

Provide ransomware protection and defend against ransomware attack to protect your computer

S\
U

+ Proactive Protection

Protected

Protected Ransomware Honeypot

Realtime File Protection

Provide realtime protection for new files and processes on endpoints
and

spear-phishing attacks

e infection from spreading by phishing or

Decryption Tools Sangfor Security Wiki

tatic and dynamic virus

andCrab, CryptON, Planetary Provide detailed s

mpacts, targete

| att
| attack events a

Learn More

4.3 Anti-Malware

Version 02 (Jul.30, 2021)

145



Sangfor Endpoint Secure User Manual
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On the Anti-Malware page, you can perform a quick scan, full scan, or custom

scan for the endpoint and view scan logs.

@ Protect Agent

*

Security
Virus Scan

203

Vuln Remediation

)

‘ Realtime Protection

=

/q/

il Events during Last 30 Days

‘ Messages

4

® test Sangfor Endpoint Secure has been protecting you for 1 days

Scan completed
today. No threats
detected.

IO}
I
|
X

Realtime Protections:
6 enabled

(6}

The antivirus database is upgraded from 20210617214938 version to 202...

Ransomware Protection

o
~

Quick Scan: Scan critical Windows system directories, for example, /windows,

/windows/system32, and /windows/system32/drivers and its subdirectories.

Full Scan: Scan all Windows system directories.

Custom Scan: Scan specified files or directories.

In the lower-left corner of the Anti-Malware page, you can view the scan

engines. A blue icon indicates that an engine is enabled, and a gray icon indicates

that an engine is disabled. You can move the cursor to the engine icon to view

detailed engi

ne information.

Icon

Engine

Description

Sangfor Engine Zero

It is a Sangfor-developed Al engine proficient
in ransomware scan and removal, auto-
learning, and identification of various virus
variants. It helps improve the capability to

detect unknown viruses.

Gene Analysis Engine

It is a traditional virus scan and removal
engine and is good at locating viruses with

family features.
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-] Behavioral Analysis It uses virtual execution to find viruses and is
Engine good at identifying new unknown virus
variants.
& Cloud-Based Engine It owns abundant antivirus databases and can

correlate with other engines for virus scan and
removal. It has a powerful virus identification

capability.

You can view quarantined and trusted files and virus scan logs in the lower right
corner of the Anti-Malware page. You can click Quarantine, and then restore,

delete, or clear quarantined files with one click, as shown in the following figure.

& EE——— r
'S’ Quarantine X
Restore Delete TJ Clear
Quarantined File Virus Name Virus Type Time Quarantinec Operatior
ci\users\[ss\desk..58a2e87df436142f ExploitIFrameRefl8.3...  others 2021-06-28 11:18:15  Copy
ci\users\|ss\desktop\lock_exe Ransom.Win32.Crypt ransomware  2021-06-28 03:29:59
2 1

For example, click Quick Scan to trigger scanning of critical system directories,

as shown in the following figure.
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@ Protect Agent 8 A= = X
@ Quick scan ;
Cance Pause
Security \ 0:00:03 C:\Windows\system32\GDI32.dll
Virus Scan System Processes
o 9 files scanned
Vuln Remediation (o | Startup Items
- 0 file scanned
Realtime Protection o Drivers and Services
; 0 file scanned
o Task Scheduler and WMI
i 0 file scanned
% Critical System Files
[0) 9
0 file scanned
Security Engines: #¢ @ - Auto shut down your computer when scan complete

If you enable a virus scan before the end of the day and require that the PC
automatically shuts down after scanning is complete, select Auto shut down

your computer when scan completes in the lower right corner.

For malicious files found during the virus scan, you can fix, trust, or ignore these

malicious files and view the file details, as shown in the following figure.

gProtectAgem & Q= - X

@ Quick scan finish, 72 threats detected

Security

Scanned Files: 6259  Time Taken: 00:01:14 _
Trust
=xs 2 I
’ 5 Critical System Files grore

Virus Scan

c\users\lss\desktop\01-pe\022b3ee3c265c676f6eeadf381b9549f
- , -
m others | @UE Virus Name : TR/Agent.ezv.1
Vuln Remediation 2 T TRt e s
cusers\Iss\desktop\01-pe\047fc38¢676b10c91a676ee4f611829
@ Virus Name : Trojan.Win32.Save.a
Realtime Protection 5 top\01:p\07638025c90a2¢58 1605001 4b4 1024
othe ~ Me Virus Name : HEUR/AGEN.1017106
El c\users\lss\desktop\01-pe\Occc91f5183a79b9289564bf98314962
thers Virus Name : Suspicious.Win32.Save.a
¢ »p\01-pe\Ocfee 530a5a61f781cf6ad06
Virus Name : Trojan.Win32.Save.a
c\users\Iss\desktop\01-pe\0d2745ead8c874042f2222123db7b92¢

Quarantine T

Fix: Quarantine found malicious files. For a macro virus or infectious

malicious files, the ES agent will try to fix them first. Quarantined files can be
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viewed in the Quarantine area.

Trust: Define false-positive malicious files as trusted after manual analysis.

Trusted files can be viewed in the Trust area.
Ignore: Ignore the file check result.

Details: View detailed information about a malicious file, as shown in the

following figure.
'S Details

TR/Agent.ezv.1  others

1201 KB

chusers|ss\desktop\01-pe\022b3ee3c265c676f6eealf381b9549f (

Eile MDS5: 022b3ee3c265c676f6eea3f381b9549f Copy
Statu Pending

Security Engine Gene Engine

4.4 Vulnerability Scan

Suppose you enable and lock Hot Patching on the Vuln Remediation tab under
Endpoints > Security Protection on the Endpoint Secure Manager. In that case,

hot patching is enabled on the Agent by default, as shown in the following figure.

Display on the Endpoint Secure Manager.

| Hot Patching &
Enable Click to allow users to change these settings for their individual Endpoint Secure Agents. Policy will be based on Agent settings.
Hot Patching (2 can prevent high-severity and zero-day vulnerability exploits without interrupting business

or restarting endpoints. Enable this to auto-patch vulnerabilities when they are detected. Results can be

viewed in Hot Patching.

Display on the Endpoint Secure Agent.
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@ Protect Agent O o= — X

@

Security

Hot Patching: Enabled

ble this to prevent high-se and ze y vulnerability exploit

9

Virus Scan - Hot Patching
— restarting endpoints. Enable t

13

Vuln Remediation

)

Realtime Protection

4.5 Realtime Protection

Realtime protection provides the following types of protection: System
Protection, Advanced Threat Protection, Network Protection, and Others. The
Realtime Protection page displays the statuses of different protection types,

as shown in the following figure.

= [ = »~
@ Protect Agent & O =
Security
u ri ell ¢ t t
Virus Scan System Protection o Advanced Threat Protection
e Total: 1 | ON: 1 Total: OFF: 1
-
m ® Blocks: 0 (last 30 days ® Blocks: 0 (last 30 days)
Vuln Remediation
° Network Protection (] Others
Realtime Protection e Total: 2 | ON: 2 Total: 2 | OFF: 1
® Blocks: 853822 (last 30 days ® Self-Protection: ON

=

Click System Protection to go to the System Protection page, where Realtime
File Protection is provided. The administrator can revoke the configuration
permissions from endpoint users. Suppose the administrator does not allow
endpoint users to modify the configurations. In that case, the "Changes are
prohibited by the admin" message is displayed on the Agent, as shown in the

following figure.
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System Protection

- Realtime File Protection
~

Click Advanced Threat Protection to go to the Advanced Threat Protection
page, where Ransomware Honeypot, Fileless Attack Protection, and

Residual Malware Protection are provided, as shown in the following figure.

R e ~

Advanced Threat Protection

@ Ransomware Honeypot

es in critical system directories and

— Fileless Attack Protection
tta. : an adva attackin hnique \ere a ma . program can inject code
t I t ta I syvat 3 th T bt

@ Residual Malware Protection

Click Network Protection to go to the Network Protection page, where RDP

Brute-Force Attack Protection and SMB Brute-Force Attack Protection are
provided, as shown in the following figure.

Metwork Protection

RDP Brute-Force Attack Protection
bl
e Detect and block RDP brute-force login attempts

SMEB Brute-Force Attack Protection View
Fa

Click Others to go to the Others page, where Self-Protection and USB Control
are provided, as shown in the following figure.
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Others

Self-Protection

o

ﬁ USB Control

USB Control is enabled by default. When a USB flash drive is inserted into
the endpoint, a shortcut menu is displayed in the lower right corner. You can
open, remove, or perform a virus scan for the USB flash drive, as shown in the

following figure.

HCI-6.1.... (E)

Free: Total

Open

Eject

If you click Eject, the inserted USB flash drive automatically exits.

4.6 Tools

The Tools page consists of the Ransomware Decryption, Cryptomining Scan,

False Positive Analysis, and Feedback parts.
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@ Protect Agent B A= — X
Security
s G) Ransomware Decryption
Find ransomware related information (removal, decryption, etc.) by entering the ransomware name,
g family name, or encrypted file extension, or by uploading an encrypted file.

Virus Scan

-
Cryptomining Scan
P U3 (o] - :
I Use memary scanning techniques to support searching cryptomining virus by processes and startup
items.
Realtime Protection o False Positive Analysis
0 Report suspicious files or suspected false positive information to Sangfor Endpoint Secure experts. We
will analyze and process y files and contact you with the f )
~ Feedback
= feedt tions or r tou il r 1

Ransomware Decryption: When the server is attacked by ransomware,
you can query ransomware information and whether decryption is available
using the ransomware decryption tool based on ransomware features, such as

the encrypted file extension and ransom information.

4.7 Endpoint Secure Agent - Settings

Click % in the upper right corner of the Agent to go to the Endpoint Secure

Agent - Settings page, as shown in the following figure.

@PmﬁectAgem ® test Sangfor Endpoint Secure has been protecting you for 1 days . S
# i
Security / Realtime Protections:
m ) Quick scaning .. 6 enable
g / e Blocks- 3856103 (last 20 davs

Virus Scan

803

Vuln Remediation

ilil Events during Last 30 Days

)

Realtime Protection

S|

Q’ Messages o

The antivirus database is upgraded from 20210617214938 version to 202..
Ransomware Protection

o
~

The Endpoint Secure Agent - Settings module consists of the Virus Scan,
System Protection, Advanced Threat Protection, Network Protection, and

Notification nodes. Each function has corresponding configuration items on
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the Endpoint Secure Manager. The administrator can revoke the configuration
permissions from endpoint users. In the Security Protection module of the
Endpoint Secure Manager, a lock icon is displayed next to each policy. When the
lock icon next to a policy is on, the administrator does not allow endpoint users
to configure the policy. The "Changes are prohibited by the admin" message is

displayed on the Agent, as shown in the following figure.

'S' Endpoint Secure Agent - Settings

[ Virus Scan Virus Scan

Syste
System

sy 0 L4
Protection

High CPU

— Advanced Threat
m .

Y brotection O Balanced
qm Network

Protection

»
Low CPU

8 Notification

[} Others
d: Sangfor Engine Zero (Always On
© Gene Analysis Engine
B Behavioral Analysis Engine

& Cloud-Based Engine (Always On

Documents
Script
Fvamtahla

Restore Defaults LEWEN | Save & Exit
Virus Scan: On the Virus Scan page, you can configure the scan mode, scan
engine, scan options, and action to take.
Scan modes include High CPU, Balanced, and Low CPU.

e High CPU: Scan is performed at full speed, and the CPU usage of the

scanning is not limited.

o Balanced: A balance is reached between the scan speed and CPU usage,

and the CPU usage cannot exceed 30%.

e Low CPU: Less CPU resources are occupied during scanning, and the CPU

usage cannot exceed 10%.

Scan Options: Set the maximum size and a maximum number of compression
layers of a file to scan. The scan software can scan compressed files up to 10

layers deep.

Action: When malicious files are found, the actions that can be performed

include Standard, Enhanced, and No Action - Report Only.
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e Standard: Quarantine malicious files in the blacklist and report detection

logs for threat files not in the blacklist. Standard is selected by default.

o Enhanced: Quarantine all detected threat files. This option is suitable for

strict protection scenarios.

e No Action - Report Only: Report security logs for all threat files without
quarantining the files. This option is suitable for scenarios in which an on-

duty security professional is responsible for fixing threats.

Click Save to save the page configurations and switch to other pages for

configuration.

Click Save & Exit to save the page configurations and close the Endpoint Secure

Agent - Settings page.

'S’ Endpoint Secure Agent - Settings

#) Virus Scan Realtime File Protection
. System
™ Protection .
High
Realtime File o
. - Il file t on system pel
Protection
o Advanced Threat Medium
Protection Low
@ Network N
Protection
) MNotification - i
€ Sangfor Engine Zero
) Others @ Gene Analysis Engine

& Cloud-Based Engine (Always On

Documents
Script
Executable

Compressed (D

Sove & s
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s' Endpoint Secure Agent - Settings

{#) Virus Scan

- System

™ Protection Documents

Realtime File Seript

restan Executable

- Advanced Threat Compressed @

Protection

Network R

Protection
3 Notification Skip files larger than 50 MB

Scan compressed files up to 3 layers deep
() Others P Y
Standard

Enhanced

No Action - Report Only

PEVWEN | Save 8 Exit

System Protection: On the System Protection page, you can set the protection
level, scan engine, file type, scan options, and action for real-time file protection.
The parameter settings are the same as those in the Realtime File Protection
area on the Realtime Protection tab under Endpoints > Security Protection

on the Endpoint Secure Manager. For details, see Realtime Protection.

<' Endpoint Secure Agent - Settings

@) Virus Scan Ransomware Honeypot

System

Protection Auto fix

Realtime File No Action - Report Only

Protection
o+ Advanced Threat _
\ ctior Fileless Attack Protection
qay Network R

Protection . .

Block script execution

81 Notification No Action - Report Only
2} Others

EEWCN | Save & Exit

Advanced Threat Protection: You can configure Ransomware Protection and
Fileless Attack Protection. The parameter settings are the same as those in
the Ransomware Protection and Fileless Attack Protection areas on the
Realtime Protection tab page under Endpoints > Security Protection on the

Endpoint Secure Manager. For details, see Realtime Protection.
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's' Endpoint Secure Agent - Settings
(@ Virus Scan RDP Brute-Force Attack Detection
G System .
™ Protection
. . Ower 15 login attempts per minute @
Realtime File
Protection
~ Advanced Threat
Protection Block for 30 minutes
@ Network - .
Protection Ne Action - Report Only
Jetection SMEB Brute-Force Attack Detection
8 Notification
© Others Owver 100 login attempts per minute (0
Block for 30 minutes
No Action - Report Only
Save & Exit

Network Protection: You can configure RDP Brute-Force Attack Protection

and SMB Brute-Force Attack Protection. The parameter settings are the same

as those in the Brute-Force Attack Protection area on the Realtime

Protection tab page under Endpoints > Security Protection on the Endpoint

Secure Manager. For details, see Realtime Protection.

's' Endpoint Secure Agent - Settings

(%) Virus Scan

System

[ .
Protection
Realtime File

Protection

+ Advanced Threat

Protection

Network
‘ -
® Protection

Brute-Force Attack
Detection

BB Netifeag
2% Notificatior

¥ Others

Notification

Turn on virus scan notifications
Show notification of results when scan is completed
Show notification 30 minutes before scheduled virus scan

Show notification when no scan conducted 30 days

Turn on realtime file protection notifications

Turn on ransomware honeypot notifications

Turn on PowerShell fileless attack notifications
© show notifications for all PowerShell fileless attacks

Skip repetitive PowerShell fileless attacks of the same type

M Tiirn an hnsta-fares attack nrotectinn netificatione

Restore Defaults

Save & Exit

Notification Settings: You can configure the virus scan notification and alert

notifications for real-time file protection, ransomware protection, and fileless

attack protection. You can determine whether to enable a notification based on

actual requirements. If the administrator has disabled notifications on the

Endpoint Secure Manager or Do Not Disturb is enabled on the Agent, the
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options on this page are dimmed and cannot be modified.

4.8 Security Logs

Click = in the upper right corner of the Agent and choose Security Logs to

open the Security Logs page, as shown in the following figure.

@PrmdAgent ® test Sangfor Endpoint Secure has been protecting you for 1 days & L = — X
* B Asset
Security / Realtime [5 (ogs
m ) Quick scaning .. 6 enable )
g / ¥ S e B [8] Quarantine
E Trust
Virus Scan
m Jé  Contact Admin
tlil Events during Last 30 Days 5
Vuln Remediation ©: Update
% About Us
Realtime Protection E Exit
& Messages o
The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection
c
$ Logs X
Virus Scan  Realtime Protection
& Export T Clear Last 7 days w
Time Detected Task Type Operation Threats ending etails
2021.06.28 11:18:16 Custom scan Manual 1 0 View
2021.06.28 07:33:24 Quick Scan Auto 0 0 View

Security logs include real-time protection logs and anti-malware logs.

Realtime protection logs are security logs generated for detected malicious files

after real-time file protection is enabled.

Anti-malware logs are operation logs about virus scans. You can click Details to
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view the anti-malware details, as shown in the following figure.

@ 2010628111816 - Notepad

File FEdit Format View Help

Official WebSite: https://www.sangfor.com/
Anti-Virus Database: 20218624155706

| Operation Type: Manual

Task Type: Custom scan

File Path: C:\Users\LSS\Desktop\@@@1317488e1291¢58a2e87df436142f
Start Time: 2021.06.28 11:18:12

End Time: 2021.06.28 11:18:13

Time Taken: 00:00:01

Scanned Files: 1

Threats: 1

Threats Fixed: 1

Threat Details:

10.1

| | Threat Name: Exploit.IFrameRef!8.388
| Virus Location: c:\users\lss\desktop\@@@1317488e1291c58a2e87df436142f

MD5 Hash: 0001317488e1291c58a2e87dF436142F
Severity: Medium
Status: Infected file is fixed

Scan completed

4.9 Quarantine and Trust Areas

When Endpoint Secure isolates detected malicious files, the files are moved to

the Quarantine area. False-positive files or processes are added to the Trust

area. Files in the Trust area are automatically skipped during virus scans and

real-time file protection.

Click = in the upper right corner of the Agent and choose Quarantine or

Trust to open the Quarantine or Trust page, as shown in the following figure.

g Protect Agent @ test Sangfor Endpoint Secure has been protecting you for 1 days

®

Security

9

Virus Scan

Realtime
6 enable

/m/ Quick scaning ..

U

Vuln Remediation

ilil Events during Last 30 Days

©

Realtime Protection

S|

.’ Messages

The antivirus database is upgraded from 20210617214938 version to 202...

Logs

Quarantine

Trust

Contact Admin

Update

\ About Us

[}

Exit

Ransomware Protection

s ]
~
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You can restore, delete, and clear isolated files on the Quarantine page with

one click, as shown in the following figure.

‘S’ Quarantine X

Restore M Delete LJ Clear

Quarantined File Virus Name Virus Type Time Quarantinec Operatior
chusers\ss\desk..58a2e87df436142f ExploitIFrameRefl8.3...  others 2021-06-28 11:18:115  Copy
c\users\|ss\desktop)ock_exe Ransom.Win32.Crypt... ransomware 2021-06-28 03:29:59 Copy

You can add files, directories, and processes as trusted on the Trust page, as
shown in the following figure.
'S Trust X
Files(1) Paths(0) Processes{0)

Trusted files will not be scanned. You may speed up scan process, but make protection incomplete.

© Add Untrust

ci\udgjhymhpf.db 2021-06-28 11:42:57 Copy

4.10 System Tray

The Endpoint Secure Agent minimized to the system tray in the lower right
corner supports some shortcut operations. When you right-click the Agent icon,

the shortcut menu shown in the following figure is displayed.
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= Uptime: 1 days

@ 1%

Security Virus Scan
Realtime Protection Tools

[] Realtime File Protection 2o
(8] Quarantine
|=] Logs

i Mo Notification

Admin Update Exit

Endpoint Secure has protected your computer for X days: shows how long
that Endpoint Secure has protected your computer.
Security Center, Quick Scan, Realtime Protection, Tools, Realtime File
Protection, Quarantine, and Security Logs: shortcuts provided by Endpoint
Secure.
Do Not Disturb: If it is enabled, Endpoint Secure will not alert when malicious
files are detected. This function can be configured on the Agent or delivered by
the administrator from the Manager.
Administrator: When you click Administrator, the administrator information
is displayed, as shown in the following figure. If you encounter any issues when
using the Endpoint Secure Agent, you can contact the administrator.
'S’ Admin X
Admin:  admin
Mobile Number:

Ernail Address: m

oK
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5 Product Update

Endpoint Secure updates include the Manager and Agent update, antivirus

database and engine update, vulnerability database and patch package update.

5.1 Manager Update

To update the Manager, perform the following steps:

1. Visit https://community.sangfor.com/plugin.php?id=service:download,
download the update package of the corresponding version, and verify the
MDS5 value.

2. Logintothe Endpoint Secure Manager, choose System > System Updates >
Manager and Agent, and click Import Update Package/SP, as shown in

the following figure.

System

" Manager and Agent

3. The update takes about 5 minutes and does not require a server restart.
After the update is complete, log in to the Manager and check whether the

displayed version is the target version. If yes, the update is successful.

5.2 Agent Update

When the Agent detects that the Manager is updated, the Agent automatically
triggers an update. After the update is successful, the update status and version
number are displayed in the Endpoint Secure Agent Update area on the
Manager and Agent page under System > System Updates. To ensure stable
and efficient Agent update, you are advised to use both grayscale updates and

staggered updates.
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5.2.1 Grayscale Update

On the Manager, you can enable auto-update only for some endpoints after the
Manager is updated. After these endpoints are successfully updated, select
Agent, antivirus database and vulnerability database on all endpoints to
enable the update for all endpoints. It ensures smooth update and system
stability.

To configure canary update, choose System > System > Update Options, select
Agent, antivirus database and vulnerability database on some endpoints
for Auto Update in the Agent and Database Update area, as shown in the

following figure.

Update Options

| Agent and Database Update

Auto Update (@ Agent, antivirus database and vulnerability database on all endpoints

Q) Agent, antivirus database and vulnerability database on some endpaints

Disabled
Concurrent Update (2 (") No limit an number of endpaints

O Atmost 5 endpeint(s) can perform update concurrently

| Vulnerability Update
Auto Update : Manual Update

Q AutoUpdate  Everyday ™ 0500 ¥ to 06:00 v

5.2.2 Staggered Update

To prevent network congestion caused by the update of a large number of
Agents, set the number of concurrently updated Agents on the Manager. You
are advised to set the maximum number of concurrently updated endpoints to
5 or less if the network bandwidth is 100 Mbit/s and 30 or less if the network
bandwidth is 1000 Mbit/s.

To configure the number of concurrently updated Agents, choose System >

System > Update Options, and set the number of concurrently updated Agents
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in the Concurrent Update area.

Update Options

| Agent and Database Update
Auto Update (@) Agent, antivirus database and vulnerability database on all endpaints
O Agent, antivirus database and vulnerability database on some endpaints

Disabled

Concurrent Update @+ (") No limit on number of endpoints

0 Atmost 5 endpoint(s) can perform update concurrently

| Vulnerability Update
Auto Update : Manual Update

O AutoUpdate  Everyday ¥ | 05:00 ¥ to 0@:00
P Ty aay

5.3 Antivirus Database and Engine Update

The antivirus database and engine can be updated in automatic online update

and manual offline update modes.

5.3.1 Automatic Online Update

By default, the antivirus database and engine are automatically updated online

if the Manager can access the Internet.

5.3.2 Manual Offline Update

If the Manager is in an isolated network environment, it cannot access the

Internet. Therefore, you need to use the manual offline update mode. The

update procedure is as follows:

1. Download the offline antivirus database or engine and verify the MD5 value.

To download the antivirus database, visit https://community.sangfor.com

and choose Self-Service > Software Download > Endpoint Secure >

Antivirus Database.

2. Loginto the Manager, choose System > System Updates > Database and
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Engine, click Import Update Package, and select the antivirus database or
engine downloaded in step 1. After the import is successful, the Agent
automatically updates the antivirus database or engine, as shown in the

following figure.

5.4 Vulnerability Database and Patch Package
Update

The vulnerability database and patch package can be updated in automatic

online update and manual offline update modes.

5.4.1 Automatic Online Update

By default, the vulnerability database and patch package are automatically

updated online if the Manager can access the Internet.

5.4.2 Manual Offline Update

If the Manager is in an isolated network environment, it cannot access the
Internet. Therefore, you need to use the manual offline update mode. The

update procedure is as follows:

1. Download the vulnerability database or patch package and verify the MD5

value.

To download the vulnerability database, visit

https://community.sangfor.com and choose Self-Service > Software

Download > Endpoint Secure > Vulnerability Database.

2. Login to the Manager, choose System > System Updates > Vulnerability

Database, click Import Update Package, and select the vulnerability
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database or patch package downloaded in step 1. After the import is
successful, the Agent automatically updates the vulnerability database or

patch package, as shown in the following figure.

Vulnerability Database
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6 Routine Maintenance
6.1 Endpoints

6.1.1 Groups

In scenarios where multiple departments or branches exist, you are advised to
group endpoints by organizational structure. When new endpoints are
connected to the Endpoint Secure Manager, the endpoints are automatically
grouped based on the IP addresses. In addition, you are advised to set an
administrator for each organization or branch. The detailed operations are as

follows:
1. Creating Groups by Organizational Structure

Choose Endpoints > Groups and create groups by organizational structure, as

shown in the following figure.

Home Endpoints ~ Micro-Segmentation ~ Detection ~ Response Logs System
Groups + New ¥ Endpaints @ online /8 n total)
& Send Message Q Refresh Endpoint Typ:
[Z} & Endpeints No.  Endpoint Endpoint Status Group 1P Address MAC Address 0s Syster
[ [ Local Manager 1 [ 6edlss @ Online Ungrouped Endpo.. 103236175 FE-FC-FE-£3-C9-46 Windows 10 Pro x64
Ungrouped En... 2 g WIN-CLSHGT12FUA @ Online Ungrouped Endpo. 10.62.36.3 FE-FC-FE-2D-2E-81 Server 201
group 3 Hwin @ Online Ungrouped Endpo.. 1062365 FE-FC-FE-48-C3-E0 Windows Server 201, e
- group2 4 [ WIN-TUA42019F4L Agent uninstalled  Ungrouped Endpo... 10.186.12.194 FE-FC-FE-2A-82-F1 Windows Server 200.
5 [ DESKTOP-473RJ1B Offline Ungrouped Endpo.. 10622038 FE-FC-FE-11-01-C7 Windows 10 Pro x64
6 () DESKTOP-GJEEITP Agent uninstalled  Ungrouped Endpo... 10.62.4.151 FE-FC-FE-11-FF-B4 10 Pro x64
3 WIN-1UA42919F4L Agent uninstalled  Ungrouped Endpo. 10.186.12.193 FE-FC-FE-BE-0A-5D Windows Server 200.
s [DwINDOWs8 @ Online Ungrouped Endpo.. 1062446 FE-FC-FE-38-5D-C4 Windows 8 Enterpris...

2. Grouping Endpoints by IP Addresses

Choose Endpoints > Groups, click the drop-down list icon next to New and
choose Auto Grouping to open the Auto Grouping page, as shown in the

following figure. Configure auto grouping of new endpoints by IP addresses.

Version 02 (Jul.30, 2021) 167



Sangfor Endpoint Secure User Manual

Routine Maintenance

Groups + New = Endpoints @
~ + New
Group name
g import
Endpoint:
= B Endpoints 2 Export No. Enc
=] Bk Local M | Bl Aute Grouping 1 |
i Ungrouped En... 2 a
roupl 3 al
" group2 4 a
5 |

Auto Grouping %
+ New Group name or IP

Mo. Group Name IP Addresses Status Operation

1 groupl 11 v Edit = Delete

Entries Per Page | 50 ¥

1 entries -

Close

3. Setting an Administrator for Each Organization

Choose System > Administrators and create an administrator for each

organization for independent management, as shown in the following figure.
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New Administrator User %
“Username: team1 @
*Role: Security Admin - ®
*Groups: groupl -
Ermail Address : @

Description :

Login Security

*Login Method : Password Auth -

*New Password : |

*Confirm Password : | ‘

Login Restriction : || Only allow login from specified IP addresses

6.2 Licenses

The administrator must periodically delete endpoints offline for a long time or
have the Agent uninstalled to release licenses and ensure that there are
sufficient licenses for new endpoints connected to the Manager. Licenses can be

automatically or manually released.
1. Periodical Manual Release Agent License

Choose Endpoints > Groups, select the endpoints that have the Agent
uninstalled or are offline for a long time, and delete them to release licenses, as

shown in the following figure.
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Groups + New ~
[l B Endpoints

E| B Local Manager

Ungrouped En...

-~ group’

group2

2. Automatic Release

Endpoints @ online / 8 in total)

= Move To

- |

No.

+/ Enable Agent = 4 Send Message () Refresh
Disable Agent 3
Endp © Disable Agen Endpoint Status Group
® Restart Agent
d 6= @® Online Ungrou
W Uninstall Agent
3 V' X Delete \ @ Online Ungrou
2 win @® Online Ungrou
2 WIN-1UA429|19F4L Agent uninstalled  Ungrou
J DESKTOP-473RIB Offline Ungrou
J DESKTOP-GJEEITP Agent uninstalled  Ungrou
2 WIN-1UA429|19F4L Agent uninstalled  Ungrou
J WINDOWS8 @ Online Ungrou

Choose System > System > General, select Endpoint Auto-Detection, and set

the inactive duration of offline endpoints to be deleted, as shown in the

following figure. Offline endpoints whose inactive duration exceeds the set value

will be automatically deleted to release licenses.

General

| Endpoint Auto-Deletion

Clean up offline endpoints staying inactive for 30

consecutive days (1-365)

| Endpoint Data Collection

Interval thour): 24 @

| Security Patch Download

AN

Endpoint Secure Manager downloads patches on behalf of agent if patches cannot be downloaded from patch database (D) Clear Security Pal

| Device Integration

Allow device to connect within 60

| Domain Name Collection

minutes
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6.3 Server Protection

The administrator must check security policies periodically to identify security
risks and perform server protection. Server protection measures include version
and database check, change of the exit and uninstall passwords, Manager
account and password management, change of the remote access protection
password, Manager login IP address restriction, endpoint security and integrity

check, vulnerability scan, and policy optimization.

6.3.1 Version and Database Check

The administrator must check the product version and antivirus database
version periodically. You are advised to use the latest product version and the
latest antivirus database version. To obtain the latest product version and
antivirus database version, visit http://bbs.sangfor.com and choose Self-

Service > Software Download > Endpoint Secure.

6.3.2 Exit and Uninstall Passwords
The administrator must periodically change the exit and uninstall passwords.
The passwords must be strong passwords that contain digits and letters.

To change the exit password or uninstall password, choose Endpoints >
Security Protection > Basic Config and set the exit password or uninstall
password in the Agent Administration Passwords area, as shown in the

following figure.

| Agent Administration Passwords

Exit Password

Password:  seees wet Change Password

Uninstall Password

Password: | eesses et Change Password

| Endpoint Behavior Data & Log Collection
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6.3.3 Manager Accounts and Passwords

The administrator must periodically check Manager accounts and passwords as

follows:
1. Check whether invalid Manager accounts exist. If yes, delete them.

2. Periodically change passwords of Manager accounts and ensure that strong

passwords are used.

6.3.4 Remote Access Protection Password

The administrator must periodically change the remote access protection

password based on the password complexity requirements.

To change the remote access protection password, choose Endpoints >
Security Protection > Server Protection and enter the password in the
Password for Secondary Authentication text box, as shown in the following

figure.

| RDP Access Protection

Enable

RDP brute-force login is a very common attack vector. When this protection is enabled, RDP access to Windows

servers will require secondary authentication.

Time Period (Remote access to servers in specified periods requires secondary authentication

Mon T to Fr - 21:00 T to 07:.00 M “
Time Periods Operation
Mon - Sun 00:00--24:00 Delete

Password for Secandary Authentication @

........ ¢ Change Password

Please inform internal personnel of the specified password. The text below is for reference:

For server security, second ntication is required for RDP access during certain times. Remote login during

the period Mon - Sun will require the following password: ===, Copy
Whitelist (@
Excluded IP Addresses Operation

6.3.5 Manager Login IP Address Restriction

You are advised to restrict the IP addresses from which Manager accounts can
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log in to the Manager. This way, Manager accounts can log in only through

authorized computers.

Torestrict login IP addresses, choose System > Administrators, click Edit in the

Operation column of an account, select Only allow login from specified IP

addresses, and enter the IP addresses, as shown in the following figure.

Edit Account

*Username :

*Role :

*Groups :

admin

Super Admin

Endpoints

Email Address :

Description :

Login Security

*Login Method :

Login Restriction

Administrator

Password Auth

: [ Only allow login from specified IP addresses

6.3.6 Security and Integrity Check

Cancel

X

The administrator must periodically check security and integrity for internal

endpoints and perform protection for check items that do not meet

requirements based on the protection guide.

To perform Security and Integrity Check, choose Detection > Security &

Integrity Check, as shown in the following figure.

4 hours 32 mins 59 secs away from the previous check

3 endpoint failed to pass the check

Ne.  Endpaint 1P Address Group

& WIN-CLSHGT12FUA 1052363
2 @wn 1062365

3 [ WIN-TUM9IGFAL 1018612108

Ungrouped Endpoirts
Ungrouped Endpaints

Ungrouped Endpoints

2021-06-28 15:36:4

2001-06-28 15:36:42

2021.06.28 15:36:34
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6.3.7 Vulnerability Scan

The administrator must scan internal endpoints for system vulnerabilities and

install patches periodically.

To scan internal Windows endpoints for system vulnerabilities and install
patches, choose Detection > Vulnerability Scan, as shown in the following

figure.

Task Details
TaskStatus ¥ || EndpointType ¥ | EndpointStatus ~  Group -
No.  TaskStatus Endpoint Status  Endpoint Group 1P Address [ Vulns Detected Pending Vulns ~ Operation

6-edr0155 6 Patch | Re-scan

6.3.8 Policy Optimization

The administrator must check and optimize internal security policies periodically.
The following table describes the recommended configurations for different

security policies.

Policy Status Recommended Configuration
Enabled Retain the default configuration and enable
Anti-malware
by default | scheduled scan.
Realtime file Enabled
Retain the default configuration.
protection by default
Brute-force attack Enabled
Retain the default configuration.
protection by default
Ransomware Enabled
Retain the default configuration.
protection by default
Enabled
WebShell detection Retain the default configuration.
by default
If scripts or programs that run PowerShell
Fileless attack Enabled commands exist in the internal network, disable
protection by default | fileless attack protection. If not, retain the default
configuration.
Trusted server Enabled as | Configure it as needed.
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process protection needed
Remote access Enabled
Retain the default configuration.
protection by default
Enabled as
Trusted files Configure it as needed.
needed
Enabled as
Micro-segmentation Configure it as needed.
needed
Enable the email alert policy to notify the
Enabled as
Alert policy administrator of threats found in the internal
needed
network.

Table 7: Policy optimization

6.4 Security Event Handling

6.4.1 Rules

The administrator must check whether pending security events exist on the

Manager and handle them periodically.

To view security events, choose Response > Threat Response and click the

Security Events tab, as shown in the following figure.

ndpoints

95 0 63 0 0 0
[ rercis |
L cuioble !
D !
o
=D

Security events must be handled for critical, severe, and medium or low

endpoints in sequence.
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Trust/Contact

the manufacturer
for treatment

| i
|

It .t.' . Further analysis of ) S .
Threat file — s i ogerg L ~ intelligence websites ~Is it a false™
NS efm 1 usomess' https:/ /. virustotal. con S~ report?

~ flles? - . -

https: //z. threathook. cn -
\

N

Fiz(Macro virus files,
infectious files will

be automatically
repaired in the
process of disposal)

6.4.2 Case

This section uses a case to describe how to handle malicious files.

Files that are not automatically isolated will be reported to the Response >
Threat Response page, as shown in the following figure. Security events must

be handled for critical, severe, and medium/low endpoints in sequence.

urity Events.

Step 1. Determine whether a malicious file is a business file.

The following figure shows malicious files found on an endpoint. The second to
seventh malicious files are in the recycle bin and are not business files. They can

be handled with one click. The first file is suspicious and needs further analysis.
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Details6-edr0155, 10.32.36.175

(Q Refresh File Type ~ | Severity v | Threat Type -

No. Infected File/Process Security Event Time Detected Status Operation
Virus Name: Trojan.Win32.Save.a .

1 ciusers\user\appdata\local\microsoft\wind... P Mcdium JEISTS 2021-06-28 20:22:51 Pending © Fix v Analyze
Viris Name: SUSpicious WindZ.5av... N N

2 cusers\user\appdata\local\microsoftwind... g o 2021-06-28 20:22:21 Pending © Fix ¥ | Analyze
Virus Name: SuspiciousWin32.8av... .

3 ciusers\user\appdata\local\microsoftwind... g 2021-06-28 20:21:45 Pending © Fix ¥ | Analyze

' anMing 2 SavEs .

4 chusers\user\appdata\local\microsoftywind... 2021-06-28 20:21:14 Pending © Fix ¥ | Analyze
L Medium SRITSTRIN Exccutable J
Virus Name: Worm.Win32.Save.a .

5 ciusers\user\appdata\local\microsoft\wind... Prich I 2021-06-28 20:20:44 Pending © Fix v | Analyze
Virus Name: Trojan.Win32.Save.a .

6 ciusers\user\appdata\local\microsoft\wind... Piicdiom IR0 2021-06-28 20:20:14 Pending © Fix ¥ | Analyze
Virus Name: Tro n32.Save.a .

7 ciusers\user\appdata\local\microsoft\wind... Picdiom IR 2021-06-26 20:19:44 Pending © Fix v | Analyze
Virus Name:  Trojan. Save.a .

a8 ciusers\user\appdata\local\microsoft\wind... Piicdiom JRCTS 2021-06-26 20:19:08 Pending © Fix v | Analyze
Virus Name: TrojanWin32.Save.a .

9 di\users\useridesktop\0e24eadbeati3didef... Piedium IR0 2021-06-28 19:09:56 Pending © Fix v | Analyze
Attack Source: 10.62.11.29 ) o .

10 CTD vt rorce Attacks | 2021-06-17 10:30:00 Pending Blacklist -

Step 2.

44 entries

Obtain the suspicious file for further analysis.

View the suspicious file details, download the suspicious file sample, and

upload it to an intelligence website (such as

https://www.virustotal.com/gui/home) for further analysis.

Details

Virus Name:

Infected File:

Threat Type:

Security Engine:

TrojanWin32.5ave.a

ec07d164f6d96b3ad36eed( E L S

Trojan

Sangfor Engine Zero

File Type: Executable
File Size: 140.1 KB
':i|e MD5: 4105504E409ECOTD164FED96E3AD36CED

Detection Method:

Time Created:

Realtime Protection

2021-06-28 15:29:22

—

chusers\user\appdatallocal\microsoftywindows\inetcache'ie\d3ek056h\4105504e49

If this is non-system file, please quarantine or delete it and enhance directory

permission settings.

Step 3.

Based on the threat analysis result can further process the file.

According to the analysis result of ThreatBook Cloud Sandbox, the file is secure

Entries Per Page| 50
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and needs to be added as a trusted file.

Trust

Are you sure you want to trust the threat
(eausers\usenappdataslocalimicrosoftwindows\inetcache\ie\d 3ek056h\a1

05504e49ec07d16416d96b ad36ced[1]) on the endpaint 6-edr0155
(10.32,36.175)7

[ Also trust file with the same MD5 on other endpoints |
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7 High-risk Operations

The following table describes high-risk operations that need to be avoided

during the use of Endpoint Secure. Improper implementation of these

operations will affect services and even cause service interruption.

Level-1 Level-2 Risky
Module Description (Severity |Solution
Menu Menu Operation
The
customer's
business Set the
Set the action [files may be action for
Security  |Anti- for detected |isolated due detected
Endpoints High
Protection |Malware malicious files |to false malicious
to Enhanced. |positives, files to
resulting in Standard.
business
exceptions.
Heuristic
scanning can
improve the
virus
detection
rate but will
Enable Disable
increase
heuristic heuristic
Security  |Anti- false
Endpoints scanning High scanning
Protection |Malware positives. It
during normal during
needs to be
use. normal use.
enabled only
when the
virus
detection
rateis
tested.
Endpoints |Security |Realtime  |Set the action |The High Set the
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Protection |Protection |for detected customer's action for
malicious files |business detected
in the files may be malicious
Realtime File |isolated due files to
Protection to false Standard.
area to positives,

Enhanced. resulting in
business
exceptions.
In High CPU
mode, more
CPU
resources
When the
will be
server
consumed. If
resources
Select High the server
are
CPU when the |resources
insufficient,
Detection |[Virus Scan |CPU Usage |[server are High
select Low
resources are |insufficient,
CPU or
insufficient. services will
Balanced
be affected.
for CPU
You are
Usage.
advised to
use the
Balanced
mode.
Isolated Choose
endpoints Response >
can only Threat
connect to Response,

Threat . Isolate .

Response Endpoints . the Endpoint [High click

Response endpoints.

Secure Isolated on

Manager the

and cannot Endpoints

access any tab, and
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High-Risky Operations

other remove

networks. If isolated

a server is endpoints.

isolated,

services will

be affected.
Do not
enable
server

restart for

the server to
the trusted

processes.

interruption.

Enable
Server vulnerability
automatic
restart fixing.
Remediati server restart
Response Patching causes High Restart a
on for
service server
vulnerability
interruption. manually at
fixing.
a specific
time when
services are
not affected.
Enable server
protection or
critical
Key services
directory Add service
of the server
protection but processes of
Security  |Server do not run,
Endpoints do not add High the server to
Protection |Protection resulting in
service trusted
service
processes of processes.

Table 8: High-risky operations
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8 FAQ

8.1 Installation

1. What can | do if the message in the following figure is shown during

installation?

© The default name has been changed.

[ Wormncpramens. Qoo f e |

Solution:

The message is shown because the installer file name is modified. Enter the IP
address of the Endpoint Secure Manager and port 443 in the dialog box to
complete installation. Alternatively, download the installer without modifying

the file name and use it to install the Manager.

2. Whatcanldoif"ltis detected that you have installed other security software,
which may conflict with the Endpoint Secure Agent" is shown during

installation?
Solution:

Uninstall other security software on the computer and install the Endpoint

Secure Agent.

3. What can | do if | failed to log in to the Endpoint Secure Manager through

Internet Explorer and a message in the following figure is shown?
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Your browser is outdated and Endpoint Secure server cannot be accessed. Please update your browser to the latest version or use the following browsers!

Click the following button to download the Agent.

@ ¢ © ¢ o

Firefox Chrome Internet Explorer 9+ Microsoft Edge Safari

Root CA  Protect Agent (Windows [ Linux / Mac)

Solution:

The message is displayed because your Internet Explorer is not the latest version.
Use Internet Explorer 11 or another browser to log in to the Endpoint Secure

Manager.

4. What can | do if the antivirus database does not automatically update?
Solution:

Ensure that the Manager IP address, gateway, and DNS are correctly configured,
and the environment where the Manager resides can visit

download.sangfor.com.cn.

5. What can | do if the computer is abnormal after the Endpoint Secure Agent

is installed?
Solution:

Log in to the Endpoint Secure Manager, choose Endpoints > Groups, disable
the Agent for the abnormal computer, as shown in the following figure. If the

fault is rectified, contact the service provider for further processing.
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Groups

[E} § Endpoints

E| Local Manager

" Ungrouped En...

groupl

- group?

+ New ~

= Move To

8.2 Anti-Malware

1

Endpoints (4 online / 8 in total)

&/ Enable Agent &

() Disable Agent
B o enap[ SRR ]

® Restart Agent
= 6- — .
W Uninstall Agent

A

3 W X Delete

3 win

3 WIN-TUA42819F4L
J DESKTOP-473RJ1B
J DESKTOP-GIEEITP

5 WIN-1UA42019F4L

J WINDOWS8

# Send Message
\ Endpoint Status

@ Online

@ Online

@ Online

Agent uninsta...

Offline

Agent uninsta...

Agent uninsta...

Online

() Refresh

Group

Ungrouped End...
Ungrouped End...
Ungrouped End...
Ungrouped End...
Ungrouped End...
Ungrouped End...
Ungrouped End...

Ungrouped End...

IP Address

10.32.36.175

10.62.36.3

10.62.36.5

10.186.12.194

10,62.20.28

10.62.4.151

10.186.12.193

10.62.4.46

1. What can | do if a business file is mistakenly regarded as a malicious file by

an anti-malware task?

Solution:

Use either of the following methods to add the business file to the trusted files.

e On the Endpoint Secure Manager, choose Endpoints > Security

Protection > Trusted Files, click New in the Trusted Files area, and select

the business file, as shown in the following figure.
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Basic Config  Anti-Malware  Realtime Protection ~ ServerProtection  Trusted Files  VulnRemediation ~ Unau

i8 Windows +

| Trusted Files

File/Path Type Operation

Brute-Force Protection IP Whitelist ()

Excluded IP Addresses Operation

e On the Endpoint Secure Agent, adds the business file to the Trust area, as

shown in the following figure.

gpmw ® test Sangfor Endpoint Secure has been protecting you for 1 days o Q= = X

* B Asset

Security . ) : Realtime [5 Logs

6 enable .
Bl . (8] Quarantine

g [ Trust
Virus Scan

ﬁ Jo Contact Admin
wlil Events during Last 30 Days

(=]

(=) Update

Vuln Remediation

% About Us
Realtime Protection B Exit
& Messages o
The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection
(s}

2. Does Endpoint Secure support virus scan for files in USB flash drives and

network sharing paths?
Solution:

Endpoint Secure supports virus scan for files in USB flash drives but not for files

in network sharing paths.
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3. Whatcanldoifthe CPU usage on a low-performance computer is high when

Endpoint Secure delivers an anti-malware task?
Solution:

On the Endpoint Secure Manager, choose Endpoints > Security Protection >

Anti-Malware, and enable Restrict CPU Usage, as shown in the following figure.

| Virus Scan &
File Type: Document Seript Executable (& Compressed (i)
Scan Options: Skip files larger than 50 MB
Scan compressed files up to 3 layers deep
Action : © standard

Enhanced
No Action - Report Only

Engine :

Gene Analysis Engine Behavioral Analysis Engine Cloud-Based Engine

Restrict CPU Usage : Enable @

4. What can | do if a message indicating that the isolated area is full and

malicious files cannot be isolated shown when | isolate malicious files?
Solution:

On Windows endpoints, the isolated area is 4 GB by default, and the path of the
isolated area is C:\ProgramData\Sangfor\EDR\SAV. When files in the path
exceed 4 GB, no more malicious files can be isolated. Delete files in the isolated

area through the Endpoint Secure Manager or Agent.

8.3 Micro-Segmentation

1. What can | do if the micro-segmentation policy does not take effect?
Solution:

Troubleshoot the fault as follows. If the fault persists, contact the service

provider for processing.

e Check whether the operating system version of the endpoint is Windows XP
or Windows Server 2003. The micro-segmentation function is not supported

on endpoints running Windows XP or Windows Server 2003.

Version 02 (Jul.30, 2021) 186



Sangfor Endpoint Secure User Manual FAQ

e Log in to the Endpoint Secure Manager, choose Micro-Segmentation >
Policies, and check whether the Micro-Segmentation switch is turned on,

as shown in the following figure.

Policies ov: @

+ Ken

2. What can | do if micro-segmentation traffic statistics are not displayed?
Solution:

Troubleshoot the fault as follows. If the fault persists, contact the service

provider for processing.

e Log in to the Endpoint Secure Manager, choose Micro-Segmentation >
Other, and check whether Report traffic statistics is enabled, as shown in

the following figure.
Other

| Micro-Segmentation

Enable (once disabled, all micro-segmentation policies will become invalid)

| Report traffic statistics

Enable (once disabled, all agents will stop reporting traffic statistics)

e Log in to the Endpoint Secure Manager, choose Micro-Segmentation >
Traffic Statistics, and check whether Filter is enabled, as shown in the

following figure.
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Endpoint, IP address C

Denied traffic (Red)
Allowed traffic (Green)
Inter-business asset traffic

Intra-business asset traffic

Business traffic >
Maintenance traffic >
Cther traffic >

8.4 Others

If you have other requirements, for example, modifying port 443 of the Endpoint
Secure Manager, restoring the login password of the Endpoint Secure Manager,
and migrating the Endpoint Secure Manager to another server, contact the

service provider for processing.
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9 Acronyms and Abbreviations

English Full Name
IAG Internet Access Gateway
NGAF Next Generation Advance Firewall
CVE Common Vulnerabilities & Exposures
ES Endpoint Secure
HCI Hyper-Converged Infrastructure
CCom Cyber Command
PX Platform-X
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