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Chapter 1 Basic Troubleshooting

1. Check whether the SNMP is enabled for the IAM and try to use third-party software to read IAM’s

SNMP information.
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W BPSNMPUHl - ad e
| SNMP  Help
|8 8B
Community: |sangfor ~|  om: [1.3.6.1.4.1.35047.1.2 ~ |
Host: |192.200.19.88 -
MIB | MName | oI | Type | Value

1.3.6.1.4.1.35047.1.2.0 String Tue Sep 3 11:12:07 CST 2019

A

2. If third party software unable to read IAM SNMP information, please check whether if the IAM had
intercepted the SNMP’s request. Please enable the troubleshooting in IAM to check any policies
intercept the request data.
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Troubleshooting |

=p Settings | X Close .

Status: Pass-through
IP Address (Packet Drop)

No. | Time | Src Size Line
Specified IP: (i)

192.200.19.89

Protocaol

|« Improve logs readability

[+ Turn on passthrough as well

1P Address: (i)
192.200.19.89

Advanced

| Enable || Cancel |

3.  Check whether UDP 161 and UDP 162 ports are blocked by firewall or other devices.

[ [ip. addr=t122 z00.19. 55 [X] - | ERd o+
Ho Time Source Destination Protocel Length Server Hame Info
[ 383 2019-69-083 14:82:33.337002 192.200.19.80 192.2808.19.88 SNMP 82 get-next-request joint-iso-itu-t.289.9.9.9.9.9
386 2019-99-03 14:02:33.340729 192.200.19.88 192.200.19.80 SNMP 86 get-response joint-iso-itu-t.289.9.9.9.9.9
< >

> Frame 383: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
> Ethernet II, Src: Dell f8:a8:89 (eB:db:55:8:aB8:89), Dst: fe:fc:fe:52:cl:de (fe:fc:fe:52:cl:de)
» Internet Protocel Version 4, Src: 192.2 90.19.88
~ User Datagram Protocol, Src Port: 68044,

Source Port: 60044

Destination Port: 161

Length: 48

Checksum: @xad21 [unverified]

[Checksum Status: Unverified]

[Stream index: 12]

> [Timestamps]

> Simple Network Management Protocol

4.  Use wireshark to capture the packet and check if the communication is valid.

) B [Re==F sEEaaanm
(W ip. addr=t10z z00.19. 55 B -] £+
Ho Tine Source Destination Protocol Length Server Neme Info

451 20919-89-83 11:19:17.446197 192.200.19.808 192.200.19.88 SNMP 85 get-next-request 1.3.6.1.4.1.35047.1.2

453 2919-09-83 11:19:17.451372 192.200.19.88 192.200.19.80 SNMP 122 get-response 1.3.6.1.4.1.35047.1.2.9

454 2019-09-83 11:19:17.458057 192.200.19.80 192.200.19.88 SNMP 86 get-next-request 1.3.6.1.4.1.35047.1.2.0

456 20919-09-83 11:19:17.476851 192.200.19.88 192.200.19.80 SNMP 95 get-response 1.3.6.1.4.1.35047.1.3.9

~
v

Frame 456: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface @

Ethernet II, Src: fe:fc:fe:52:cl:de (fe:fc:fe:52:cl:de), Dst: Dell_f8:28:89 (e@:db:55:¥8:a8:89)
Internet Protocol Version 4, Src: 192.200.19.88, Dst: 192.200.19.80

User Datagram Protocol, Src Port: 161, Dst Port: 55125

Simple Network Management Protocol

5. Please check if the correct OID is used to query SNMP information. If the wrong OID is used, IAM
cannot answer the exact information.
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[ [ip. addr=t132 200. 19. 68 = RS
Ho Time Source Destination Protocel Length Server Name Info
456 20919-09-83 11:19:17.476851 192.200.19.88 192.200.19.80 SNMP 95 get-response 1.3.6.1.4.1.35047.1.3.9
9933 2019-09-63 11:21:31.731070 192.200.19.80 192.200.19.88 SNMP 82 get-next-request joint-iso-itu-t.248.8.7.7.6.6
9934 2019-89-83 11:21:31.733959 192.200.19.88 192.200.19.80 SNMP 86 get-response joint-iso-itu-t.248.8.7.7.6.6
28215 2019-09-03 11:25:54.837472 192.200.19.80@ 192.200.19.88 SNMP 83 get-next-request 1.2.3.4.5.6.7.8.9
28216 2019-89-83 11:25:54.838178 192.200.19.88 192.200.19.80 SNMP 179 get-response 1.3.6.1.2.1.1.1.9
[ 31487 2019-09-03 11:26:51.959898 192.200.19.80 192.200.19.88 SNMP 82 get-next-request joint-iso-itu-t.289.9.9.9.9.9
31488 2019-09-83 11:26:51.061369 192.200.19.88 192.200.19.80 SNMP 86 get-response joint-iso-itu-t.289.9.9.9.9.9

Frame 31487: 82 bytes on wire (656 bits), B2 bytes captured (656 bits) on interface @
Ethernet II, Src: Dell_8:a8:89 (e@:db:55:¥8:a8:89), Dst: fe:fc:fe:52:cl:de (fe:fc:fe:52:cl:de)
Internet Protocol Version 4, Src: 192.200.19.80, Dst: 192.280.19.88
User Datagram Protocol, Src Port: 52517, Dst Port: 161

v Simple Network Management Protocol

version: version-1 (@)
community: sangfor
v data: get-next-reguest (1)
~ get-next-request
request-id: @
error-status: noError (8)
error-index: @
¥ wvariable-bindings: 1 item
~ joint-iso-itu-t.289.9.9.9.9.9 (2.289.9.9.9.9.9): <MISSING>
Object Name: 2.289.9.9.9.9.9 (joint-iso-itu-t.289.9.9.9.9.9)
Value (OctetString): <MISSING>

6. Check whether the SNMP version used by the third-party software is consistent with the

configuration on the IAM.

SNMP

«| Enable SNMP V1,/V2

Community:| sangfor

| Enable SNMP V3

USM User: | noauthUser

Context: noAut

Authentication required

DES

Enable SNMP TRAF

| Download MIB |
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