
 

IAM  
Third-party device SNMP monitoring Troubleshooting 

Guide 
Version 12.0.18 



 

 

Change Log 
Date Change Description 

Sept 2, 2019 Version 12.0.18 document release. 

  

  



 

 

CONTENT 

Chapter 1 Basic Troubleshooting .......................................................................................................... 1 



IAM Troubleshooting Guide 

W.: www.sangfor.com   |   W.: community.sangfor.com   |   E.: tech.support@sangfor.com 1 

Chapter 1 Basic Troubleshooting 
1. Check whether the SNMP is enabled for the IAM and try to use third-party software to read IAM’s 

SNMP information. 
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2. If third party software unable to read IAM SNMP information, please check whether if the IAM had 

intercepted the SNMP’s request. Please enable the troubleshooting in IAM to check any policies 
intercept the request data. 
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3. Check whether UDP 161 and UDP 162 ports are blocked by firewall or other devices. 

 
4. Use wireshark to capture the packet and check if the communication is valid. 

 
5. Please check if the correct OID is used to query SNMP information. If the wrong OID is used, IAM 

cannot answer the exact information. 
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6. Check whether the SNMP version used by the third-party software is consistent with the 

configuration on the IAM. 
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