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IAM Troubleshooting Guide

1 Basic Troubleshooting

e  The most important troubleshooting step is analysis packet.The default port of radius protocol is
1812 and 1813, but some radius server may be changed the port. So please analysis packet,you
should change the configuration in IAM.

e Tine Sauree Bestination Pratasol Langth Sewss Fort  Destimation Part  Tise to Live Info

3 16:57:45.250766 211.143.17.66 211.142.211.7 RADIUS 248 64 Access-Request 1d-132

4 16:57:45.260766 211.142.211.7 211.143.17.66 RADIUS 7 59 Access-Reject id=132
13 16:58:00.450766 211.143.17.66 211.142.211.7 RADIUS 248 64 Access-Request id=133
14 16:58:99.460766 211.142.211.7 211.143.17.66 RADIUS 86 59 Access-Accept id=133
25 16:58:10.530766 211.143.17.66 211.142.211.7 RADIUS 215 64 Access-Request id=134
26 16:58:18.848766 211.142.211.7 211.143.17.66 RADIUS 7% 59 Access-Reject id=134
37 16:58:26.578766 211.143.17.66 211.142.211.7 RADIUS 25 64 Access-Request id=135

< >

[ Frame 3: 248 bytes on wire (1920 bits), 248 bytes captured (1928 bits)
Ethernet LI, Src: AewinTec_@1:9f:7d (00:0d:48:01:9¢:7d), Dst: Ite_9d:bbiel (08:le:73:9d:bbiel)
Internat Protocol Version 4, Src: 211.143.17.56 1.142.211.7

~ RADIUS Protocol

Code: Access-Request (1)
Packet identifier: @x4 (132)

Length: 198
Authenticator: B5802515FFc67BA405205361cAabaaTa
[The response to this reguest js in frame 4]

v Attribute Value Pairs

AVP: teUser-Name(1) 1=13 val=13873772963

AVP: t=NAS-IP-Address(4) 1=6 val=211.143.17.66
AVP: t=NAS-Port(5) 1-6 val=2811

AVP: teService-Type(6) 1=6 val-Franed(2)

Category < || Radius
MS AD Domain #| Enable RADIUS SS0
PPPOE

If RADIUS authentication and accounting data do not go through this device, go to the Others tab and
Radius enable mirror interface to mirror them to the device

RADIUS Server Addresses: (i)

Proxy

192.168.19.229:1646
POP3 192.168.19.229:1645
Web

Third-Party Server
Sangfor Appliance
Database

Read RADIUS attribute and assign value to custom usear attribute
Others

e  Check whether traffic of radius across the IAM,if the traffic of radius does not go through the
IAM, please mirror the traffic to IAM.

Category <« || Others

MS AD Domain ) L o
If S50 requires external authentication server and the packets of users logging into the external
PPPoE server do not go through this IAM device, enable mirror interface to send the packets to another port
on the IAM unit that is not busy.

Radius
«| Enable Mirror Interface
Proxy Mirror Interfaces {selected interface will be listened):
POP3 [] Interface
tho
Web Cle
[ eth1
Third-Party Server
4 O eth2
Sangfor Appliance atha
Database
Others

2 Advanced Troubleshooting

e  Check whether the packet include the IP address of PC, if packet not include IP of PC, IAM will not
know which IP will be authenticate The NAS-IP-Address segment Record the IP of radius
Server,The Framed-IP-Address segment record the IP of PC.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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2194 11:15:31.702640 192.200.19.84 192.168.19.88

RADIUS 98
- 2194 11:15:31.784323 192.168.19.88 192.260.19.84

128 Access-Request 1d=5
RADIUS 8

63 Access-Accept id=5

Frame 219419: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet 11, Src: Dell #8:a8:89 (e0:db:55:8:a8:89), Dst: Lannerfl 47:43:f3 (80:90:00:47:43:¢3)
Internet Protocol Version 4, Src: 192.200.19.84, Dst: 192.168.19.88
User Datagram Protocol, Sre Port: 61685, Dst Port: 1812

v RADIUS Protocol

Code: Access-Request (1)
Packet identifier: 0x5 (5)

Length: 56
Authenticator: 20202020202031353632383134393331
[The re hi 8- i n

~ Attribute Value Pairs
AVP: t=liser-Name(1) 1-6 val=test
AVP: teliser-Password(2) 118 val-Encrypted
AVP; t=lAS-IP-Address(4) 1-6 val=192.200.19,84
[> AvP: t-Fromed-1P-Address(8) 1-6 val-192.168.19.100 |

e Check other configuration such as authentication policy and check whether PC has been
authenticated in radius server.
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