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Chapter 1 IWA Troubleshooting 

1.1 Basic Troubleshooting 
1.1.1 Principal Introduction 
• PC access internet,and IAM block the traffic 

• IAM redirect Kerberos auth page to PC 

• PC access Kerberos auth page 

• IAM return 401 page to PC to ask pc for authentication 

• PC access AD domain and ask for service ticket 

• AD Domain offer service ticket to PC 

• PC commit  service ticket to IAM 

• PC pass authentication and can access the internet 

 

1.1.2 Check  IAM configuration 
• Check whether Domain Name is correct. 

• Check whether Computer Name is conflict with other computer. 

• It’s better to use administrator account to test. 
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• If the version of Windows Server is older than Windows 2000,please  fill in Domain with old format. 

 

1.1.3 Check connectivity 
Based on the theory of IWA，IWA required different devices to work well, so please check all devices to 
make sure that any device able to access each other. 

• Check whether IAM can access AD Domain. 

• Check whether IAM can resolve Doamin Name of AD Domain. 

• Check whether PC has been joined in AD Domain. 

1.2 Check Tips of IAM 
1.2.1 If Tips show “Unable to find this domain on DNS server! 
Please enter a valid domain name.” 
• Please check whether the DNS server can be used to resolve the domain name, if not, please use 

other DNS server or fix DNS server. 

 

1.2.2 If Tips show “This domain account does not exist. Please 
enter another one.” 
• Check whether Domain account is exit, it’s better use administrator user account to test. 
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1.2.3 If Tips show “System time is inconsistent with that on 
domain controller. Please synchronize time with domain 
controller.” 
• Check whether IAM’s time setting is the same with AD Domain’s time setting, it required to set 

IAM’s time same with AD Domain. 

 

1.2.4 If Tips show “Failed to join domain. Please submit 
credentials again or change domain account.” 

 
• Check  whether AD Domain has enabled with SMBv1. 

• Input powershell in start menu and use command to query SMBv1 status.  
Below is the command is : Get-SmbServerConfiguration | Select EnableSMB1Protocol, 
EnableSMB2Protocol 

 
• If SMBv1 is not enable, please enable it,the command is: Set-SmbServerConfiguration -

EnableSMB1Protocol $true 
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1.3 Check PC configuration 
1.3.1 Check IE configuration 
• Check whether PC use IAM as poxy, if pc use IAM as proxy, PC needs to add computer name of 

IAM to Exceptions. 

 
• Check whether IE enable Integrated Windows Authentication,if not ,please enable it. 
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• Check Whether security of Local Internet,it’s recommend to set as following: 
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1.3.2 Check Access website 
• IWA not support https but only support http, so please use the http website to trigger IWA 

authentication. 

 

1.3.3 Check Name resolve 
• Check whether PC can resolve computer name of IAM. 
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1.3.4 Check whether PC join in AD Domain 
• You can use gpresult –r in cmd to check. 

 

1.4 Check AD configuration 
1.4.1 Check DNS Record 
• Check whether IAM join in AD Domain,if AD add a new dns record of IAM to 2.3.4.5,that means 

IAM join in AD Domain successfully. 
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