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IAM Troubleshooting Guide

Chapter 1 IWA Troubleshooting

1.1 Basic Troubleshooting

1.1.1 Principal Introduction

e  PC access internet,and IAM block the traffic

e  IAM redirect Kerberos auth page to PC

e  PC access Kerberos auth page

e  IAM return 401 page to PC to ask pc for authentication
e  PCaccess AD domain and ask for service ticket

e AD Domain offer service ticket to PC

e PCcommit service ticket to IAM

e  PC pass authentication and can access the internet

PC 1AM AD Internet

I
| PC access internet |AM blotked traffic
|
|
|

A

redirect to kerberos auth page

PC access kerberos auth page

1AM return 401 page to pc |

PC ask AD Domain #0 service ticket
i >

AD Domain return serlvice ticket to PC

A

|

PC commit service ticket to IAM |
il

|

PC pass authentication and can access Inlernet
! |
|

1.1.2 Check IAM configuration

e  Check whether Domain Name is correct.
e  Check whether Computer Name is conflict with other computer.

e It’s better to use administrator account to test.
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[#| Enable Integrated Windows Authentication (i)

Download Configuration Guide

Computer Name : |sangford -844F (i)
Domain Name: SCCORPlocal
DNS Server: 192.108.19.89

Domain Account: |administrator
Account joined to the domain, e.g., Administrator

Password: sessscssnes Test Validity |

Advanced: | Settings |

e  Ifthe version of Windows Server is older than Windows 2000,please fill in Domain with old format.

Advanced b4

Redirection Interval After Auth Failure(min): | 30

Domain of Windows 2000 Earlier Versions:

|« Send IWA request periodically

| Commit || Cancel |

1.1.3 Check connectivity

Based on the theory of IWA, IWA required different devices to work well, so please check all devices to
make sure that any device able to access each other.

e  Check whether IAM can access AD Domain.
e Check whether IAM can resolve Doamin Name of AD Domain.

e  Check whether PC has been joined in AD Domain.

1.2 Check Tips of IAM

1.2.1 If Tips show “Unable to find this domain on DNS server!
Please enter a valid domain name.”

e  Please check whether the DNS server can be used to resolve the domain name, if not, please use
other DNS server or fix DNS server.

Message(11:50:53) b4

Failed to enable Integrated Windows
authentication: Unable to find this
domain on DNS server! Please enter a
valid domain name.

(|
. , W o4 1/1 ¢ M
Do not show again /

1.2.2 If Tips show “This domain account does not exist. Please
enter another one.”

e Check whether Domain account is exit, it’s better use administrator user account to test.
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Message(11:55:19) ¥

Failed to enable Integrated Windows
authentication: This domain account
does not exist. Please enter another
one.

, M 4 1/1 ¢ M
Do not show again '

1.2.3 If Tips show “System time is inconsistent with that on
domain controller. Please synchronize time with domain

controller.”
e  Check whether IAM’s time setting is the same with AD Domain’s time setting, it required to set
IAM’s time same with AD Domain.

Message(12:02:45) *

Failed to enable Integrated Windows
authentication: System time is
inconsistent with that on domain
controller. Please synchronize time with
domain controller.

, H 4 1f1 » M
Do not show again '

1.2.4 If Tips show “Failed to join domain. Please submit

credentials again or change domain account.”
Message(14:01:57) b4
Failed to enable Integrated Windows
authentication: Failed to join domain.

Please submit credentials again or
change domain account.

, Hod1/1 » w
Do not show again '
e  Check whether AD Domain has enabled with SMBv1.

e Input powershell in start menu and use command to query SMBv1 status.
Below is the command is : Get-SmbServerConfiguration | Select EnableSMB1Protocol,

EnableSMB2Protocol
() Administrator: Windows PowerShell

shAdministrator> _

e If SMBvl is not enable, please enable it,the command is: Set—SmbServerConfiguration —
EnableSMB1Protocol $true
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sure you want to perform this act
ng operati '

qu
[ nd [?] Help (default is "¥"): ¥
bserverConfiguration | Select EnableSMBElProtocol, EnableSME2Protocol

EnableSMB1Protocol

1.3 Check PC configuration

1.3.1 Check IE configuration
e  Check whether PC use IAM as poxy, if pc use IAM as proxy, PC needs to add computer name of

IAM to Exceptions.
Proxy Settings -
Servers
[ B Type Proxy address to use Port
'S > E
HTTP: 192.168.19.88 |+ |s0s0 |
Secure: 192.168.19.88 3020
FTP: 192,168, 19.85 8080
Socks:
Use the same proxy server for all protocols
Exceptions
[ B Do not use proxy server for addresses beginning with:
'S > E
iamc-844f; 2,3.4.5| -~
b
Use semicolons (; ) to separate entries,
| Ok | | Cancel

e  Check whether IE enable Integrated Windows Authentication,if not ,please enable it.
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| General | Security | Privacy | Content | Connections | Programs | Advanced L

Settings

[ ] Do not zave encrypted pages to disk
[ ] Empty Temporary Internet Files folder when browser iz di
[ ] Enable 64-bit processes for Enhanced Protected Mode™
[+] Enable DOM Storage

[+] Enable Integrated Windows Authentication™®
Enable native XMLHT TP support

[+] Enable SmartScreen Filter

[ ] Enable strict P3P validation®

[ ] send Do Mot Track requests to sites vou visit in Internet E

[] usessL 2.0

[] usessL 3.0

[+] UseTLS 1.0

[#] UseTLS 1.1 hd
< m >
*Takes effect after you restart your computer

| Restore advanced settings |

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition. —

You should anly use this if your browser is in an unusable state.

e  Check Whether security of Local Internet,it’s recommend to set as following:
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B

Internet Options
General | Security | Privacy | Content | Connections | Programs | Advanced
Select a zone to view or change security settings.
S o
A /
Internet Local intranet Trusted sites  Restricted
sites
Local intranet | St
9 ites
&i This zone is for all websites that are
= found on your intranet.
Security level for this zone
Allowed levels for this zone: Al
Medium- low
- Appropriate for websites on your local network
(intranet)

- Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[ ]Enable Protected Mode (requires restarting Internet Explorer)

C1

| Custom level...

| Reset all zones to default level |

| Ok Cancel Apply |

1.3.2 Check Access website

IWA not support https but only support http, so please use the http website to trigger IWA
authentication.

TN
(=) f_\)| @& hitp://community.sangfor.com|
LI

o~ —>|| 2 Newtab

‘ & Newtab

search the web

1> Bing
1.3.3 Check Name resolve
e  Check whether PC can resolve computer name of IAM.
sllserssAdministratorXping iamd-—-844F

inging iamd-844f . SCCORP.local |[[2.3.4.5]1 |with 32 bytes of data:
egquest timed out.

egquest timed out.
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1.3.4 Check whether PC join in AD Domain

e  You can use gpresult —r in cmd to check.

= Administrator, Command Prompt

icrosoft Windows [Version 6.3.96801]
(c)» 2013 Microsoft Corporation. All rights reserved.

szerssAdministrator>gpresult —p

icrosoft (R> Windows (R> Operating System Group Policy Result tool v2.8
2013 Microsoft Corporation. All rights reserved.

reated on 7-3-201% at 3:87:24 PH
RESOP data for SCCORP-adminisztrator on SCCORPSERUER : Logging Mode

0% Configuration: Primary Domain Controller
6.3.7688
Default-First-Site—MName
M

Local Profile: C:slUsers~Administrator

onnected over a slow link?: No

OMPUTER SETTINGS

CN=SCCORFSERVER.OU=Domain Controllers, DC=SCCORF.DC=local

Last time Group Policy was applied: 7-3-201% at 3:84:53 PM
Group Policy was applied from: SCcorpServer .SCCORP. local
Group Policy slow link threshold: 588 khps

Domain Mame: SCCORP
Domain Type: Windows 2008 or later

Applied Grown

1.4 Check AD configuration
1.4.1 Check DNS Record

e  Check whether IAM join in AD Domain,if AD add a new dns record of IAM to 2.3.4.5,that means
IAM join in AD Domain successfully.
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Action  View Help

&= 7

Eekz Hm § 8

2 DNS
4 [ SCCORPSERVER
4 [ ] Forward Lookup Zones
b (2] _msdes.SCCORP.local
4 2| SCCORP.local
b [2] _msdes
B[] _sites
b [ _tep
b [ _udp
B[] com
i [ DemainDnsZones
[ ] ForestDnsZones
B[] Reverse Lookup Zones
i [] Trust Points
i [ Conditicnal Forwarders
%] Global Logs

Mame

Ig _msdcs

™| _sites

= _tecp

[ _udp

[ com

[~ DomainDnsZones

[ ForestDnsZones

] (same as parent folder)
g (same as parent folder)
] (same as parent folder)

g (same as parent folder)
(same as parent folder)

Start of Authority (SO4)
Mame Server (MS)

Haost (A)

IPvt Host (AAAA)

IPvB Host (AAAA)

[1592], sccorpserver.sccor..,
sccorpserversccorp.local,
192.168.19.89
2001:0db7:0000:0000:0000:...
2001:0db7:0000:0000:f59d:...

Eliamd-844f

Host (A)

2343

=l sccorpserver
& TingFong-PC
& TingFong-PC

Haost (A)
Host (A)
Haost (A)

192.168.19.89
192.168.19.78
172.168.10.12
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