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Chapter 1 Troubleshooting 

1.1 Principle introduction 

 
1. PC join AD Doamin. 

2. IAM read logon log and account logon log from AD Domain, if IAM get valid information, then the 
user will be authenticated automatically and PC able to access internet. 

1.2 Check Configuration 
1.2.1 Check configuration in IAM 
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• Check whether Domain Name is fill in completely. 

• Check whether the password Password is fill in correctly. 

• It’s recommended to use administrator user account to test. 

1.2.2 Check AD Domain configuration 
• The most important configuration is that you must Open Audit Log Settings,you can following 

method：Input gpmc.msc in cmd or Run,edit the Default Domain Policy,check Computer 
Configuration,check Policies,check Windows Settings,check Security Settings,check Local 
Policy,Check Audit Policy,set Audit account logon events success,set Audit logon events 
success. 
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1.2.3 Check connectivity 
• You can click Test Validity to test connectivity. 
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1.3 Advanced Troubleshooting 
1.3.1 Use wbemtest to troubleshooting 
wbemtest is a built-in tool that was included in Windows Operating System.it’s use to query system 
information. 

Input wbemtest in cmd or Run. 

 
Click Connect. 
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• Fill in User and password of AD domain,write Namespcae as following format： 

\\IP of AD Domain\root\ cimv2 

 
 

file://///IP
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• Click Query and fill in query segment as following:  

select * from Win32_NTLogEvent where logfile='Security' and Message like '%xxx%' 

xxx is account you use to login 

 

 
• If you see information such as following log,that means log was created in AD Domain. 
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• If you see following error, it might because of user account that you used doesn’t have permission 

to access AD Domain, please use administrator account to test. 

 

1.3.2 Check Event ID 
The default Event ID of login log is 4624 or 672 or 540,but it may be changed by IT administrator,so,if it 
was changed,please fill in Log EventID. 

1.3.3 Check AD Domain 
Please check whether AD Domain generate Login log, insert Event Viewer in Run or Startup menu, 
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click Windows Logs, click Security, search whether the logs include in Logon log. 
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