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Chapter 1 Troubleshooting

1.1 Principle introduction

AD Domain

1.  PCjoin AD Doamin.

2. IAM read logon log and account logon log from AD Domain, if IAM get valid information, then the
user will be authenticated automatically and PC able to access internet.

1.2 Check Configuration
1.2.1 Check configuration in IJAM
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| [#| Enable Domain 550

[ Obtain login profile by exe Add Domain Controller X

Download Domain SSO Pi| It listens to logon/logout event and sends user credential to TAM unit

Shared Key : I: to perform S5O
Domain DNS Server: |192.168.19.89

[# Domain S50 ()

Look up logs on the AD sq Domain Name: SCCORP.local Resolve Domain

Controller IP: 192.168.19.89
+ Add X Delete

[[] Domain Contr... |

[] 192.168.19.890 5C
Domain Account: administrator
Password: BEREREREREE
Log eventID:
Test Validity Commit ] [ Cancel

e  Check whether Domain Name is fill in completely.
e Check whether the password Password is fill in correctly.

e It’s recommended to use administrator user account to test.

1.2.2 Check AD Domain configuration

e  The most important configuration is that you must Open Audit Log Settings,you can following
method: Input gpme.msc in cmd or Run,edit the Default Domain Policy,check Computer
Configuration, check Policies,check Windows Settings,check Security Settings,check Local

Policy,Check Audit Policy,set Audit account logon events success,set Audit logon events
success.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | gpme.msd W

'@' This task will be created with administrative privileges.
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5 File Action View Window Help HEIE
= 2= X G|
5 Group Policy Management Default Demain Policy
4 £ Forest: SCCORP.local "Scope | Detale | Seftings | Delsgation |
4 [ Domains Lk
4 5 SCCORPIocal
ﬁw Display ks in this location [SCCORP local M
b @1 = “The following sites. domains, and Qs are linked 1o this GPO:
’ % i Enforced Location Evfoced  LnkEnabled  Pah
b 5] AGrous| [/ | Link Enabled 5 SCCORP Jocal No Yes SCCORP Jocal
b & Domain | ponor..
b [ Group P : A M 5]
b5 WMIFH | View v ,
b [ Starter New Window fram Here Security Rltering
» [ Sites — “The setings in this GPO can orly apply to the following graups. users, and compulers:
1 Group Policy =
[ Group Policy R Rename A o
Refresh
Help
I Add... [ Remove || Fopetes |
WMI Filtering
This GPQ is linked to the following WM fiter
‘mone) v| | Open ‘
Opens @ new window rooted at this node.
File | Action View Help
&9z =
=] Default Domain Policy [SCCDRPSERVEZ Policy - Palicy Setting
4 &l Computer Configuration i Audit account logon events Success
4[] Policies JopAudit account management Not Defined
b [] Software Settings Audit directory service access Mot Defined
PR Wmdows'iettlngs- ] i Audit logon events Success
F Nar.ne Resolution Policy Audi‘t object access Mot Defined
zc”p‘_s (Sstart.upfﬁhu'tdu i Audit policy change Not Defined
“ i écirw Et:';gls_ . = || [ Audit privilege use Mot Defined
ba Feeun . ‘_HCIE %] Audit process tracking Mot Defined
4 ﬁ Local Policies 5 Audit i Not Defined
b ﬁ Audit Policy oo Audit system even o Ines
b 4 UserRights Assi
I ﬁ Security Options
> j Event Log
s Ea Restricted Groups
> ﬁ System Services
b & Registry
1 4, File System
I Zof Wired Network (IEEE
b ] Windows Firewall w
7] Network List Manag
b Zalf Wireless Network (IE
1 [ ] Public Key Policies ||
[ Software Restriction ™ |
(<] m [ [>]
1.2.3 Check connectivity
e  You can click Test Validity to test connectivity.
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3 ."[I: [ ::‘I

Message

( i i Alert: Operation succeeded

1.3 Advanced Troubleshooting
1.3.1 Use wbemtest to troubleshooting

whemtest is a built-in tool that was included in Windows Operating System.it’s use to query system
information.

Input wbemtest in cmd or Run.

@ Type the name of a program, folder, decurent, or Internet
L resource, and Windows will cpen it for you,

Open: whemtest

@ This task will be created with administrative privileges.

Click Connect.
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— IWhem Services
Enum Clazzes... | Enum |nstances. .. | Open ﬂamespace...l Edit Context... |

Create Clazz... | E[Eeatelnstance...l Cluem... | Create Fiefresher...l

Open Clazs... | Open Instance. .. | [ atification Elger_l,l...l

Delete Clazs. . | Delete Inztance. .. | Execute Methu:u:l...l

— Method Invocation Options
 Azpnchronous [ Enable All Privieges

" Spnchronous [T Uze Amended Qualifiers

% Semispnchronous [T Direct scces: on Fead Operations

[T Use Nestbsyne [enum. only]

I'H] Batch Count {enum. onlby) IE'DDD Timeout {msec., -1 for infinite)

e  Fill in User and password of AD domain,write Namespcae as following format:

\IP of AD Domain\root\ cimv2

e

|\\192.1BB.15.83W01
Cancel

—Connection:
Ising: I [WhemLocator (Mamespaces) ;I

Hﬂtumingill'li'u’bemsemc:es LI Completion: Ichhmnnus vI

— Credentials
|ser: Iadminisilatur

Passward: I

Authaority: I
— Locale — How to interpret empty password ——
I & NULL " Blank

— Impersonation level ————  — Authentication level
™ Identify ™ None % Packst

* |mpersonate " Connection ¢ Packet integrity
" Delegate  Call " Packet privacy
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e  Click Query and fill in query segment as following:

select * from Win32_NTLogEvent where logfile='Security' and Message like '%xxx%'
xxx is account you use to login

Mamespace:
"W192.168.19 Brootcimv 2

— IWbemServices
Enum Classes... | Enum Instances... | Dpenﬂam&apac:&...l

Create Class. . | Cgeatelnstanc:&...l Query ...

Open Class... | Open Instance. .. | Maotification GQueny ...

Delete Class. .. | Delete Instance. .. | Execute Mdhud...l

— Method Invocation Options
" Asynchronous [~ Enable Al Privileges

" Synchronous ™ Use Amended Qualifiers
£+ Semisynchronous [~ Direct Access on Read Operations
[T Use MextAsync fenum. only)

IH] Batch Count {enum. onty) Iﬁﬂﬂﬂ Timeout {msec., -1 for infinite)

Erter Queary
select * from Win32_NTLogEvert where logfile="Security’ and Message like “%adssouseri’ |~

|

;l [~ Retrieve class prototype Cancel

If you see information such as following log,that means log was created in AD Domain.
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WOQL: select ~from Win32_NTLogEvert where logfile="Securty’ and Message

Edubjects| max. batch: 10 |Dﬂr1&

Win3Z2_NTLogEvent. Logfile="5ecurty” Record Number=226346
Win3Z_NTLogEvent. Logfile="5ecurty” Record Number=226148
Win32_NTLogEvent. Logfile="Securty" Record Mumber=226146
Win3Z_NTLogEvent. Logfile= "Secunt'_.r" RecordMumber=226145
Win32 NTLogEvent.Log ecurty”, Record Number=226144
Win3Z2 NTLogEvent. Logfile scunty”, Record Number

. ecurty”, Record Number—EZﬁH'I]
Win32_ _MTLogEvent.Logfile="5ecurty”  Record Number=226135
Win32_NTLogEvent Logfile="5Securty" Record Mumber=188175
Win3Z_NTLogEvent. Logfile="5ecurty” Record Number=1380530
Win32_NTLogEvent. Logfile="5ecurty"  Record Mumber=188085
Win3Z_NTLogEvent. Logfile="5ecurty” Record Number=138038

<[]

&dd

e If you see following error, it might because of user account that you used doesn’t have permission
to access AD Domain, please use administrator account to test.

Connect
e
I\"\'I 52.168.19. 21 oot cimv 2
— Connection:
Using: I [WhemLocator (Namespaces) _I

Facility: ;|Mr132
Description: Access is denied.
| Digmizs I kare [nformation. .. |
—Locale — How to interpret empty password ———
I % MULL ™ Blank
— Impersonation level ————  — Authentication level
i~ |dentify ™ Mone % Packet
% |mpersonate ™ Conmection © Packet integrity
" Delegate  cal " Packet privacy

1.3.2 Check Event ID

The default Event ID of login log is 4624 or 672 or 540,but it may be changed by IT administrator,so,if it
was changed,please fill in Log EventID.

1.3.3 Check AD Domain

Please check whether AD Domain generate Login log, insert Event Viewer in Run or Startup menu,
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click Windows Logs, click Security, search whether the logs include in Logon log.

Search

Everywhere

event WEWE‘I‘I

Event View

7| Event Viewer -
File Action View Help
oy 7

@] Event Viewer (Local)
» .? Custom Views

Actions

2 I3 Windows Logs Keywords Date and Time Source  EventID Task Category ~| | Security ~
n A
*E_—‘App”“ﬁin %_Aud\tiu((ess 7/2/2019 5:27:50 PM Micros... 4634 Logoff & Open..
@ Y. :27: icros...
2] Security _\_Aud\tSuccess 7/2/2019 5:27:50 PM Micras. 4624 Logon ¥ Creat..
] Setup @ Audit Success Micros... 2672 Special Logon :
£ System 2, Audit Success /: 27 Micros... 4776 Credential Validation Impor...
E—\ Forwarded Events LN Audit Success 05, 4624 Logon Clear ..
b [ Applications and Services Lo | 4, Audit Success /212019 5:27:49 PM Micros.. 4672 Speciel Logon 7 Fitter .
.} Subscriptions @, Audit Success 7/2/2019 5:27:43 PM Micres... 4776 Credential Validation D b
@, Audit Success 7/2/2019 5:27:49 PM Micros... 4634 Logoff rope.
@ Audit Success 7/2/2019 5:27:43 PM Micros... 4624 Logon B Find...
@, Audit Success 7/2/2019 5:27:48 PM WMicros... 4672 Special Logon I save ..
‘\}{Aud\tSuccess 7/2/2019 5:27:48 PM Micros... 4776 Credential Validation Attac...
\’{Aud\tSuccess 7/2/2019 5:27:48 PM Micros... 4634 Logoff
@, Audit Success 7/2/2019 5:27:48 PM Micros.. 4634 Logoff View ¥
@, Audit Success /22019 5:27:47 PM Micros... 4624 Logon G Refresh
B s mmnan e a7 sz o s PPEEY L >
H Hep  »
Event 4624, Microsoft Windows security auditing. X
[e— ~ | Event 46.. ~
General | Details
[E Event..
Process ID: (1] -~ 3| Attac..
Process Name: - 3
5z Copy b
Network Information: e SavesS.
Workstation Name: SANGFORIAM-AF11 H _
Source Network Address:  192,168,19.57 G Refresh
Source Port: 35731 E Help »
Detailed Authentication Information:
lnnnn Drnrare R e hd
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