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Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter referred 

to as "Sangfor") and its affiliates reserve all intellectual property rights, including but 

not limited to copyrights, trademarks, patents, and trade secrets, and related rights to 

text, images, pictures, photographs, audio, videos, charts, colors, and layouts as 

presented in or concerning this document and content therein. Without prior written 

consent of Sangfor, this document and content therein must not be reproduced, 

forwarded, adapted, modified or displayed or distributed by any other means for any 

purpose.  

Disclaimer  

Products, services or features described in this document, whether wholly or in part, 

may be not within your purchase scope or usage scope. The products, services or 

features you purchase must be subject to the commercial contract and terms as 

agreed by you and Sangfor. Unless otherwise provided in the contract, Sangfor 

disclaims warranties of any kind, either express or implied, for the content of this 

document.  

Due to product version upgrades or other reasons, the content of this document will 

be updated from time to time. Unless otherwise agreed, this document is used for 

reference only, and all statements, information, and recommendations therein do not 

constitute any express or implied warranties. 
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Technical Support 

For technical support, please visit:  https://www.sangfor.com/en/about-

us/contact-us/technical-support 

Send information about errors or any product-related problem to 

tech.support@sangfor.com. 
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Date Change Description 

Aug. 11, 2021 This is the first release of this document. 
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1 Application Scenario 
As there is a huge rise in ransomware, ransomware protection is in high demand. 

Ransomware protection will be protecting servers or business assets from 

ransomware.  Below is an example of topology. 
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2 Configuration Method 
Step 1.  To configure ransomware protection, go to SOC > Specialized 

Protection > Ransomware Protection. Click on Get Started. 

 

Step 2.  In this section, you may configure the Destination Network Object, 

Destination Zone, and Source Zone. For example, in Destination Network 

Object, you may select the respective destination network object. 
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Step 3.  After you had selected the Destination Network Object, then you may 

select the destination zone. In this example, the DMZ was selected. 
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Step 4.  Next, you may select the Source Zone. In this example, the WAN zone 

will be set as the source zone. 

 

Step 5.  After protected objects were configured, the next step is to enable a 

scan for open ports, system vulnerabilities, and weak passwords and enable 

scheduled active scans to have an automated scanning. Then, click Save. 
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Step 6.  Click Save, a confirmation message will prompt. Then, click Yes. 

 

 

Step 7.  After the scanning is done, it will show the responding result in Issue 

as shown in the figure below. 
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3 Precautions 
1. All of the configured destination network objects, destination zone, and 

source zone must be selected correctly. 

2. You may check on the disclaimer as it will perform port scanning in the 

network. 

3. The maximum number of destination IPs in 1024 IPs. 
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