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Chapter 1 Basic troublshooting
1. Check if the user matches the corresponding policy.

Online Users

View Casual User

Username: | 192.200.19.89

Alias: |

Group: |,.f

Policies

A4 View Resultant Set

D| No. | MName | Applicable Users Applicab... Endpein...

= Access Control (2)
[] 1 BlockTest Al users Al AN
D| 2 SSLcontent Al users All All

=2 Audit Policy (1)

D| 1 Various Inte.. All users

= Reminder Policy (1)

D| 1 Reminder all local users

2. Check if the troubleshooting is enabled or the IP is added to the global exclusion. If the IP address is
added to the global exclusion, the policy will not take effect.
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| Pradefined Excluded Address ” Custom Excluded Address |

+ Add | v Enable @ Disable | X Delete Search:|Search term |V|
[] Address | Description | Status Delete |
[] 192.200.19.89 v b

Filter

—IP Address (Packet Drop)

Specified IP: (i)
192.200.19.89

Protocol
|« Improve logs readability

— |« Turn on passthrough as well

IP Address: (i)
192.200.19.89

3. Check if the website is of type http. If it is a https type website, Reminder Policy is not supported.
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4. Check if there is a referer field in the http packet, and the Referer field in the packet will run the
Reminder page.

GET /forum.php?mod=viewthread&tid=1056 HTTP/1.1 ~
Host: community.sangfor.com
Connection: keep-alive

SEFEE - BE Upgrade-Insecure-Requests: 1

Wo Tine User-Agent: Mozilla/5.® (Windows NT 18.8; Win64; x64) AppleebKit/537.36 (KHTML, like Gecko) Chrome/
"+ 103 2019-09-03 15:12:| |76.9.3809.100 Safari/537.36 Feadatid-1056 HTTP/1.1
113 2019-89-83 15:12:| |Accept: text/html,application/xhtmlexml,application/xml;q=8.9, image/webp,inage/apng,*/*;q=0.8,application/ 21225 Win-29440 Len-p
117 20190903 15:12: I;u ned_exchangev-b3 __ _ B -1225 Win-29440 Len-145
118 2019-89-03 15:12: Referer: htt Iltolmlunlty.sang'For.com/plugln.php?ld=1nfo:lndaxl Ack=1225 Win=29448 Len-
ccept-Encoding: gzip, deflate

119 2@19-09-83 15:12: Ack=2905 Win=262656 Len

Accept-Language: zh-CN,zh;q=8.9,en;q=8.8,en-US;q=0.7

120 2819-89-83 15:12: |cookie: 37rD_2132_saltkey-GvhsAb2f; 37rD_2132_ lastvisit-1565830058; _pga-GA1.2.335464185.1565840096; Ack=1225 Win=29440 Len=
121 2019-09-@3 15:12:| |37rD 2132 smile=1D1; PHPSESSID=1bSnth8marfd48i3vcrid20m65; _gid=GAl.2.287703290.1567476745; Ack=1225 Win=29449 Len=
122 2019-89-03 15:12:| |37rD_2132_ulastactivity=d5f2EgVPED%2FNMp o8%2BySKebYKx3Lr1RSEZMBSCVIynpIguoMErd0; Ack=5809 Win=262656 Len
126 2019-09-83 15:12:| [37rD_2132_auth=df37zf1hkwztKsZenVqTQgN7gldNz9XcKAL%2FKIBpHIL zPRkyKnSarfp6K8mZNELUZvxHmby011MCbNgCABIPEUL1; Ack=1225 Win=29440 Len=
127 2019-89-83 15:12:| |37rD_2132_lastcheckfeed=1682%7C1567478214; 37rD_2132_viewid=tid 1968; Ack=1225 Win=29448 Len=
128 2019-09-83 15:12:| |37rD_2132 st p-1682%7C1567478220%7Cc417103b27879933ec9a7d833dd7b821; 37rD_2132 visitedfid-9D8D87; Ack=1225 Win=20448 Len=

12.| |37rD_2132_sid=tSHe8k; 37rD_2132_lip=10.0.8.15%2C1567479721; 37rD_2132_lastact=1567494743%9plugin.php%e9;
*| |_gat_gtag_UA_113130633_1-1

129 2019-89-83 15:
130 2019-09-83 15:12:
131 2@19-89-83 15:12:

Ack=18165 Win=262656 Le|
b Ack=1225 Win=29440 Len:

HTTP/1.1 200 OK Ack=11617 Win=262656 Le|

133 2019-89-83 15:12:] |pate: Tue, 83 Sep 2019 87:12:32 GMT 7 Ack=1225 Win=29440 Len

134 2819-89-83 15:12:| |Sepyep: =x=s#x B Ack=1225 Win=2944@ Len

135 2019-89-83 15:12:| |Set-Cookie: 37rD_2132_lastact=1567494752%89forum. php%@9viewthread; expires=lied, @4-Sep-2019 87:12:32 GMT; Ack=14521 Win=262656 Le

151 2019-89-83 15:12:| |path=/ L Ack=1225 Win=29449 Len:

152 2019-89-83 15:12:| |Set-Cookie: 37rD_2132 st_p=1682%7C1567494752%7C45efaae993bad80dad78ae92a86251ef; path=/ Ack=1225 Win=29440 Len

153 2019-09-083 15:12:| |Set-Cookie: 37rD_2132 visitedfid=68D9D8D87; expires=Thu, @3-0ct-2019 €7:12:32 GMT; path=/ Ack=17425 Win=262656 Le

154 2019-99-83 15:12: EEtfc‘“’"i;" 37'1"2—:1315;’;?32";‘1539?; aERZ] 5 Ack=1225 Win=29440 Len

xpires: Thu, ov :52: -

B0 AHBREEELD TRl CaEhE—Contr'ol: no-store, no-cache, must-revalidate, post-check=8, pre-check=0 | el Uy LEni“
< | |Pragma: no-cache 2
> Frame 103: 1278 bytes on |Set-Cookie: 37rD_2132 sid=t5H68k; expires=hWed, @4-Sep-2019 @7:12:32 GMT; path=/ v ~
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