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1 Introduction 

1.1 Abbreviations and conventions 
NGAF in this article refers to the SANGFOR NGAF device. 

1.2 Feedback 
If you find any questions of this documents, please feel free to give us feedback, email: 

tech.support@sangfor.com. 
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2 Abbreviations and Conventions 
SMTP: A relatively simple text-based standard protocol for transmitting e-mail on the 

internet.  

Listening Port: TCP port 25 

SSL Enabled Listening Port: 465 

3 Background 
Scenario: You can set up an SMTP server to enable alerts for firewall management and 

endpoint events. When an alert is triggered firewall sends an email notification to the 

configured email address. 

4 Configuration 
Step 1.  Go to the System page 
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Step 2.  In General Settings, select the SMTP Server 

 

 

Step 3.  Fill in the necessary information as figure shown below.  

Decryption SSL: Once checked, listening port number will be changed from port 25 to 

port 465. 
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Different SMTP Server may have different mail server names and port. Current NGAF does not support the 

smtp service configured with STARTLS. 

Example: 

Organization SMTP Server Name SMTP Port 

Gmail smtp.gmail.com 465 

Yahoo! smtp.mail.yahoo.com 465 

 

5 Testing Result 
This section will verify the SMTP Server configuration. 

Step 1.  On the SMTP Server section, click Send Test Email right below the 

authentication field.   
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Step 2.  A recipient address box will prompt to ask for the recipient email address. 

Input the appropriate recipient email address, then click Test. 

 

 

Step 3.  A Send Test Email Successfully will prompts out at the topmost, if a test 

email has been sent successfully.   
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Step 4.  You can verify the send test email logs by going to, System > 

Troubleshooting > Logs. 

 

Step 5.  Select Options then a Settings box will pop-out; check the Info and Email 

Alarm, click Save. 
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Step 6.  You can see Email Alarm logs on the list and other details.  

 

Step 7.  Check the email inbox, if the recipient received the testing email means the 

SMTP Server has been successfully configured.   
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