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1 Introduction

1.1 Abbreviations and conventions

NGAF in this article refers to the SANGFOR NGAF device.

1.2 Feedback

If you find any questions about this document, please feel free to give us feedback,

email: tech.support@sangfor.com.
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2 Application Scenario

To prevent thunder downloaders in LAN, the application that occupies the highest
bandwidth is video browsing. If the bandwidth has been occupied by video browsing
it may cause another user who needs Internet access to have very little bandwidth.
Usually, this is used to control the traffic in a LAN. The following diagram is the

topology to test bandwidth management:

30.30.30.1/24 === 20.20.20.1/24

et 20.20.20.0/24
Configuration Step:

(1)Set the corresponding external interface as the WAN attribute.
(2)Create a new line policy.

(3) Configure the bandwidth channel and select the corresponding application.
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3 Configuration Method

Step 1. Go to Network > Interfaces to check which interface is the WAN
attribute.
Edit Physical Interface *
Basics
Marme: eth1
Status: O Enabled Disabled
Description: | joptional
Type: Layer 3 .
Zone: Wian -
Basic Attributes: AN attribute
System Upgrade: Tempararily use this interface for systerm upgrade @ Femaining Period: 04:15:32
IPvd IPvE Link State Detection Advanced
IP Assignment: O Static DHCP FPFoE
Static IP: 1822001918724 5]
182.20019.185/24
Mext-Hop IP: 182.200181 5]
Link Bandwidth:  cuthound 10240 Mbps * nhound 10240 Mbps -
Cancel
Step 2. Identify the requirement of the bandwidth control to a specific

application of the LAN which includes guaranteed bandwidth. Then configure

bandwidth according to requirement.

Home s0C Manitor Ohjects

£ NGAF Platform >

Bandwidth Channel
Enable bandwidth managernent systarn
Bandwidth Channel Exclusion Rule
@ Addr
Name

Sre Object Application

Default channel Network Object All Al All

Metwork

Dst Object

System Menu name

a0 €

' Refresh Filter v e =

Schedule  Link hin Bandwidth Max Bandwidth

Allweek Al

| - 71000 (Mbis) 1128 (M
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Step 3. Go to Policies > Bandwidth Management > Link Settings, click
lines and add a new line and the interface as egress interface and configure
the outbound and inbound bandwidth.

Add Link »
Quthound Interface: eth -
Cuthound: I} khps -
Inbound: 1] khps -

Cancel

A NOTICE

Outbound and inbound are recommended to fill in the actual bandwidth of the ISP.
Otherwise, bandwidth control based on the bandwidth ratio may not take effect
(1KB=8Kb, 1TMB=8Mb).

Step 4. Next click on the line policy to create a new line policy for the line

that was just created.

Add Link Policy

Internet Protocol

Pratacol Al

LAN Settings

IP Address: [« ]

Specify IPy4 address or range (0

Specify IPYE address or range @

WAN Settings

Cancel
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Step 5. Go to Policies > Bandwidth Management > Bandwidth Channel,
add a bandwidth channel.

b NGAF Platform =13 Hame s0C Manitor Qhjects Metwark System Menu name Q A O Q admin
Policies
Bandwidth Channel
Enable handwidth management systerm
Bancwidth Channel Exclusion Rule
[+ UL ' Refresh Filter v &l =
Sre Object Application Dst Object Schedule  Link Min Bandwidih Max Bandwidth
B rteoyTemaite > abwork Object Al Al Al Alweek  Line 11000 (Mafs) 1128 .. 11000 M) L1 23 F
4 Defaultchannel  Netwark Object All Al Al Allweek All - 11000.1 (Mbis) 1128

Step 6. Configure the Guaranteed channel or Limited channel

accordingly, the target line is the line that you wish to control.

Edit Channel *
Enable
Mame: BandwidthManagement ]
Options Bandwidth Channel

Bandwidth Channel

Lirnk: Line 1 -
Applicable Ohjects

Channel Type @

O Guaranteed channel

Cuthound:  min 100 o, 1000 Mhps -
Max 100 % 1000 Mbps -
Inbaund: Min 100 %, 128 Mbps -
Max 100 % 128 Mbps
Friority: High -

Limited channel

Cancel
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Step 7. If you wish to have bandwidth limit per-ser you may turn on Per-
User Max Bandwidth.

[] Per-User Max Bandwidth

Step 8.  Then click on Applicable Objects to configure the application that

you wish to have applied bandwidth control.

Edit Channel *

Enable
Marme: BandwidthManagerment (i

Options Applicable Objects

Bandwidth Channel

Application: O &l
Applicable Objects
Specified

SelectApplication

Sre Object: © HMetwark Objects
All =
LlserGraup
Schedule: Allweek -
Dt Ohject: © network Objects
All =
Region

Cancel
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Step 9. Choose the application that you wish to apply bandwidth control.

Select Application

All - Search D] Selected (1)
Application categor
= PR gory MHame Tvpe Operation
= Hnowwn categories
(= Drlsrall Application Cielete

izt Web Site

[RET]

LeFy

Social Metworking

I

File Transfer
Metwork storage
Wieh Streaming Media

Dovenload Tools

Cancel
Step 10. Choose the IP group that you wish to have bandwidth control.
Select Network Object b 4
Awallable (6) | Add . Al - Search 9] Selected (1) Clear
Marme Type +  Address + Al
All © Paddress All
test © IFAddress 111
internal © P address 182.168.1.0-192.168 1,255
Lan PG © Faddress 192,168 1 0192168 1.255
© IFAddress 1821681110
Goto Metwark Objects Cancel
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Step 11.  If you wish to have a scheduled time, you can configure through
Applicable Objects > Schedule. It allows you to have a one-time schedule or a

recurring schedule. You can configure the time that you wish to have
bandwidth control.

Edit Channel =

Enable
Mame: BandwidthiManagement i)

Options Applicable Ohbjects

Bandwidth Channel

Application: All
Applicable Objects
© specified

SelectApplication

Src Ohject: Recurring Schedule

€3 Add One-Time Schedule

€ Add Recurring Schedule

Schedule: All week -
Dst Ohject: © retwork Objects
Al =
Region

[

Cancel

[
Add Schedule

Days of the Week: Tue, Wed, Thu, Fri, Mon

Time Period: 0&:00:00 - 1g:00:00

Cancel
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Step 12.  After successfully configured the bandwidth, it should have an

added bandwidth channel as the following figure.
Bandwidth Channel

Enable bandwidth management system

Bancwicth Channel Excluzion Rule

& Addr & Edit MW oelete " Enable {5} Disable # MoveUp & Move Down € Refresh Filter * | =]
Name Src Object Application Dst Object Gchedule  Link Min Bandwidth b2z Bandwidth PerUser Max Bandwidth  Frioity  Status
Ban dwidthlda Hetwo ke Object All Al Al Al e ek Line 1 1000 (Mbis) | 128 (b $1000 (Mbis) | 128 (M - High v
4 Default channel  Metuod Object: Al Al Al Allweek Al E 110001 (Mbrs) [128.... - High

Step 13. Monitor > Sessions > Traffic Ranking will show the IP that you
configure in the previous step. It shows the inbound and outbound traffic flow.
b NGAF Platform =a: Hame s0C w Folicies Qhjects Metwark System Menu name Q A @ Q admin

Monit & Cloud-Delivered Protection is activated. NGAF will compare IP addresses with the hacker |P database and block the ones that match. view
Monitar

Top Users by Traffic Top Applications by Traffic Top IP Addresses by Traffic Traffic by [P Address
Y Fitter 2 Locked Users Q' Refresh Refresh: § seconds ~
View: Tap 60, Group @)
No.  Usemame Group Throughput Out 4 Throughputin ¢ Bidirestional & Lock Oblain Traflic Details

1 # J IDefaUt groups 528(/%) 432s) 9B0(bs)  Lackuser  Obtain Others

Traffic Ranking
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4 Precautions

1. Ensure that NGAF has Internet access and the application control should be

allowed.
2. LAN PC must able to access the firewall and the LAN interface.

3. When testing for bandwidth management, do not use www.sangfor.com.cn

download package because it has been listed in the global whitelist.

4. To test for bandwidth management. Directly download a file to test the speed

and do not use 360-speed tests because it will optimize the speed.
5. VPN does not support bandwidth management.

6. The external interface is set to the WAN attribute for bandwidth management

to take effect.
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