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SSL Content Decryption

Bab 1 Skenario

Departemen R&D dari perusahaan perangkat lunak perlu audit content email yang
dikirim oleh developer untuk menghindari kebocoran informasi kode, jadi hendak
menggunakan IAM untuk audit content terenkripsi pengguna.

Bab 2 Konfigurasi

1. Periksa authorization dan rule basis versi untuk memastikan bahwa Multi-Function
License berisi Content dan SSL Content Ident

» Status
Authorization Method: Authorization via Licensing Server
» Proxy
Authorized User: test
» Objects Software License Expiration Date: 2020-09-23
» Users Service License Expiration Dote: 2020-09-23
» Access Mgt

» Bandwidth Mgt
» Endpoint Device

» Security

v System
4 Network
Deployment

Interfaces Software Update License |
License Status: Vaiid
Expiry Date: 2020-09-23

Protocol Extension

Fm

Optical Bypass
High Availability
Routing

Advanced

Firewall

4 General
Licensing

Navigation « ashboar

[— [] No. Databsse Current Version Latest Version Update Service Expires On Auto Update Operation
- 1 Engine Zero 2020-06-22 2020-06-22 301%-01-01 b4 rx
» Objects
2 URL Database 2020-07-14 09:00:00 2020-07-28 2020-09-23 b a9
» Users.
3 System patch SP_LFD SP_fsu SP_ume SP_hicSP_ses S SP_sec101 Never expire v 39
b Access Mgt 4 Application Signature Database 2020-07-14 12:34:56 2020-07-14 2020-09-23 v 59
* Bandwidth Mgt 5 Audit Rule Database 2020-07-15 2020-07-15 2020-09-23 e 9
» Endpoint Device
+ Security
~ System
Advanced
Firewall
4 General

Licensing
Administrator
Date/Time
4 update
System Update

Proxy

Database Update

2. Pastikan bahwa traffic network melewati perangkat IAM di kedua arah. Jika traffic
hanya satu arah, aplikasi tidak dapat diidentifikasi dan dikontrol.

» Status 5 Refresh X a © Stop

» Proxy. Status: Program Is running.
» Objects. | o, Name Size Download Delata
T Tl 1 2020-07-27-143016_etho_tepdump peap 380(KB) Dewnload x

[ -07-27-143016_sth_tepdume.peap 4.62(KB) wmioa x
[y —— 2 2020-07-27-143016_sth2_teod 874.62(kB) Dowrload

» Bandwidth Mgt
» Endpoint Device
» Security

- System

Hetwork

Firewall

‘Web Consale
Troubleshoating
Restart

Device Haalth Check
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SSL Content Decryption

Length Bytes in

flight Info

216.58.196.36 50121 » 443 [ACK] Seq=1 Ack=1 Win=2102272 Len=8

192.168.1.3

10 2020/209 14:30:40.844082

12 2020/209 14:30:40.844806 216.58.196.36 192.168.1.3 443 > 50121 [ACK] Seq=1 Ack=518 Win=65536 Len=8
13 2020/209 14:30:40.118146 216.58.196.36 192.168.1.3 TLSv1.2 1010 956 Server Hello, Certificate, Server Key Exchange, Server Hello Done
14 2020/209 14:30:40.120615 192.168.1.3 216.58.196.36 TLSv1.2 61 7 Alert (Level: Fatal, Description: Certificate Unknown)

15 2020/209 14:30:40.120619 216.58.196.36 192.168.1.3 TP 54 443 > 50121 [ACK] Seq=957 Ack=525 Win=65536 Len=0

50121 » 443 [ACK] Seq=526 Ack=958 Win=2101248 Len=0

18 2020/209 14:30:40.121032 192.168.1.3 216.58.196.36

3. Konfigurasi audit policy, karena aplikasi sering berisi multiple rules, perlu untuk
memeriksa rule aplikasi mana yang dikenali oleh IAM database.

Policies.

) Status ! X Delete | # Edit | + Enable @ Disable | 4 Move Up ¥ Move Down % Move To | B Import [#Export
) Proxy Access Control  Applicable Users | Applicable AP(Group) ' Endpoint Device Destination Created By
» Objects Audit Policy

N Quota Control ft activities a. Al users Al All All admin
Reminder Policy

~ Access Mgt
Ingress Folicy

» Policies .
+ Using Template »

> Advanced

Select Ttem

| HTTP Data File name of downloaded file
Outgoing

- Email
Website
» Browsing 4 Outgoing email(SMTP) (&)
/Download Incoming email(PGP3/IMAR) (D)

» Email T

s IM Chats (@
»FTP IM Software: MSN, Yahoo, Google-talk, Fetion, ...

-, Other IM chats )

» Applicati FTP

FTP file upload (file name and contents)
FTP file download (file name only)

Telnet

Commands executed via Telnet

[ Access to other applications (exclusive of contents)

() Access to unidentified applications (on which address and port. It
incurs massive logs)

Schedule: All Day

4, Sekarang banyak website dan browser menggunakan protokol QUIC untuk
mengirimkan data, dan data yang dienkripsi oleh protokol QUIC tidak dapat dikontrol,
jadi protokol QUIC perlu dinonaktifkan. Setelah nonaktifkan protokol QUIC, website
dan browser akan secara otomatis negosiasi penggunaan HTTPS untuk mengirimkan

data.
Navigation « m_ﬁ—

» Application Signature Add Service

» Advanced App Signature Service Name:

» Custom Application Jquic

» URL Database Services: (1)

[P y— = l[o= e Tomn]

> Service

80
a43|

» IP Address Database
» Schedule

» Keyword Group

» File Type Group

» Location
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Navigation

¥ Policies

» Advanced

Dashboard Interr ties

Access Control
De

Enabled

S Audit Policy (1

Name: | Block

Description: |

Options | Object || Advanced

[[]saas Options
=123 55L Contents

[CJContents.
255 Email

[JJEmail
2£3QQ Whitelist

[]QQ whitelist

Access Control Service
. senvice

953 Application # add X Delete | = Allow @ Reject | 4 Move Up ¥ Move Down
Ul N [[] Mo. Destination ~ Service Name Schedule Action Delete
P service
CProxy [ [+ quic [][an pay [+ reject [~]
[CJsearch Keyword I - p— J
[_JFile Type "

1. Jika Anda ingin melakukan kontrol yang lebih detail atas tindakan dari website https,
seperti mengizinkan browsing tetapi tidak upload attachment, kemudian Anda perlu

memeriksa deskripsi database apps untuk menentukan apakah Anda perlu decrypt
domain name yang relevan. Misalnya, setelah query deskripsi database, Anda dapat

konfirmasi bahwa Gmail upload attachment perlu mengaktifkan SSL data decryption.

 Select Application

Tag

Selected(0)

# All(6735)
& saas(s96)

& Disclosure Risk(s.
& High Bandwidth

& Reduce the Effici

& send Email(37)

& Forum and Micro...

Select: All - Deselect Al

San
9 Al known applications

& security Risk(174) S mail

“om
[[JM Gmaillupload_tt.
TI™ Gmail[Send_Maill

[IMGmailisrowse]
1M Gmailipownioad_

Details

Gmail[Upload_Attachment]
App Category: Mail

Tag: Saas, Disclosure Risk
Others: Individual app,

Encrypted

SSL Decryption: Required

Web-based Gmail

Schedule: | All Day

Action: Reject N2

oK. cancel_

2.Aktifkan SSL recognition dan pilih website yang memerlukan SSL decryption sebagai

Gmail.
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SSL Content Decryption

Select Application

Details.

Appiication: Gmail

App Category: Saas

Tag:

Others: Individual app, Encrypted
Description: Official Site

3. Download root certificate yang dikenali oleh SSL dari perangkat IAM dan import ke
dalam sistem.

Access Control [Block]

Enabled

Name: | Block

Description: |

options || object [ advanced |

8 Application gmail.com
& application smlllgooglel.com
googleemail.com
i mai.google.com
OProxy www.gmail.com
[(JSearch Keyword g{mw-umqule-mm
es.google.com
(DJFile Type dreaméever.org
[[Jsaas Options
93 SSL Contents. [CJReject data transmitted over QUIC protocol (i)

569QQ whitelist O Filter encrypted emait
[-Jaq whitelist On ports 25, 465, 995, 143, 993 and 587.

Download Server SSL Certificate (i)
How to Remove Alert in AD Environment.
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n | Certificate X

General Details Certification Path

_n Certificate Information

This certificate is intended for the following purpose(s):
« All issuance polides
+ All application polices

Issued to: VeriSign Class 1 Extended Validation CA

Issued by: VeriSign Class 1 Extended Validation CA

Valid from 3/23/2020 to 3/21/2030

[tnstall Certificate...| | Issuer Statement
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' & &* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

| A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
(®) Current User

(Gl

To continue, dick Next.

Next Cancel
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€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

X

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

Next
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Select Certificate Store

Select the certificate store you want to use.

SRl Trusted Root Certification Authorities
". ErrEE 1T

+~{] Intermediate Certification Authorities
----- [ Trusted Publishers

L 1intrieted Certifirates

tificates are kept.

oK Cancel

store, or you can specify a location for

e based on the type of certificate

re

Next Cancel
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X

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

i You have specified the following settings:
gl e e = Trusted Root Certification Authorities
Content Certificate

Finish Cancel

4. |E dan Chrome call certificate bawaan dari sistem Windows, dan Firefox browser tidak call

certificate bawaan dari sistem Windows dan perlu diimport secara terpisah.
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- X Options

‘ﬁ' General
Q Home
Q Search

©) Firefox about:preferences#privacy

| O Find in Options |

|% | AIUW FIIEIUX W RS PEUNGIZEU EALENISIUN TELUNTTIEIUGUUNS  LEDHTTHUIE
\il Allow Firefox to install and run studies View Firefox studies

\:| Allow Firefox to send backlogged crash reports on your behalf Learn more

n Privacy & Security

p —
SecUrty

s Sync

#  Extensions & Themes

@ Cirsfry Stinnart

tive Content and Dangerous Software Protection
\ZI Block erous and deceptive content Learn more

ous downloads

[/] Block dan

|z| Warn you about u nted and uncommon software

Certificates
When a server requests your personal certificate
( | Select one automatically

. Ask you every time

— Query OCSP responder servers to confirm the current validity of

~ certificates
Security Devices...

Certificate Manager

Your Certificates Authentication Decisions People Servers | Authorities |

You have certificates on file that identify these certificate authorities

Certificate Name \ Security Device
W AC Camerfirma S.A,

Chambers of Commerce Root - 2008 Builtin Object T

Global Chambersign Root - 2008

v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root in Object Token

Camerfirma Global Chambersign Roof Builtin Object Token

Edit Trust... Export... Delete or Distrust...

-

v N B & =

@ Ssign inte Firefox
b Protections Dashboard

B Mew Window
©3 New Private Window

B Restore Previous Session

Zoom — (100%
Edit X
I\ Library
w0 Logins and Passwords
& Add-ons

47 Customize...

Open File...
Save Page As...

= Print...

Q, Find in This Page...
More
Web Developer
T What's New

@ Help
® it
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Select File containing CA certificatels) to import x
g P
4 Bl » ThisPC » Desktop v | D & Search Desktop
Organise + New folder =« [H o
MName Date modified Type Size
YR
#F Quick access
I Deskt » 5] rootea 72772020 11:17 PM Security Certificate 2KB
esktop
‘ Downloads -
Documents -
[&=] Pictures -
J'! Music
m Videos
@ OneDrive
[ This PC
@ Metwork
£ >
File name: v| | Certificate Files v/
| Open | | Cancel |

Certificate Manager

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust *VeriSign Class 1 Extended Validation CA” for the following purposes?

|| A Trust this CA to identify websites.
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

Cancel

Edit Trust... Import... Export... Delete or Distrust...

4. Anda juga dapat menggunakan cert installer download dari IAM link.

http://IAMip/httpscert/index.html [P IAM adalah IP IAM apapun yang dapat terkoneksi
dari PC ke IAM.

misalnya: http://1.1.1.3/httpscert/index.html
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@ Identity Authentication System X

& C @@ Notsecure | 1.1.1.3 e @ Incognito (2)

' Identity Authentication System

Install Certificate

E@ WINDOWS

Download

installca_windows.exe

’

D iPhone&iPAL

5. Periksa apakah certificate yang digunakan untuk mengakses website "VeriSign Class 1
Extended Validation CA", jika benar, berarti SSL decryption berhasil.

$ Sangfor_lAM - SANGFOR 1AM X M Starred - yanzhijiemas@gmail.cc X +

&« & & [nail.google.com/mailfu/0/?pli=1#starred

— M Connection is secure

Your informaticn (for example, passwords or credit

card numbers) is private when it is sent to this site.
Learn more
I— Comp¢

ssages. Stars let you give messages a special !

Inbox B Certificate (Valid)

%  Starreg @& Cookies (47 in use)
O Ssnooze
Lt Site settings
> Sent
. Drafts z
v Maore
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n  Certificate X

General Details Certification Path

| = ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of @ remote computer

Issued to:  mail.google.com

Issued by: VeriSign Class 1 Extended Validation CA

valid from 7/7/2020 to 9/29/2020

Issuer Statement

5. Gunakan Gmail untuk mengirim mail, Anda bisa mendapatkan judul dan body
content dari mail.

= M Gmail Q isstarred % - ®

Oo- ¢
|- Compose
No starred messages. Stars let you give messages a special status to make them easier to find. To star a message, click on the star outline beside any message or conversation.

Inbox

Starred
snoozed
Sent

Drafts @qq.com

<« BV exgo

More 123456

test123456796

Meet

m Starta meeting 0.02 GB (0%) of 15 GB used Terms - Privacy - Progra

Manage

B3 Joina meeting

Hangouts

No recent chats
............. “ AjoQaRmd s
29 <

-

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Dashboard || Online Users || policies * || Licensing * | Rt eas ot

~ Status 2 Auto Refresh: 5 second(s) ~ | I Filter
» Dashboard Filter: Group (/)  Objects: Search term Email IM chats Others Forum & Microblogging Outgoing Files Website Browsing  Action: Reject Log Alert
» Online Users No. | Time Occurred Username: Group 1P Address App Category Application Action Details.
1 7seconds age sangfor / 182.168.1.3 Mail Gmail[Send_Mail]  Log URL: mail.google.com -
» Troubleshooting Center Contents: <div dir="1tr">test123456796 </div>
nder: _ mas@gmail.com
b Traffic Statistics Receiver: 123456
Receiver: » 2aq.com
& iz A il = 2 7seconds age sangfor ! 192.168.1.3 Visit Web Site Search Engine Log URL: taskassist-pa.clientsé.google.com
» Lodked Users. 3 7seconds ags sangfor / 102.168.1.3 Visit Web Site Search Engine Log URL: translate.googleapis.com
R 4 7seconds ago sangfor 7 102.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
5 gssecondssgo  sangfor / 152.168.1.3 it Web site Search Engine Log URL: translate. googleapis.com
» Security Events. 6 1 minutes ago sangfor ! 192.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
7 1 minutes ago 'sangfor ! 192.168.1.3 Mail Gmail[Send_Mail] Log URL: mail.google.com/mail/u/0/?pli=18sw=2
Website: mail.google.com
8 1 minutes ago sangfor ! 192.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
9 1 minutes ago sangfor ! 192.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
10 1 minutes ago sangfor / 192.168.1.3 Visit Web Site Search Engine Leg URL: taskassist-pa.clients6.google.com
11 1 minutes ago sangfor / 182.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
12 1 minutes ago sangfor 7 192.168.1.3 Mail Gmail[Browse] Log URL: I 1 mail/u/0/?ui=28ik=687af392f7
Website: mail.google.com
13 1 minutes ago sangfor / 182.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
14 1 minutes ago sangfor 7 192.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
— 15 1 minutes ago sangfor / 152.168.1.3 Visit web Site Search Engine Log URL: translate. googleapis.com
16 1 minutes ago sangfor / 192.168.1.3 Visit Web Site Search Engine Log URL: translate.googleapis.com
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