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Bagaimana untuk Berkorelasi dengan NGAF untuk Operasi Sederhana

Bab 1 Skenario

1.1 Skenario

1.2 Lingkungan
1.2.1 Lingkungan Network

192.168.20.96/24
& cneror

Cyber
Command

Endpoint
Secure

20.10.0.3/24 20.10.0.8/24

1.3 Tes Perkenalan

1. Hanya perlu menganalisa traffic Botnet URL domain name untuk melewati NGAF, dan itu
tidak perlu mengunjungi URL ini.

Bab 2 Konfigurasi

2.1 Konfigurasi NGAF

1. Pergi ke Monitor->Logging dan Alarm Options-> Logging Options Path, konfigurasi
correlation options, seperti IP dari Cyber Command, Anda dapat mengatur akun dan password,
itu akan digunakan di Cyber Command.
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@ SANGFOR | v

| Navigation (8 | Logging Options
» Status Central Management | The page can be configured.
S ManipE ® Logging and Archiving
I Logs Security Logs Application Control Logs Traffic Audit Logs (i) NAT Logs
I Statistics
I System Status Log Location: Log Location: Log Location: Log Location:
' Report Syslog (] Syslog (Recommended) O Syslog (Recommended) O Syslog
v v
2 Logaing andlAlam Options Local (Recommended) [v] Local /] Local
» Logging Options Cyber Command Cyber Command Cyber Command
» Alarm Options
» Log Database
e Local Logs
i Networi Log Preservation/Deletion: @ Auto-delete logs cached for 180 days
» Objects () Delete logs of the earliest day if disk usage reaches threshold % Settings
» Policies Merge Logs of Same Type: Enable (i)
» System Maximum Exported Entries: Export the latest| 1000 | entries(i)
pAuthenHication Syatem Cyber Command and NTA Settings
» Next Gen Security System
Address: 192.168.20.96 Test
Communication Port: 4430
Data Sync Account: sangfor
Password: esscscscee
‘ Save \

2. Pergi ke Objects-> Security Policy Template->APT Detection, add APT template.
e —————————————

e e | ——

Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration only.

| + agd |x £ Refresh
[ Ne. Name Protection
- default Remote Access Trojan, Suspicious Traffic
~ Objects
2 Default Template Remote Access Trojan
» Network Objects s Anti-ransomware via bot reconnecting prevention Remote Access Trojan
» Services

4 Security Policy Template
Intrusion Prevention
Web App Protection

APT Detection

Content Security
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Naviga K

» Status

APT Detection

» Monitor

Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration only.

» Network

4 Add X Delete 43 Refresh

¥ Objects

» Network Objects
» Services

4 Security Policy Template
» Intrusion Prevention
» Web App Protection
» APT Detection

» Content Security

I* Threat Signature Databases

I» Content Identification Databases
» IP Address Database

» Schedule

» Trusted CA

] No ‘ Name

= default

-2 Default Template
= | 3

Anti-ransomware via bot reconnecting prevention

Edit Template X

Template Name:  default

Description: default

Security Options
Remote Access Trojan
Suspicious Traffic settings @

OK | \ Cancel

3. Pergi ke Policies->Network Security->Policies path, add dua policies untuk block botnet

traffic.

@ SANGFOR | near

Navigat

I» Access Control

4 Network Security
» Policies

» Anti-DoS/DDoS
» ARP Spoofing Prevention

» Signature Model Learning
I» Bandwidth Management
» Deployment Wizard
» Blacklist/Whitelist

» Custom Webpage

W.: www.sangfor.com |

» Status Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration
W—— #Adds| X Delete | v Enable @ Disable | 4 Move Up & Move Down T Move | 4 Refresh | [@Advanced
SiHehO Policy for Server Scenario Type Source
— Policy for Internet Access Scenario Server fl(;:vev;rvl\(’%tjects: i
¥ Policies O 2 LAN IntemetPceess ﬁzrt]:l;)rLl? gbjects: Al

» NAT
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Edit Policy for Internet Access Scenario

Basics ' Protection “* Detection and Response
Name: LAN
Description: Optional, 0 to 95 characters
Status: Enable
Source
Zone: LAN @
Network (@ Network Objects
Objects/Users: i o
() User/Group
select Q
Destination
Zone: WAN =]
Network Objects: All e ]
| Next | | Cancal |

Edit Policy for Internet Access Scenario X

Basics ' Protection ' Detection and Response
Basics Protection {(for any scenario)
() Intrusion Prevention (i)
= A
(] Content Security (Sangfor Engine Zero file verification) (i)
= v
Back ‘ Next | ' Cancel
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Edit Policy for Internet Access Scenario

Basics ' Protection * Detection and Response

Detection {for any scenario’

[ APT Detection (i)

default w | Action: (O Allow | @ Deny
Local DNS Server Exists: () Yes @ No
Response (for any scenario)
Correlated Address Block (i)  Settings
Log event
Back | OK | ‘ Cancel |

User: admin ¥

Polices

Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration only.

» Status

» Monitor +Adde X v @ t B & Refresh | [ Advanced

> b [ Priority  Name Type Source Destination Risk Assessment
Zone: WAN Zone: LAN

b Objects o e fpies Network Objects: All Network Objects: LAN

~ Policies Zone: LAN Zone: WAN

o z w Intemet ACCESS  Network Objects: All Network Objects: All
» NAT

Access Control
4 Network Security

Policies

ANG-DOS/DDOS

ARP Spaofing Prevention

Signature Model Learning
Bandwidth Management
Deployment Wizard
Blackist/Whitelist

Custom Webpage

2.2 Konfigurasi Cyber Command
1. Pergi ke System path.
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9 admin ~

=1 Threat Intelligence

@ Help

;. Service Packs

= Endpoint Secure % BBC

: ® Online: 0 Offline: 0 W @ Online: 0 O Exit

Today's Synced Logs: 0 N/A (sync not supported)

2. Enable Two-way authentication, lalu masukkan akun dan password yang Anda konfigurasi di
NGAF.

@L\,tw Command = Home

Sy -

B Conelated Devices  ~ || C Pekeh

_ TotaiLoga oy 293 2 Sangor devke Icnsed enses teraiong (101 ot TA, s rguttn 4 veut sl st

. NGAF 1AM = STA 2 Endpoint Secure 88C

@ syem 5  Onlire: 1 = Offine: 0 * Connectest 1 Edit B« Online: 0 * Offine: 0 » Onlie: 0 *Offine=0.

2. Update 5 Today's Synced Logs: 293 N/A (syne not supported) Today's Synced Logs: 0 /A (syrc ot supported)

2, Maintenance 3

& Datobases > Fhew X Cawn  C Refeesh h : Seach
[ Mo NemePAddess) ©  Type S WP Address S Version Total Synced Logs © Todoystogs  LastSynced S st Alerts (0 days) = Operation
Tl 1 Sanglor AM (1921682 IntemetAcc— 1921682090 Sangfa e = - 2210323160624 @ Mo o -
O 2 atpozisaesn Next Gener... 1921682051 AFB09 oM 31 20210323 160147 ® Nor.. a -

2.3 Run Botnet Program
1. Run Botnet Program PC.

=3 Eof =
O[5+ » o] s 3
Organize v [=) Open Share with v Print New folder =~ [0 @
i Esvorites Name i Date modified Type Size
Bl Desktop || Botnet_Test_URL.txt 3/18/202110:42 AM  Text Document 1KB
& Downloads %) Run.bat 3/23/20214:12PM  Windows Batch File 1KB
=, Recent Places ‘ Open
Edit
~a Libraries Print
5| Documents %' Run as administrator
@' Music Troubleshoot compatibility
k= Pictures 7-Zip >
E Videos CRC SHA »
'S’ Use Endpoint Secure Agent to Scan
& Homegroup
Share with >
8 Computer Restore previous versions
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2.4 Periksa Logs dan Korelasi ke Block

2.4.1 Periksa Security Logs di NGAF

1. Periksa apakah ada hasil Secure Log.

2 Refresh Lo M
User Securty by Severity and Certainty

» System I‘w No.  user Statws Severity Artack Type Attack Stage Dstections Malkious Files  Corration Operation

W Theeat Detection 1 Night Mours (20:00-08:00)

Host Activities.

3. Konfirmasi apakah URL termasuk di Botnet Tools.

2021-03-23 15:27:30

2021-03-23 15:08:7 st 6 View Aaslysis
2021:03:23 15:00:31
2021-03-23 15:00:31
2021-03-23 14:36:57
2021-03-23 1413137

Z 50 e vowoauN

=

2021-03-23 13:55:51

2021-03-23 13:20:04
2021-03-23 13:20:04
2021:03-23 12:49:24
20210323 12:44304.

5% 5%

2021-03-23 12:44:04.

%

2021-03-23 12:13:26
2021-03-23 12:08:05
2021-03-2312:08:05.
2021:03-23 11:37:39
2021-03-23 11132118

k-4

8

jé§3difidiaaiaagaiaaegas
(REEER R iR i 8E il iRt
P EEEPEPRPEEPREERPEEREDPERDE DD
IREERERREEREEREEREE RO @
’)06E0E00E6C0B0COC0G0GEQ@
' PPFPPPUBPEPPPOBEPDBE BEE
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@Cyber Command = Home  Response Detection Reports  More

. T Site IP Ranges ¥ W Import ~ & Export ™ Refresh
88 Overview ® Tags @ 9 & Imp: B2 Exp C'Refres

Groups ¥ New Active Unapproved Inactive

gstaff 0202020 JEE|
2 Settings Al
: Type : All v Tags: “ Criticality : “ Critical Noncritical
8" Uncategorized ... =
5" Internal IP Range OS: n windows unix linux mac Others
EAG © New
No. IP Hostname MAC Address [e}y
1 20.10.0.3
2 20.10.0.8

2.4.2 Periksa Security Log di Cyber Command

1. Pastikan Cyber Command menghasilkan asset menurut logs dan traffic yang
disinkronisasi NGAF. Jika tidak, Anda perlu membuat asset secara manual di Cyber
Command.

@CyberCommand - Home  Response  Detection
B Giview O7s  @iePhangec ~  whimpot v @bpon v CRetes i
Staff
@ Setting .
L = “ [ ] KN - [~ ]
- O New

2. Pergi ke Detection->Logs Path, filter IP dari Anda tes PC, dan periksa apakah ada
security log terkait.

@ Cyber Command ™  Home

Tot. os 181
- | . .n - E.h - - iE.n - |} LB w - LB B U
No.  Mak ¥ b ¢ A 4 " ¥ 1 4 4 T
1 Selected Fields € , .
» Tim R —
¢ 003
Log
¢ a1003
¢ 201003
¢ 201003
+ owt x
¢ w003
=y x
¢ 20100,
Data x
¢ 20100
1 Available Field ¢ 01003
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3. Pergi ke Response->Security Events->By Correlation path, lalu periksa apakah Cyber

Command menghasilkan Security Events.

@ Cyber Command =

@ Cyber Command e Home Detection  Assets Reports More

Response

5 Risky Servers

m O Pending Object Fater i
EH Risky ormains Rak:: (A arget
= 4
aln al
" iy ;
Lt
o

Qo

2.4.3 Berkorelasi ke Block Botnet Traffic

1. Klik Correlated Response.

Detection  Assets

Reports  More

@ Cyber Command = Home

Response « TR
Risky Servers ¥ i - ey @ ok aasis
L]
‘ fconsarstogoo]
il Connection idenE:
i [}
Legal Risk 0 0 0
e
= o
T e o
2. Pilih Correlated Response.
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Correlated Response X

A Botnet event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files. Enable

forensics to clean up malicious files.

Q 9 Correlated Block
0 Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control GED
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

@\ Browsing Risk Notification
@ Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

Na

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan A

Start a full/quick scan on host and quarantine/trust detected malicious files.

\'{
'\

Forensics /.

for

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Close

3. Klik Start dan atur waktu lockout, lalu klik OK.

Correlated Block

Direction: @ All ) Outbound ) Inbound
Lockout @: 1 days

Remarks:

4, Setelah beberapa detik, Anda dapat melihat policy yang dikeluarkan berhasil.
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Correlated Response

Asset IP: 20.10.0.3 Create Response Policy ®
Correlated Block

Device: Hot

IP Address:

i '8 ™
Correlated Block @ Locking (1 days 0 hours 00 mins) Edit | ( Unlock ) | «

Direction: Outbound Lockout: 1 days

Remarks: Manually correlate is a correlate policy that be pushed do...

Again Close

5.Anda dapat log in ke NGAF web console, dan pergi ke Status-> Correlated Address Block path,
kemudian Anda dapat periksa IP yang diblokir oleh Cyber Command.

6.Jika Anda ingin menggunakan access control policy untuk memblokir botnet traffic, Anda dapat
pilih Access Control.
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Correlated Response X

A Botnet event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files. Enable

forensics to clean up malicious files.

9 Correlated Block
® Block all outbound accesses from a specific host or inbound accesses to that host.

Q Access Control @GED
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

@‘ Browsing Risk Notification
(D Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

No

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan A

Start a full/quick scan on host and quarantine/trust detected malicious files.

N/
' 3

!I Forensics A
Q Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Close

7. Klik Start dan konfigurasi Zone dan IP yang Anda ingin blokir.

Access Control

Selected IP: @ As src IP () As dst IP

*Src IP/IP 20.10,03
range:

*Src Zone: LAN

Src Port: O Al () Custom

*Dst IP/IP 0.0.0.0-255.255.255.255
range:

* Dst Zone: WAN
Service: Predefined  Predefined Service/any
["] custom Select

Remarks: Optional

8.Setelah beberapa detik, Anda dapat log in NGAF web console, dan Anda dapat menemukan
Access Control policy dikeluarkan

berhasil.
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| » Objects Search B | Hadd Xt | Lotk @i | WpMore = X Settigs |+ More » | 8 Refresh Zemer  soorcn £
~ Policles; ~ | 10) procy  Mame Tag 7 2one ‘Source Address. st Zone. Destnation Service/Application Schedule Adlon  HRCout St Operation
1. UBRaiGroup (0)
» war 2 S19 oty Geoup (13 || 2 SIP Policy Group(1)
4 Access Control 3. Defsult Poicy Growp (4 1) 1 Cyber Comemana_20210.. un ‘SRC_Cyber Command_20210323.. WAN DST_Cyt 1.20210323.. 1065 All wesk peny 3. & @7 X
+ Apphcaton Controt 4 3. Detautt oty Group(4)
s b 0 2 PC_Bock N wAN a aMg{TCPI0-65535; UOPIO-65 All week ooy ° @ mrx
+ Comnection Contrck OMZaWAN
s/} quic wn oy - Ay Al sk Alow o @ mrxe
 eework Seanty ONzaswan Oz
S s =[P Defaulz any ~ any al Al All wesk Allow 29000 v @7 x
- s Defaut Poscy Al ~ AVAL All week Den 160 Bax
» Deployment Wizard
» Blacdisy Whitelst
» Custom Webpage
> System
Bl ool o
* Next Gen Security System

9.Jika Anda ingin unblock access control policy, Anda dapat klik Unblock.

Message

Are you sure you want to unlock
Control?

The established Access Control will be

deleted after unlock operation

10. Anda dapat log in ke NGAF web console dan periksa apakah access control policy dihapus
oleh Cyber Command.

Navigation

191 maneg be edted.
voides | paryOmne | pacyOwngetieteo |
Sexch 9| 4add Xpekin | ¥ G e o B
o 100 pocey._ name omzoe  Desoraon Service/Appication schesule Atin  Wmcom  sms  operstan
1. UBPolGroup (0) % o
Ay 2. 519 Poley Group () || 3 3+ Default policy Group(4)
4 Access Cootrol 3. Defaut Poscy Group (4 1 1 PC_Bodk n Al wan A any{TCP:0-65535; UDP:0-65 All wesk = o @ @7 %
! OMzaswAn
s 0 2 Quic N un any A AvAl Al week At " @ X
+ Country Blcking Dhzsswan  OME
. Connection Contrel 0 s ez any any A Awa Al wesk. Aow 29018 v s X
<4 etaupoy M M - M A ek ooy 10
1 Network Security Bax
. Bandnicth Mansgsmere
+ Deployment Wizard
Biacswrelat
» Qustom webpage
» System
o e
| ¥ Next Gen Security System
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