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Audit Policy

Bab 1 Skenario

Sebuah Universitas berharap untuk audit perilaku online siswa, termasuk website yang
mereka kunjungi dan aplikasi yang mereka gunakan. Selain itu, mereka perlu
menganalisis peringkat total traffic dan durasi akses siswa ke berbagai aplikasi.

Bab 2 Pemeriksaan Lingkungan
Network

1. Periksa authorization dan versi database untuk memastikan bahwa rule basis telah
update ke tanggal terbaru. Aplikasi control policy untuk memproses paket data yang
bergantung pada database. Jika database tidak update ke versi terbaru, identifikasi
beberapa traffic mungkin salah.

Navigation B -=nsn S ——

» Status
Autherization Method: Authorization via Licensing Server
» Proxy .
Authorized User: test
pChiccs Software License Expiration Date: 2020-09-23
» Users Service License Expiration Date: 2020-09-22

» Access Mgt

» Bandwidth Mgt Device License [ Multi-Function License Neural-X License sangfor Engine Zero License
prae - @ 1. Max WAN Lines: 2 Gfp  Licensed Modules: @ Licensed Modules: T Licensed Modules:
» Endpoint Device 2. Max Branch Sitas: 2 1. VPN Setup 1. APT Detection 1. Sangfor Engine Zaro
p—— 3. Max Bandwidth: 100 Mbps aforin 2. Malicious URL Detection (P cforan (o
Gateway ID: FD9D8055 JContentRudi

License Status: Valid Expiry Date: 2020-08-23
Expiry Date: 2020-09-23

¥ System License Status: Valid

b Network [Reset [Terms of Use & Privacy Policy License Status: Valid

Options

1 Firewall

4 General

Application Signature Database Software Update License() sangfor URL Database
Licensed Modules

1. Cloud-based URL Identification

Licensing =

Administrator

g?

License Status: Valid License Status: Valid

Expiry Date: 2020-09-23 Expiry Date: 2020-09-23
Date/Time o ey bete License Status: Valid

Expiry Date: 2020-09-23

I» Update

Alarm Options
Global Exclusion

Backup/Restore

Custom Webpage

E‘-— SANGFOR | 12.0.4 Online Service ¥ > adminv [ Business Intelligence W1 ¥ |
» Status v @ A Update Server = §5 Refresh
» Proxy No. Database Current Version Latest Version Update Service Expires On Auto Update Operation
i 2 [(ORL oatabase 20200714 05:0000 20200721 o2 ] v 39
—
3 System patch SP_LFD SP_fsu SP_ume SP_htc SP_ses SP_WP..  SP_sec0101 Never expire v 89
» Access Mgt
s [Application Signature Database 2020-07-14 12:34:56 20200714 2020.09-23 v 39
st
Bibebith s 5 Audit Rule Database 2020-07-15 2020-07-15 2020-08-23 v 39
» Endpoint Device
» Security
—

Administrator
Date/Time
4Update
System Update

2. Pastikan network traffic melewati perangkat IAM di kedua arah. Jika traffic hanya satu
arah, maka aplikasi tidak dapat diidentifikasi dan dikontrol.
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» Status 4 Refresh X Celiete | S Options | 9 Stop

» Proxy Status: Program is running.

» Objects [ Mo. Name size Downlaad Delete

— [ 1 2020-07-27-143016_eth0_tcpdump.pcap 360(KB) Downlaad x
[ 2 2020-07-27-143016_éth2_tepdump. peap B74.62(kB) Download x

b Accass Mgt
» Bandwidth Mgt
» Endpoint Device
» Security
- System

Network

 Firewall

» Ganeral

4 Diagnostics
System Logs
Capture Packets
Web Console
Troubleshooting
Restart
Device Health Check

W [top strom 200

Length Bytes in £light Infe

10 2020/209 14:30:40.044082 192.168.1.3 216.58.196.36 TCP 50121 » 443 [ACK] Seq=1 Ack=1 Win=2182272 Len=8
11 2020/209 14:30:40.044803 192.168.1.3 216.58.196.36 TLSv1.2 571 517 Client Hello

12 2020/209 14:30:40.844806 216.58.196.36 192.168.1.3 TcP 54 443 = 50121 [ACK] Seq=1 Ack=518 Win=65536 Len=
13 2020/209 14:30:40.118146 216.58.196.36 192.168.1.3 TLSv1.2 1010 956 Server Hello, Certificate, Server Key Exchange, Server Hello Done
14 2020/209 14:30:40.120615 192.168.1.3 216.58.196.36 TLSv1.2 61 7 Alert (Level: Fatal, Description: Certificate Unknown)

15 2020/209 14:30:40.120619 216.58.196.36 192.168.1.3 TCP 54 443 » 50121 [ACK] Seq=957 Ack=525 Win=65536 Len-0

192.168.1.3 216.58.196.36

18 2020/209 14:30:40.121032 50121 » 443 [ACK] Seq=526 Ack=958 Win=2101248 Len=0

Bab 3 Konfigurasi

1. Konfigurasi policy dan periksa content yang perlu diaudit, seperti perilaku aplikasi,
traffic, dan web content.

Nauigation <« Dashboard Online Users * | [Z=--0kadl | Licensing * || Internet Activities *

} Status || 4 add '] X Delete Edit | + Enable @ Disable | 4 Move Up ¥ Move Down Ir%Move To iﬁlmport |3Exporl
» Proxy Access Control Applicable Users Applicable AP{Group)
» Objects I Audit Policy I |

Quota Control Test All
b Users

Reminder Policy
+ Access Mgt

Ingress Policy t activiti..  All users Al

¥ Policies

4+ Using Template B

» Advanced

Ketika Audit perilaku aplikasi, perlu dicatat bahwa Anda biasanya perlu periksa "Access
to other applications (exclusive of contents)", karena ada banyak kategori aplikasi, dan
option di atas option ini hanyalah beberapa kategori yang umum digunakan, dan
sebagian besar rule basis aplikasi termasuk dalam option ini. Biasanya, "Access to
unidentified applications (on which address and port. It incurs massive logs)" tidak
diperiksa, karena akan menyebabkan sejumlah besar log.
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Select Item

HTTP Data —

QOutgoi .
utaeing ile name of downloaded file

\Website

» Browsing
/Download Outgaing email(SMTP) (D)

Incoming email(POP3/IMAF) (i)

» Email

™

) 1M
IM Chats (i)

™ MSN, Yahoo, Google-talk, Fetion, ...
» Telnet [ Other IM chats ()

» Application

» FTP

FTe

FTP file upload (file name and contents)
FTP file download (file name only)

Telnet

Commands executed via Telnet

Access to other applications (exclusive of contents)

() Access te unidentified applications (on which address and port. It incurs
massive logs)

Action: | Audit

Schedule: | All Day

Audit Policy [Various Internet activities and traffic] X

Enabled

Name: |Van0us Internet activities and traffic |®

Descriptions | Highest level, logging all activities and contents of posting, email, chats, etc |

Options || Object || Advanced

M Application
B Flow/Online Durats Log application traffic based on user group
[C)Webpage Content Log application traffic for each user as well

Log online duration for each user based on application
4 1gnore the traffic caused by the system rather than by user, such as system update.
Excluded Applications
URL access traffic
URL access duration

The option Log application traffic based on user is not recommended if number of user is over 20,000, for numerous logs will be generated,
and logs search and statistics making may also become slow. Better log traffic based on group only or on specific users.
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Navigation <« ||| Dashboard || oniine Users * | IENTETR | Licensing * || Intemet A
+add+ X De " i

[] No. Name
@ Access Control Enabled

[HE

Dl & ErE3 Mame: |various Internet activities and traffic @
- Access Mgt 5 Audit Policy (1] Description: | Highest level, logging all activities and contents of posting, email, chats, etc
s Falicies L Varol "o tions || obiect || Advanced [
» Advanced Audit Policy Webpage Content

® Application

B Flow/Online Duration
Edwebpage Content O Disabled

(@ Audit webpage caption and contents

Webpage Content Audit

(@) All URL categories
() Specified URL categories

Select

) (R et e o e s )
D eria s e (o e el T e arseie [k
+ Add X Delete Log contents @ Reject #b Log contents & rej
[ Mo. | Keyword Description Schedule Action Sort Delete

No data available

| b BandwidthMgt | Commit || Cancel

o

2. Pilih target untuk policy dan menentukan perilaku pengguna mana dan traffic yang
harus diaudit.

Navigation Dashboard || Online Users

@ Access Control Enabled

|

D‘ 8 ErES Name: |Various Internet activities and traffic 6]
+ Access Mgt = Audit Poliey (1] Description: | Highest level, logging all activities and contents of posting, email, chats, etc
= .
> Policies 1 Ve [ options || obsect || advanced r
» Advanced User Database Local Users Selected
-
[} user Er—re - & Select E—— User Clear
[T =]
& All users =Tall pr— = B Al users
12 Local Users default
! User Attributes bypass
! |l source 1P
L[ Location pp—
; ocation
B Endpoint Device 5
Al

L4 Destination
No data available

Endpoint Device

(B

Destination

&

page| 1]of1 &

Commit Cancel

i

3. Lihat perilaku pengguna di "Internet Activities". Jika Anda ingin filter perilaku
pengguna sebanyak mungkin, Anda perlu periksa "Others" di filter, karena selain
kategori aplikasi umum lainnya seperti Mail, adalah rules milik "Others".
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Navigation & ||| Dashboard || Online Users Policies Licensing Internet Activities

~ Status % Auto Refresh: 5 second(s) ~ | I Filter
Dashboard Filter: Group { /)  Objects: Search term Email IM chats Others Forum & Microblogging Outgoing Files Website Browsing _ Action: Reject Log Alert
o No. Time Occurred | Username | Group  Application | Action Details
1 10seconds ago sangfor ! Search Engine Log URL: google.com
T @ 2 10seconds ago sangfor / Type Search Engine Log URL: www.google.com
J: Traffic Statistics 3 10seconds ago sangfor ’ @ User group Search Engine Lag URL: www.google.com
T —— 4 10seconds ago sangfor g i o Education Log URL: ogs.google.com
5 10seconds ago sangfor ! . Search Engine Log URL: www.google.com
letiat Uz 6  10seconds ago sangfor / ®lzznE Search Engine Log URL: www.google.com
Saas Applications 7 10seconds ago sangfor ’ Search Engine Lag URL: www.google.com
Sy B 8  10seconds ago sangfor / (1P address Search Engine Log URL: www.geogle.com
9 10seconds ago sangfor ! Search Engine Log URL: www.google.com
10 10seconds ago sangfor / Search Engine Log URL: www.google.com
11 10seconds ago sangfor ! Search Engine Lag URL: www.google.com
12 10seconds ago sangfor G OISt Search Engine Log URL: www.google.com
13 10seconds ago sangfor ! [ search term {8 Forum & Microblogging Search Engine Log URL: play.google.com
14 10seconds ago sangfor / o Outgoing Files Search Engine Log URL: play.google.com
15 1 minutes ago sangfor ! 1 Website Browsing Search Engine Lag URL: update.googleapis
16 15minutesago  sangfor g IT Industry Log URL: redirector.gvt1.co
17 15minutesago  sangfor ! IT Industry Log URL: redirector.gvt1.co
18 1.5 minutes ago sangfor / Action IT Industry Log URL: redirector.gvtl.col
Npsy 15 LSminutesago  sangfor ! IT Industry Leg URL: redirector.gvtl.co
—— 20 1.5 minutesago  sangfor i EReject Log et Search Engine Log URL: update.googleapi
21 1.5minutesago  sangfor g IT Industry Log URL: redirector.gvt1.co
} Users 22 1.5 minutes ago sangfor / Search Engine Log URL: update.googleapis
} Access Mgt 23 1.5 minutesago  sangfor i | commit || cancel HTTP-HEAD. 5o
~ Status 2 Auto Refresh: 5 second(s) ~ | I Filter
Dashboard Filter: Group (/) Objects: Search term Email IM chats Others Forum & Microblogging Outgoing Files Website Browsing  Action: Reject Log Alert
S No. Time Occurred Usemame Group 1P Address App Category Application Action Detsils
1 1iseconds age sangfor r 192.168.1.3 Visit Web Site Social Contact(We.. Log URL: www.facebook.com -
T e e iy Gty 2 1lsecondsage sangfar ! 192, Visit Web Site Search Engine Log URL: www.google.com
I Traffic Statistics 3 1lsecondsage sangfor ’ 192. NET Protocsl WebSocket Log
——— 4 lisecondsago  sangfor ’ 192.168.1.3 Social Networking Facebooklerowse]  Log UBL: o accbook. com)data/marifes/
Locked Users 5 23secondsago  sangfor ’ 192.168.1.3 Visit Web Site SearchEngine  Log URL: ogs.google.com
Saas Applications 6  23seconds ago sangfor r 192, Visit Web Site Social Contact(We.. Log URL: www.facebook.com
5 7  23seconds age sangfor r 192, Visit Web Site Search Engine Log URL: accounts.google.com
EEUy S &  23secondsago sangfor ’ 192. Visit Web Site Search Engine Log URL: www.goagle.com
9 23secondsago  sangfor ’ 192.168.1.3 Visit Web Site SearchEngine  Log URL: www.goagle.com
10 23seconds ago sangfor r 192, Visit Web Site Search Engine Log URL: www.google.com
11 23seconds zgo sangfor ’ 102, Visit Web Site Search Engine Log URL: www.gosgle.com
12 23seconds age sangfor r 192.. Visit Web Site Search Engine Log URL: www.google.com
13 23seconds ago sangfor ’ 152. Visit Web Site Search Engine Log URL: www.google.com
14  23seconds age sangfor ’ 192, Visit Web Site Search Engine Log .com

4. Anda dapat queri pengguna traffic ranking data.

Navigation 's by Traffic *
~ Status 2 Auto Refresh: 20 second(s) - | & Refresh | T Filter
Dashboard Filter: Top 60, user group (/)
Online Users No.  App Category Line Outbound(Bps) Inbound(Bps) Bidirectional ~ Percent Top Users
1 Visit Web Site All 48.23(Kb/s) 1.02(Mb/s) 1.07(Mb/s) 53% sangfor

Troubleshaoting Center
2 Youtube Browsing Al 8.96(Kb/s) 552.54(Kb/s) 561.5(Kb/s) 28% sangfor
4 Traffic Statistics

[ mop vsers byt 3 Al 4.35(Kb/s) 170.4{Kb/s) 174.75(Kb/s) 9% sangfor

4 TeamViewer_Accept_Remote Al 104.25(Kb/s) 23.98(Kb/s) 128.23(Kb/s) 6% sangfor

Connections 5 Google Data Al 3.81(Kb/s) 64.53(Kb/s) 68.34(Kb/s) 3% sangfor
Flow Control
Link Load Balancing Statu
Globa| Traffic Status
Quota Control

Internet Activities

Locked Users

S533s Applications

Security Events

5. Anda dapat log in ke log center untuk melihat perilaku network pengguna dan
informasi peringkat traffic. Umumnya, hanya informasi historis log yang dapat di queri.
Log yang baru-baru ini diakses dapat diqueri di data center setelah beberapa saat.

Online Service ¥ admin ¥ [ Business Intelligence HoT ¥ ]

Licensing * |

Dashboard || Online Users * || Policies

Q sangfor Business Intelligence I

nternal Report Center

Navigation <

Top Applications by Traffic *

~ Status & Auto Refresh: 20 second(s) ~ | & Refresh | I Filter
» Dashboard Filter: Top 60, user group (/)
» Online Users No.  App Category Line - Percent  Top Users
1 Encrypted Youtube Video Al 12.46(Kb/s) 97.31(Kb/s) 109.78(Kb/s) 50% sangfor
» Troubleshooting Center
2 TeamViewer_Accept Remote Al 70.96(Kb/s) 16.18(Kb/s) 87.14(Kb/s) 40% sangfor
47Traffic Statistics
» Top Users by Traffic 3 Youtube Browsing All 21.13(Kb/s) 640(b/s) 21.77(Kb/s) 10% sangfor
 Top Apps by Traffic 4 Facebook[Browse] Al 648(b/s) 416(b/s) 1.06(Kb/s) 0% sangfor

> Connections

> Flow Control

> Link Load Balancing Statu:
> Global Traffic Status

> Quota Control
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Report Center What's New admin [J
T Dashboard
Dashboard Dashboard 8 Today - || @ Reports ~ || & Export
s Traffic | v| % Application Traffic Ranking & X
Traffic Statistics Application Traffic Ranking URL Category Traffic Ranking B Vit Web Site: 36.05%
URL Traffic Ranking Application Bandwidth Distribution ety
Intemet Activities Channel Bandwidth Distribution URL Category Bandwidth Distribution Dosmland Tosle 1450%
swnload Tools:
Applicati
z Online Duration Pr L5k
ndpoints
SSL Data: 8.91%
Application Duration Ranking URL Category Duration Ranking 0509 B Others: 15.11%
Search :
sard URL Duration Ranking
Reports
Rank | Name Bidirectional outbound Inbound
System 1 Visit Web Site 100.8Mb 36.42Mb 73.38Mb -
2 Remote Login 48.39Mb 29.94Mb 18.45Mb
3 Download Tools 44.18Mb 1.07Mb 43.11Mb
4 M 28.97Mb 13.00Mb 15.88Mb
< cal Pata 271 FERTY 15 canie

RepurtCentel"n 42 Dashboard bl A pplication Traffic ... x

Appl iCatiOn Tl‘affic Ran k|ng Traffic Statistics > Application Traffic Ranking

Logs .
By User Options

Traffic Statis By User Group Statistice: App Category
By Endpoint Device Show Top: 10

Internet Activities
By Location Drill-Down: m User | Top3 ~

By Application Rank By: Outbound Inbound

Period

Period: 2020-07-30 00:00 to 2020-07-30 23:39 E

System Filter

User/Group: Al

Application: All [ :: ]
Go More Options
Report Cente|;1 2o, e — . [ e — What's New admin [J
Dashboard Application Traffic Ranking Traffic Statistics > Application Traffic Ranking B Options || & Export || Bookmark
Others: 12.97%
/ TeamViewer Accept Remote: 17.50%
WebSocket: 435%
Internet Activities Chrome_Update: 4.69%
Endpoints Software Download: 5.65% -- By Application ~ Google Play Store: 13.88%
SEIED Private IP Addresses: 5.84% ~
Google Hangouts Chat
" Bidirectional Percent: 9.11%
ports Google Data: 7.4% ~ v- IT Industry: 11.04%
SEET T Related: 7.42% Google Hangouts Chat: 9.11%
Column = | |4k show More =

No. Application Username Qutbound © Inbound ©  Bidirectional ©  Bidirectional % Trend

1 TeamViewer_Accept Rem... sangfor: 55.99Mb 37.15Mb 18.84Mb 55.99Mb 17.59% a2

2 Google Play Store sangfor: 44.18Mb 1.07Mb. 4311Mb 44.18Mb 13.88% a4

3 IT Industry sangfor: 35.21Mb 14.07Mb 21.08Mb 35.15Mb 11.04% ﬂ

4 Google Hangouts Chat sangfor: 20.17Mb 13.11Mb 15.80Mb. 29.01Mb 9.11% i
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Report Center
v

. - What's Nex
e Dashboard Application Traffic .. x [ Y ars e
Dashboard Application Duration Ranki Ng  Traffic Statistics > Application Duration Ranking B Options || & Export
ez Download Tools: 0.05% |
Mail: 289% —
Traffic Statistics Network storage: 4.2% Visit Web Sits: 25.83%
NET Protocol: 5.23% | 551 paa
Percent: 16.74%
Internet Activities —
551 Data: 16.74%
Erireis By Application
Search
Reports
Remote Login: 24.29%
IM: 20.73%
System
Column + || d Show More »

No. App Category Application Username Bidirectional Duration Percent

1 Visit Web Site [ sangfor: 17 hours21 minutes 110.42Mb 17 hours21 minutes26 seconds  25.83%

2 Remote Login 2 sangfor: 16 hours19 minutes 61Mb. 16 hours19 minutes18 seconds 24.29%

3 M 1 sangfor: 13 hours55 minutes 29.01Mb 13 hours55 minutes36 seconds 20.73%

4 SSL Data 3 sangfor: 11 hours15 minutes 27.27TMb 11 hours15 minutes0 seconds 16.74%
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