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Bab 1 Latar Belakang Permintaan

e Dalam skenario multi-branch, setiap branch tidak dapat mencapai kesatuan kontrol autentikasi.

o Headquarters tidak dapat mengetahui status dari branch endpoint, dan branch endpoint tidak
dapat divisualisasikan.

e

Branch

Bab 2 Skenario Aplikasi

Fungsi dari pelaporan pelanggaran terutama digunakan dalam skenario multi-branch. Managed
authentication dari setiap branch IAG di host di headquarter IAG untuk mencapai managed
authentication dari branch dan pelaporan pelanggaran fungsi.

Skenario: Perusahaan besar biasanya memiliki berbagai branch, masing-masing di kota yang
berbeda. Mereka deploy satu IAG di setiap branch dan satu IAG di headquarter dan konfigurasi
managed authentication di branch IAG ke headquarter IAG.

-
Managed authentication
Violation reporting

i d

IAM
Branch

Bab 3 Konfigurasi
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3.1 Langkah Konfigurasi:

Branch:

1. Konfigurasi managed authentication dan host branch IAG ke headquarter IAG.

2. Konfigurasi endpoint check policy untuk mendapatkan status kepatuhan perangkat branch.
Headquarters:

1. Aktifkan fungsi autentikasi center untuk memperoleh informasi laporan kepatuhan dari branch
endpoint.

3.2 Kasus Konfigurasi:

Headquarter pelanggan deploy IAG, dan setiap branch juga deploy IAG. Pada saat yang sama,
beberapa endpoint pemeriksaan policy diaktifkan. Saat ini, headquarters berharap untuk
mendapatkan status kepatuhan dari semua perangkat branch.

E Branch E a @ a ; E

! Branch I HQ Compliance Status

3.2.1 Konfigurasi Branch

Konfigurasi managed authentication dan host branch IAG ke headquarter IAG autentikasi center
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Dovice Corclotion | RN [ vanced =]

Category <4 || Managed Authentication
» Authentication Options Status
» Managed Authentication
° Managed Visit Auth System
Enabled

Auth System IP: 192.168.20.90
Access Token: e =
Auth System Port: 300
Redirection Port: a0
LDAP Service Port: 389

Authentication Outage Remediation @

Auth Method: (@ Open authentication (") Password based

Username: Take IP address as username v

] when authentication system recovers, open-authenticated users need to get reauthenticated.

Alternate Group (post outage}@: I [T}

Konfigurasi endpoint pemeriksaan policy untuk mendapatkan compliance status dari branch
endpoint.

Navigation « || Dashboard

4+ add X Delete | # Edit | v Enable @ Disable | 4 Move up & Move Down T Move To | Bimport [ Export
Endpoint Check

~ Access Mgt Enabled
4 User Management HName: @
v ez Description:
» User Binding Mgt
Options || Object || Advanced
» User sync
b Self Services Endpoint Check Ingress Client Based
b public APT Service Edingress Client Based | 1 ..o | X reicie Ingress Client Settings
o Rl | Ne. Type Schedule Delete
[test2 [~ atl Day ~

| Authentication

test?
test 0K Cancel J

custom access control

4 Endpoint Chedkc
> Check Policies
> Cheek Rules

custom access check
black external device

» Ingress Client Settings
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Enabled

Name: |tesl

|®

Description: |

[ options || object || advanced |

E@ User
i All users

'Q Local Users

User Attributes

i & source 1P

| B Locaton
Endpoint Device
L Destination

—_

Filter: | Al 7

& Select =

Search:

User Clear

a0/
[]UserGroup
[ default
[]Product

Mame

Type

No data available

3.2.2 Konfigurasi Headquarter

Enable fungsi authentication center untuk mendapatkan compliance status dari branch endpoint.

Enable

Authentication

Ban

Pre-Shared Key: | s @ |
Interface: | 390 |
Enable whitelist

The whitelist will be pushed down to all IAM devices.
Whitelist:

wviwaooale,coml

3.2.3 Hasil Pengujian

Online status dan hasil pemeriksaan endpoint pengguna branch:
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View Casual User

username:  |192.168.19.95

Alias: [

(S |/ UserGroup

Policies H Breaches H Dynamic Attribute |

i View Resultant Set

[] No. Name | Applicable Users | Applicabl_ Endpoint _
3 Access Control (2)

O 1 rTReated All users
[l 2 Youtube Hews. All users

3 Internet Acgess Audit (1)

[l 1 VeriousIntern.. Allusers
5 Endpoint Check (1)
O 1 test2 Al users

3 Ingress Client Audit (1)

[0 1 moressclient.. Al users

3 55L Decryption Policy (1)

[0 1 clientssLDe. Allusers

View Casual User

Username: |192.168.20.83

Alias: [

Group: /UserGroup

Policies | Breaches | Dynamic ttribute || Check Result

@ The endpoint has passed check.

Headquarter managed authentication berhasil, Anda dapat melihat status online pengguna branch.

2020-09-18 09:35:27 ‘Sangfor--14H-13.0.8 x

Device Name Gateway 1D Status. Type Time Joined Version Delete
(i M

Online Users || Failed to Get Online (7 Days) |
% Auto Refresh: Disabled - | § Refresh | T Filter | & Lock & unlock | @ Logout | (Bexport |

Status: Al Type:All Ingress Client:All Check Result: All Objects: none.

Search by Username - | search ]

[ No. U | Group |1 Address  Endpoint Device | Auth Method  Ingress Client | Check Result | Controller | Time Logged In/Locke... Online Duration 14
BB/ 20 users O 1 19216819215 UserGroup. 192.168.19.215 Verifying... Open authentication  Not installed - leatest 2020-08-17 12:04:14.. 23 hours 36 minutes ..
Wproduct 0Users || 2 192.168.19.95 userGroup 192.168.19.85 Verifying... Open authentication  Notinstalled - etest 2020-08-17 12:03:54... 23 hours 36 minutes.
T UserGroup 20 Users||[]| 3 192.168.20.90 fUserGroup 192.168.20.90 Windows PC Open authentication ~ Not installed = = 2020-09-10 20:05:04... 183 hours 35 minutes.
'S default 0 Users. 4 192.168.20.83 UserGroup. 192.168.20.83 Windows PC Open authentication  Installed Failed ] kztest '2020-09-10 20:00:50.

183 hours 38 minutes.

Headquarters managed authentication berhasil, Anda dapat melihat compliance status dari
pengguna branch.

Controller: |Enter or select v| | Check Result: [All v| | Name: Q)

Filter: Group (/)  Filter: All  Name: All

No. | Time Username. | Group 1P Address Controller Name  Check Result | Details |
1 2020-09-18 09:40:46 192.168.20.83 UserGroup 152.168.20.83 local windows system illegal 0: Windows 7 X64 Service Pack 1 (BuildNumber 7601)
2 2020-09-18 09:40:44 192.168.20.83 UserGroup 152.168.20.83 local Test legal checking
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Usemmame: [ 192.160.20.83

Aliasi [

Group: | /userGroup

palicies || sreaches | oy

@ The endpoint violated endpoint check rules, posing risk.

Failed: 1

Name Cause | Action
@ windaws sys.. OS: Windows 7 X64 Ser.. Log event only

Bab 4 Tindakan Pencegahan

1. Setelah managed authentication di hidupkan, high availability active-active mode tidak
didukung.

2. 1AG sebagai authentication center tidak dapat menambahkan ke CM/BBC.
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