IAM

Praktik Terbaik untuk Skenario Aktivitas Domain IWA

SSO
Versi 12.0.42




Catatan Perubahan

Tanggal Deskripsi Perubahan

Agustus 24, 2020 Rilis Dokumen Versi 12.0.42.

Mei 17,2021 Dokumen updateVersi 12.0.42 .



Daftar Isi

S Fo T oI Y L3 T g 0L 1
1.1 Langkah KONfIGUIAST.....vuereereereeseesesseseesseessessessssssessesssessssssssesssssssssesssssssssssssessssssssssssssssssassssesssssns 2
Bab 2 Bagaimana untuk Konfigurasi Aktivitas Domain Server.........n. 2
2.1 Instal FUNGST MS AD ... sasesns 2
2.2 Konfigurasi domain CONtroller SETVET ... sessssssssssssessssssssssssssss 10
2.3 Buat usernames dan passwords untuk pengguna lain di domain........ccocornenrenernsennns 16
2.4 Aktifkan SMBV1 dari WiNAOWS SEIVET ... sessssssssssssssssssssssssssssses 20
2.5 Gabung PC Ke dOMAIN .. ssssssssss e ssssssssssssssssssssssesssssssssssssssssssssssssssssns 20
Bab 3 Bagaimana untuk Konfigurasi [AM........cnsssssssssssssssssssssssssssssss 27
3.1 Tambah LDAP SEIVET ... ssssassens 27
3.2 Konfigurasi Windows Integrated Authentication SSO ... 29
3.3 Konfigurasi authentication policy di IAM.......c.onncnerenereneeseeseeseesessesseesessessessessessssseenes 30

Bab 4 Tindakan Pencegahan....... s sssssssssssssssssees 31



Aktivitas Domain IWA SSO

Bab 1 Skenario

Pelanggan menggunakan Microsoft AD server untuk mengelola pengguna intranet. Semua pengguna
akhir adalah sistem Windows. Aplikasi kantor klien sebagian besar adalah aplikasi dari perusahaan
Microsoft seperti Outlook; pelanggan ingin kontrol pengguna intranet dan memerlukan visualisasi
kontrol, artinya, spesifik domain dapat dikueri. Perilaku online pengguna dan informasi traffic juga
melakukan verifikasi identitas untuk pengguna intranet. Mengintegrasikan semua kebutuhan
pelanggan, dan pada saat yang sama, pelanggan menggunakan Microsoft AD domain untuk
mengelola pengguna. Diantara beberapa cara mengkombinasikan Microsoft AD domain
authentication, script SSO memiliki tingkat keberhasilan tertinggi, tetapi pelanggan tidak
mengizinkan untuk mengirimkan script melalui Microsoft AD domain, jadi kita bisa memilih metode

Windows Authentication terintegrasi.

Core Switch

AD Server
| ® 4 @ Outlook Server
- w p @& 192.168.1.4/24

AD Server:

[P: 192.168.1.4

Domain Name: sangfor.com

Account/Password: administrator/@sangfor123
Test PC:

[P: 192.168.1.3

Account/Password: administrator/@sangfor123

Domain Account/Password: sangfortest/ @sangfor123

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1



Aktivitas Domain IWA SSO

1.1 Langkah Konfigurasi

Langkah konfigurasi seperti yang ditunjukkan pada gambar di bawabh ini. Perlu dicatat bahwa untuk
membuat semua orang terbiasa dengan AD domain lebih cepat, kami menambahkan metode
konfigurasi AD domain, yang merupakan bagian yang ditandai "tidak perlu". Jika pelanggan telah
menggunakan AD domain sebelumnya dan tidak perlu konfigurasi ulang AD domain, maka hanya

perlu konfigurasi bagian lain.

1. Install MS AD function

2. Configure the domain controller server
|

| 3.Create usernames and passwords
1.Configure AD Server |
| 4. Join the PC to the domain

5. Enable SMBv1

1. Add LDAP server

Configure Steps

2. Configure SSO authentication options

{ 2.Configure IAM
| 3. Configure authentication policy on IAM

Bab 2 Bagaimana untuk Konfigurasi

Aktivitas Domain Server

2.1 Instal Fungsi MS AD

1. Buka Server Manager pada Windows Server 2019.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 2



Aktivitas Domain IWA SSO

Recently added

q Google Chrome

Google Chrome

Search
Server Manager

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Security

memmEEE° 00 @ °

Windows System

2.Klik "Add roles and features".

Windows Server

=

Server Manager

0

Windows
Administrativ...

3

2

Windows
PowerShell

Task Manager

n

Event Viewer

o
[ ==

Windows
PowerShell ISE

Control Panel

™

File Explorer

= Server Manager

DELLELG
i Local Server

ii All Servers

WHAT'S NEW

LEARN MORE

WELCOME TO SERVER MANAGER

-@1F

Manage

ROI.ES AND SERVER GROUPS

Roles ou | Servers

Local Server l. All Servers

@ Manageability @ Manageability

Events Events
Services Services

Performance Performance

BPA results BPA results

3.Klik "Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Aktivitas Domain IWA SSO

f Add Roles and Features Wizard View

DESTINATION SERVER

Before you begm WIN-OSSRTOLPRUS

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

p

If you must verify that any of the preceding prereq have been c

complete the steps, and then run the wizard again.

d, close the wizard,

Hide
To continue, click Next.

[C] Skip this page by default

Performance Services
BPA results Performance
BPA results

0/aMNIN 80 DAY

4. Klik "Next".

f= Add Roles and Features Wizard o

* * DESTINATION SERVER
Select installation type WIN-OSSRTOLERUS
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

ver S

m
m
el

tion

OR Desktop Services install
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

Performance Services
BPA results Performance
BPA results

©7AMAYN £.67 DA
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Aktivitas Domain IWA SSO

5. Klik "Next".

= Add Roles and Features Wizard i

— DESTINATION SERVER

oy Select destination server WIN-OSERTa AL
iL
ii A Before You Begin Select a server or a virtual hard disk on which to install roles and features
—_— Installation Type e
) Select a virtual hard disk
Server Pool
Filter: | 1
Name P Address Operating System
WIN-OS8RTILPRUS 192.168.1.4 Microsoft Windows Server 2019 Datacenter

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[<peion

Performance Services
BPA results Performance
BPA results

40020 6,57 DAY

6. Pilih fungsi yang perlu diinstal "Active Directory Domain Services" dan "DNS Server", lalu klik

"Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 5



Aktivitas Domain IWA SSO

[ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Active Directory Certificate Service
hve Dlrecto Domain Servn(e
Active Directory rederation Services

[] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[] Device Health Attestation

[ | DHCP Server
[] DNS Serve
] FaxServer

1 [M] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-v
[C] Network Controller
[C] Network Policy and Access Services
[T Print and Document Services
[C] Remote Access
[] Remote Desktop Services
] Volume Activation Services
[] Web Server (IIS)
[C] Windows Deployment Services

DESTINATION SERVER
WIN-OS8RTOLPRUS

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

<Previous] Next >

- Services

Performance

BPA results Performance

BPA results

tAmAIn £.£7 Das

Hide

Select one or more roles to install on the selected server.
Roles

[[] Active Directory Certificate Services

Active Directory Domain Services

[[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[C] Device Health Attestation

[] DHCP Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

O Hyper-V

[C] Network Controller

[[] Network Policy and Access Services

[C] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[C] Web Server (IIS)

[C] Windows Deployment Services

DNS Server

Confirmation

DESTINATION SERVER
WIN-OS8RTOLPRUS

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

Performance

Services

BPA results

BPA results Performance

£00 £.67 Mg

Hide

7. Klik "Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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= Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Select one or more features to install on the selected server.

Features

=
(W] .NET Framework 4.7 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption
BitLocker Network Unlock

DESTINATION SERVER
WIN-OS8RTOLPRUS

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity

View

BranchCache )
Client for NFS information, enable seamless and

Confirmation Containers secure communication, and provide
Data Center Bridging the ability to model a range of
Direct Play business processes.

Enhanced Storage

Failover Clustering

Group Policy Management

] Host Guardian Hyper-V Support

[] /O Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] IP Address Management (IPAM) Server
[ iSNS Server service

Hide

ROOOOOoOooo

Performance Services
BPA results Performance
BPA results

ADOON .50 DA

8. Klik "Next".

= Add Roles and Features Wizard ‘ -

. . . . DESTINATION SERVER
B Active Directory Domain Services WIN-OSBRTILPRUS
iL
- Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
Hi A on the network. AD DS helps administrators securely manage this information and facilitates resource
ii Fi Instaliation Type sharing and collaboration between users.

r Selection
Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and

access management, security reporting, single sign-on to cloud and on-premises web
apps. Hide
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

P

Performance Services
BPA results Performance
BPA results

fammn £.61 ms

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 7
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9. Klik "Next".

[ Add Roles and Features Wizard MIEw

3 DESTINATION SERVER
D DNS Server WIN-OSSRTOLPRUS
ilL
=_ Before You Begin Domain Name System (DNS) provides a standard method for associating names with numeric Internet
Hi A = addresses. This makes it possible for users to refer to network computers by using easy-to-remember
ii Fi Installation Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,

ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

Server
Confirmation 2 2 . . - :
* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.
Hide

Performance Services
BPA results Performance
BPA results

aAN 700 P

10. Klik "Install".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8



Aktivitas Domain IWA SSO

= Add Roles and Features Wizard

Confirm installation selections

Before You Begin

Installation Type Restart the destination server automatically if required

their check boxes.

Active Directory Domain Services
DNS Server

Group Policy Management

Role Administration Tools
AD DS and AD LDS Tools

AD DS Tools

Export configuration settings
Specify an alternate source path

ver Selection UOphional Teatures (such as administration tools) might be dis
been selected automatically. If you do not want to install these optional features, click Previous to clear

Remote Server Administration Tools

< Previous Next >

Active Directory module for Windows PowerShell

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

DESTINATION SERVER
WIN-OSERTOLPRUS

To install the following roles, role services, or features on selected server, click Install.

p'IJyed on this page because they have

Cancel

Performance

BPA results

H Services

Performance

BPA results

Hide

& Add Roles and Features Wizard

Installation progress

D.
i
i_ Al View installation progress
ii Fi o Starting installation

DNS Server
Group Policy Management

Role Administration Tools

AD DS Tools

DNS Server Tools

Export configuration settings

Active Directory Domain Services

Remote Server Administration Tools

HESTES AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

DESTINATION SERVER
'WIN-OSBRTOLPRUS

=

Do

ext > nstall Cancel
Performance - Services
BPA results Performance
BPA results

Hide

11. Klik "Close" setelah instalasi.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com




Aktivitas Domain IWA SSO

[tz Add Roles and Features Wizard

DESTINATION SERVER

Installation progress WIN-OSBRTaLBRUS

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-OS8RTILPRUS.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

DNS Server

Group Policy Management
Remote Server Administration Tools
Role Administration Tools Hide
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

You can close this wizard without interrupting running tasks. View task progress or open this
= page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Services Services
Performance Performance
BPA results BPA results

2.2 Konfigurasi domain controller server

1. Menurut gambar berikut, pilih "Promote this server to a domain controller".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 10



Aktivitas Domain IWA SSO

= Server Manager

Server Manager * Dashboard

Post-deployment Configura...
Dashboard 5
H Configuration required for Active Directory Domain .
_I_ EE T T Services at WIN-OS8RTILPRUS Fide
B All Servers I Promote this server to a domain controller I
i§ ADDs
" o Feature installation
2 DNs ROLES AND SERVER GROUPS
_ Roles:3 | Servergroups:1 | Server e
BE File and Storage Services P Configuration required. Installation succeeded on
- WIN-OSBRTILPRUS.
Inl ADDs Add Roles and Features
@ Manageability Task Details
Events
Services Services
Performance Performance
BPA results BPA results
= File and Storage -
L] K g 1 B Local Serv 1
Services
@ Manageability @ Manageability
Events - Events
Performance H Services
BPA results Performance
BPA results
2. Konfigurasi domain name untuk AD domain, seperti sangfor.com.
& Active Directory Domain Services Configuration Wizard - O X O

L
- . TARGET SERVER lanage ools iew
Deployment Configuration win-oserraiprus [ SR

Select the deployment operation

(O Add a domain controller to an existing domain Hide
dd a new domain 10 an existing forest

) Add a new forest

Specify the domain information for this operation

Root domain name: sangfor.com

More about deployment configurations

™ Services
® Manageability ® Manageability
Events Events
Performance - Services
BPA results Performance
BPA results

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 11



Aktivitas Domain IWA SSO

3. Atur password, misalnya @sangfortest.
[ Active Directory Domain Services Configuration Wizard - O X [m]

TARGET SERVER
WIN-OS8RTILPRUS

Tools

0 M.
lanage
A

Domain Controller Options

Deployment Configuration

Domain Controller Options

DNS Options

Select functional level of the new forest and root domain

Hide

Forest functional level: Windows Server 2016 -

Domain functional level: Windows Server 2016 v

Additional Options
Paths i 3 iliti

Specify domain controller capabilities
HevewlOptions +| Domain Name System (DNS) server
+| Global Catalog (GC)

Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password: ssssssssses

Confirm password: .. -ooooo-l

More about domain controller options

Cancel

—m

Services

@ Manageability
Events
Performance

BPA results

4. Klik "Next".

@ Manageability

- Events

Services

Performance

BPA results

ez Active Directory Domain Services Configuration Wizard

DNS Options

= [m] X

TARGET SERVER
WIN-OS8RTILPRUS

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more

x |

Deployment Configuration
= 2 Specify DNS delegation options

Domain Controlier Options

Create DNS delegation

More about DNS delegation

™ Services
@ Manageability @ Manageability
Events - Events
Performance Services
BPA results Performance
BPA results

Tools View

0 M
lanage
A

Hide

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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5. Atur NETBIOS Domain Name, Anda dapat menggunakan default SANGFOR.

Additional Options

Deployment Configuration

Domain Controller Options
DNS Options

Paths

Review Options

Prerequisites Check

Verify the NetBIOS name assigned to the domain and change it if necessary

[ Active Directory Domain Services Configuration Wizard

The NetBIOS domain name:

More about additional options

- O X

TARGET SERVER Manage
WIN-OS8RTILPRUS A

SANGFOR

nsta Cancel

6.Klik "Next".

—m

Services

®

Manageability
Events
Performance

BPA results

[ Active Directory Domain Services Configuration Wizard

Paths

eployment Configuration

ontroller Options

Domain

Specify the location of the AD DS database, log files, and SYSVOL

Database folder:

Log files folder:

SYSVOL folder:

More about Active Directory paths

@ Manageability

Events
n Services

Performance

BPA results

- O X

TARGET SERVER Manage
'WIN-OS8RTILPRUS A

CAWindows\NTDS =]
CAWindows\NTDS
CAWindows\SYSVOL [=]

-

Services

®

Manageability
Events
Performance

BPA results

@ Manageability

- Events
Services

Performance

BPA results

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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7.Pilih "Install".

f& Active Directory Domain Services Configuration Wizard - a X E
TARGET SERVER M Tool: Y
= ey lanage ools lew
Prerequisites Check WIN-OS8RTOLPRUS  [T1Y
| @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X I

Deployment Configuration 2 3 3 5 SR 5

Prerequisites need to be validated before Active Directory Domain Services is installed on this Hide

Domain Controller Options computer
DNS Options Rerun prerequisites check

Additional Options

Paths @ View results

§. Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751).

1. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

&, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisited

—m

Services
@ Manageability

-
®
Events - Events

Manageability

Performance Services
BPA results Performance
BPA results

8. Tunggu peralatan untuk instal dan deploy fungsi yang berhubungan.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 14
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- O

[ Active Directory Domain Services Configuration Wizard
TARGET SERVER
WIN-OS8RTILPRUS

Installation

Progress

Starting
# ) View detailed operation results
B Windows Server 2019 domain controllers have a default for the security setting named
L t atible with Windows

Installation

More about installation options

sia Lance

9. Setelah instalasi selesai, Windows Server secara otomatis akan restart.

Applying computer settings

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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10. Setelah Windows Server restart, Anda dapat melihat di halaman login bahwa default local
administrator yang masuk ke sistem operasi telah menjadi administrator di domain, dan login

password sama dengan password dari akun administrator lokal.

s

o .\V\

SANGFOR\Administrator

eocerenneed -8

R SANGFOR\Administrator

,Q Other user

2.3 Buat usernames dan passwords untuk pengguna

lain di domain

1.Buka "Active Directory Users and Computers".

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 16
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Recently added Windows Server

& >

Windows
Server Manager PowerShell ISE

&) Google Chrome

Google Chrome

Search F- g E

Windows
Server Manager Administrativ... Task Manager Control Panel

Settings

% 85 | &

Windows Accessones Event Viewer File Explorer

Windows Administrative Tools
Eﬂ Active Directory Administrative Ce...
ma Active Directory Domains and Trusts
P Active Di rectory Module for Windo...
3 - : o o -
E Active Directory Sites and Services

Active Directory Users and Compu...

-~
B ADsiEdit

™

%0 Camnonent Servicec

2. Dalam rangka untuk memfasilitasi manajemen pengguna menurut struktur organisasi
perusahaan, logical container dibuat di sini untuk mewakili department. Misalnya, buat department

bernama Sangfor Tech.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 17
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] Active Directory Users and Computers X
File Action View Help
e @Oz BHmBauavTah
: Active Directory Users and Com || Name Type Description
> [ Saved Queries I Buitin builinDomain
v “_"g“?l"'_“’"‘ 7| Computers Container Default container for up...
> W Buiitin Domain Controllers Organizational.. Default containes for do...
» [] Computers ~
- _ ForeignSecurityPrincipals Container Default container for sec...
» 2] Domain Controllers .
- N oo Managed Service Accounts Container Default container for ma...
» (] ForeignSecurityPrincipal: ner
» (1 Managed Service Accour|| = sangfor Organizational...
> &1 sangfor [ Users Centainer Default container for up...
> [ Users
Delegate Control...
Find...
Change Domain...
Change Demain Controller...
Raise domain functional level...
Operations Masters...
New > Computer
All Tasks > Contact
Refresh EELD
Export List... InetOrgPerson
msDS-ShadowPrincipalContainer
o ’ mslmaging-PSPs
Arrange Icons > MSMQ Queue Alias
Line up Icons Organizational Unit
Properties Printer
Help User
Shared Folder
= u)
| New Object - Organizational Unit X
4 =
| 7 Createin:  sangfor.com/ .
g Type Description
4 builtinDomain
M Neme: Container Default container for up...
[Sangfor Tech Organizational... Default container for do...
[ Protect containerfrom acci Container Default container for sec...
Container Default container for ma...
Organizational...
Container Default container for up...
Concel | | e
3. Buat pengguna di container, misalnya disebut sangfortest.
] Active Directory Users and Computers a X

File Action View Help

L IR NERNETE ok R N =K Y

Active Directory Users and Com|| name
[ Saved Queries

&4 sangfor.com

> [ Buitin
Computers
Domain Controllers

< v

ForeignSecurityPrincipal
Managed Senvice Accou|
sangfor

Users

Sangfor Tech

>
>
>
>
>
>

FLERRERD

W.: www.sangfor.com | W.: community.sangfor.com

Type

Description

There are no items to show in this view.

Delegate Control...
Move...
Find...
New > Computer
All Tasks > Contact
Refresh =Ly

InetOrgPerson
UL ’ msDS-ShadowPrincipalCentainer
Arange lcons > msimaging-PSPs
Line up lcons MSMQ Queue Alias
Properties Organizational Unit
Help Printer

[ user
Shared Folder

| E.: tech.support@sangfor.com
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New Object - User X

ml o i

& Createin:  sangfor.com/Sangfor Tech

<

First name: [ungfoﬂed J Initials: | l
Last name: [ I
Full name: ‘sangfoﬂea I
User logon name:

|sangfonest| | | @sangfor.com ~

User logon name (pre-Windows 2000):
|SANGFOR\ | |sargfndeﬂ |

N e A

Atur login password untuk pengguna ini.

—

p New Object - User X
ko
j & Create in:  sangfor.com/Sangfor Tech
M Password: sesssssnane ‘
Confim p i: [

[[] User must change password at next logon
[[] User cannot change password

[] Password never expires

[] Account is disabled

R

Type

Description

There are no items to show in this view.

New Object - User

il &l - i

& Createin:  sangfor.com/Sangfor Tech

£

When you click Finish, the following object will be created:

Full name: sangfortest
User logon name: sangfortest @sangfor.com

The password never expires.

| Bk [TEash ] | cance

Type Description
There are no items to show in this view.
Type Description

There are no items to show in this view.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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2.4 Aktifkan SMBv1 dari Windows Server

Interaksi antara IAM dan Windows Server memerlukan penggunaan protokol SMBv1, dan beberapa
Windows Server menonaktifkan protokol SMBv1 secara default, jadi Anda perlu mengaktifkannya

secara manual.
1. Buka Powershell dengan administrator permission.

2.Gunakan Get-WindowsOptionalFeature -Online -FeatureName SMB1Protocol command
untuk memeriksa status SMBv1.

EN Administrator Windows PowerShell - O =

ysoft Corporation. All rights

rator> Get-WindowsOptionalFeature SMB1Protocol

ring Support
8/CIFS file sharing protocol, and the Computer Br r protocol.

scription : Support for the 1.8/CIFS file sharing pro , and the Computer

e : SMB 1.8/CIFS File Sharing Support

Protocol

3. Gunakan Enable-WindowsOptionalFeature -Online -FeatureName SMB1Protocol command

untuk aktifkan SMBv1, maka windows server akan restart untuk menerapkan fungsi.
4. Untuk metode lebih lanjut dari versi windows server, Anda dapat melihat Website Microsoft untuk
lebih jelasnya.

5.Jika Anda tidak mengaktifkan SMBv1, akan menampilkan error berikut.

Message(15:35:46)

Failed to enable Integrated Windows
authentication: Failed to join domain.
Please submit credentials again or change
domain account.

[ ] Do not show again W 4 1/1 » M

2.5 Gabung PC ke domain
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1. Konfigurasi network card PC, dan konfigurasi DNS sebagai IP dari domain control server:

192.168.1.4

< Settings
@ Home Status
Find - - If you have a limited data plan, you can make this network a
I Ind a setting d I metered connection or change other properties.
Network & Internet @ Ethernet 2 2.4 GB
From the last 30 days
I B Status Properties Data usage
T Ethernet

@ Show available networks
View the connection options around you

% Dial-up
%® VPN Advanced network settings
@ Proxy Change adapter options

View network adapters and change connection settings.

% Network and Sharing Centre

For the networks that you connect 1o decide what you want to

share.

A Network troubleshooter

Diagnose and fix network problems.

View hardware and connection properties
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]
F:

ork Connections

1+ E‘ » Control Panel > All Control Panel ltems > Network Connections

v [¢] Search Network Connections pel
Organise v Disable this network device Diagnose this co O Ethernet 2 Status % tction Change settings of this connection
T u!
= | Ethemnet2 s :
* _ Network enerd
G Sangfor FastlO Ethemet Adapter
N Connection

IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 9 days 01:42:24
Speed: 10.0 Gbps

Activity

-
Sent — &g —— Received
C 4

Bgs: 1,329,525,934 | 1,396,806,809

Grropertes | | @Disable || Diagnose

| Close
litem  1item selected
ne . 0
1 ﬁ-‘ » Control Panel > All Control Panel ltems > Network Connections v o Search Network Connections el
Organise v Disable this network device Diagnose this co| @ — » Btion Change settings of this connection |
=~ | Ethemet2 | © net 2 = X Internet Protocol Version 4 (TCP/IPv4) Properties
l {
&F Network
@7 Sangfor FastlO Ethernet Adapter Networking General | Altemative Configuration
Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
& Sangfor FastlO Ethemet Adapter for the appropriate IP settings.
Configure... (@ Obtain an IP address automatically
This connection uses the following items: (O Use the folowing IP address:
&3 Client for Microsoft Networks ~
¥l % File and Printer Sharing for Microsoft Networks
P
™ g Intemet Protocol Version 4 (TCP/IPv4) \
LI s Microsoft Network Adapter Mutiplexor Protocol ~4
™ 4 Microsoft LLDP Protocol Driver
™ 4 Intemet Protocol Version 6 (TCP/IPv6) v
< > (@ Use the follown ver addresses:
= B Prfered o server:

i serameonsse: [
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication S g
across diverse ntef?:ornected n::ovks, [validate settings upon exit

litem 1item selected

2. Gabung PC ke domain.
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| < | This

v 3 Quick access
[ Desktop
& Downloads
[ Documents
[&] Pictures
D Music
B Videos

> @ OneDrive

Expand

> E'p.;.n% T

PC

View

« v 4 B, ThisPC >

v Folders (7)

3D Objects Desktop

| Downloads J’ Music

! Videos

 Devices and drives (2)

LS O O S

CD Drive (D:)

> b N
Manage

Pin to Start

Map network drive...

Open in new window

Pin to Quick access
Disconnect network drive...

59.4 GB L

Add a network location

Delete

Rename

Properties

i 2 system

1 r=

& Device Manager
& Remote settings
& System protection

Control Panel Home

» Control Panel > All Control Panel ltems » System

View basic information about your computer

Windows edition
Windows 10 Pro
© 2020 Microsoft Corporation. All rights reserved.

|® Advanced system settings

See also

System

v O O Search This PC

i Documents

=

Pictures

=

am Windows10

Processor: Intel(R) Core(TM)2 Duo CPU  T7700 @ 2.40GHz 2.10 GHz

Installed memory (RAM):  8.00 GB

System type: 64-bit Operating System, x64-based processor

Pen and Touch:

Computer name, domain and workgroup settings
DESKTOP-EIOOAS4
DESKTOP-EIQOAS4

Computer name:

Full computer name:
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software Licence Terms

Product ID: 00331-10000-00001-AA2%9

Security and Maintenance

No Pen or Touch Input is available for this Display

change settings

Ochange product key
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System Properties X
Computer Name  Hardware Advanced System Protection Remote

Windows uses the following information to identify your computer

on the network.

Computer description: I
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: DESKTOP-EIOOAS4

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click |

Network ID. Network ID...

To rename this computer or change its domain or

workgroup, click Change.
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System Properties

Computer Name/Domain Changes X tmte
You can change the name and the membership of this computer
computer. Changes might affect access to network resources.
Computer name: lary's
DESKTOP-EIO0A34 |
Full computer name:
DESKTOP-EIDOAS4
Mare... E D
Member of
(®) Domain: |
‘aandor.com | E
O Workgroup:
WORKGROUP
[ ok | cace |

3. Dalam proses bergabung dengan domain, Anda perlu memverifikasi identitas Anda, cukup

gunakan pengguna sangfortest yang dibuat pada AD domain control 192.168.1.4 untuk pengujian.

Windows Security

Computer Name/Domain Changes

X

Enter the name and password of an account with permission to
join the domain.

sangfc::-rtest@sangfor.cnn{ X

4. Setelah berhasil menggabungkan domain, Anda perlu restart PC.
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System Properties

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
DESKTOP-EIO0A94 |

Full computer name:
DESKTOP-EIOOAS4

Member of
(® Domain:
|san;(or.cum |

() Workgroup:
WORKGROUP

System Properties

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

DESKTOP-EIOOAS4

Full computer name:
DESKTOP-EIOOAS4

Member of
(®) Domain:
| sangfor.com |

(O Workgroup:
WORKGROUP

Computer Name/Domain Changes

o Welcome to the sangfor.com domain.

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.
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Microsoft Windows X

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

| oo ]| vt

5. Setelah restart, Anda dapat melihat halaman login PC, pilih untuk menggunakan akun domain

sangfortest untuk login

Other user

sangfor.com

s <]}

Sign in to: sangfor.com

How do | sign in to another domain?

Bab 3 Bagaimana untuk Konfigurasi IAM

3.1 Tambah LDAP server

1. Tambahkan Microsoft AD server di [AM.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 27



Aktivitas Domain IWA SSO

Navigation <« f| single Sign-0n(550) | AU A

» Status Central Management | Unable to edit settings pushed down from central management console, but the settings on local device can be edited.

M + Add v | X v @ R LDAP Options | 4% Sync with all LDAP servers [ QR Codes for Registered Login

» Objects SMS Based Authentication Authentication Server Port Status Delete
WeChat Based Authentication

~ Users

QR Code Based Approved Login
4 Authentication

R Code Registered Login
Auths Policy L L g

| Loapserver
RADIUS Server
Single Sign-On

POP3 Server
Custom Webpage

OA Account Based Authentication b
> Internal Portal Server

Social Media Account »
W==s Database Server
b self Services H3C CAMS Server
» Advanced Third-Party Auth System >

No data available

2. Perhatikan nama pengguna untuk memasukkan domain name lengkap, Anda dapat menggunakan
yang dibuat sangfortest@sangfor.com, tetapi biasanya disarankan untuk menggunakan akun
administrator, untuk menghindari kurangnya permission yang menyebabkan IAM tidak dapat

berinteraksi dengan Microsoft AD server. BaseDN dapat memilih sangfor.

P . [pe———y] 7 L T | ]|
Navigation < || Authentication Policy | | Group/User *|| Advanced *|| Global Exclusion *|| User Binding *|| Online Users * | JEWGETI RS
» Status Central Management | Unable to edit settings pushed down from central management console, but the settings on local device can be edited.
» Proxy +add X Delete | + Enable @ Disable | \ LDAP Options | % Sync with all LDAP servers [ QR Codes for Registered Login
» Obj No. Name Authentication Server Port. Status | Delet
¥ 1 pap Add LDAP Server X 389 = X
¥ Users
4 Authentication B enabie
Authentication Policy Server Name: LDAP
External Auth Server Type: MS Active Directory =
Single Sign-On
Custom Webpage Basics H Sync Options “ Advanced
Internal Portal Server IP Address: 192.168.1.4
Port: @
4 Users ° 383 v
Local Users Timeout (sec): 5
User Import Search: [ Anonymous
User Binding Zgmin DN: Egrin DN Or NAame of the SErver agmin 5Ccount
1PAMAC Binding administrator@sanafor.com
Admin Password: | ,,eeeeseses
‘Wechat Binding

[CJ Enable encryption (i)
I Self Services

®
» Advanced
Browse... |
BaseDN: DC=sangfor,DC=com Q
Test Validity |
S -
Commit || Cancel

3. Jika IAM dan AD dapat berinteraksi secara normal, lalu di pengguna lokal, Anda dapat melihat
bahwa IAM telah memperoleh informasi pengguna domain dari AD server, termasuk pengguna

sangfortest yang kami buat sebelumnya.
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Custom Webpage

» Internal Portal Server

» User Import

+ User Binding
» IP&MAC Binding

2L, Domain Controllers
2L ForeignSecurityPrir
2. Managed Service A
0. Program Data

» Wechat Binding

b Self Services

» Advanced

3.2 Konfigurasi

SSO

Navigation B ==
) Status Central Management | Unable to edit settings pushed down from central management console, but the settings on local device can be edited.
» Proxy User Group < || Member and Policy
» Objects Search term R ou
v Users E B Local Users OU=Sangfor Tech,DC=sangfor,DC=com
4 Authentication | Rbypas
icati .
Authentication Policy | default Members (| olicies
External Auth S (=} Domain User Search by Name Search
xternal Aut erver
[2} = sangfor.com Type
ok £ Computers Domain User

Windows Integrated Authentication

1. Aktifkan "Domain SSO" dan aktifkan IWA. Di sini Anda perlu konfigurasi Windows Integrated

Authentication.

b Status

» Proxy

» Objects

« Users

4 Authentication
» Authentication Policy
» External Auth Server
» Single Sign-On
» Custom Webpage

» Internal Portal Server

[ Users
D Self Services

» Advanced

Single

-On(SS0)

Category

MS AD Domain

» MS AD Domain

» PPPOE

* Radius

» Proxy

» POP3

» Web

* Third-Party Server
» Appliance

» Database

» Others

[CJ Obtain login profile by executing logon script through doma\'n-’\i)

Download Domain S50 Program

ed Key sssses

") pomain 550 (i)

Look up logs on the AD server for user credentials

+ Add X Delete

Last Obtained Recent Users
2020-08-26 15:... 4

[ Domain Centroll... | Exduded URL

[] 192.168.1.4 sangfor.com

Status
v

Enable Integrated Windows Authentication y

Download Configuration Guide

Computer Name :  sangfor -8055 (i)
Domain Name: sangfor.com

DNS Server: 192.168.1.4

Domain Account:  sangfor2

Account joined to the domain, e.g., Administrator

Password: Test Validity ‘

Advanced: ‘ Settings ‘

Jika Anda dapat melihat prompt " Gabung domain berhasil. " di sudut kanan bawah, yang berarti IAM

telah berhasil bergabung ke Windows Server.
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» Objects + prroe o =
Dounivad Domeun 550 proo
~ users  Radiis o
Shoedkey s aeeene
4+ Aushertication » Prony
e . [SLEEE)
. i Fees Lok up 1095 or the AD serves fo user cradertisls
e s » b
» single Sign-0n #nds X et
e e [ Domain Cormrol. | Excuted vl | Last Recentusers | stns
. + agplonce O] 5216804 smegieccom 200082615 2 v
+ Database
- ers R
+ self services
> Adanced
R nable Integroted indows Authentcstin )
Downioad configuration Gude
Computer Name :  sangfor 505 @
Doman Name:  cangforcam
NS sarver: 18218800
Domse Aot sangior
Accnue. oiner o the domain, &.g., Atmstiatoe
[ st vy |
Adeances: | seminga |
JEncryp cannection whih AD doemain server
() btain lagin prafile by lstening t© cemputer login to domain ()
ket o LAN wsers ogging into the domain di not. g thecugh this device ga o the ihers tab and
rrror nterface v e them to the tevce
» Aocess Mgt
| 2 ootwichioge |
» Endpoint Device. Messoqe(14:54:06) x
— E— o, demain successhaty:
= [~ Oornmemsomn 44+ F

3.3 Konfigurasi authentication policy di IAM

1. Atur cakupan authentication policy, yaitu, [P mana yang harus cocok dengan authentication policy.

Navigation

4 Authentication
> Authentication Policy
» External Auth Server
> Single Sign-0n
» Custom Webpage
» Internal Portal Server

4 Users
» Local Users
> User Import
» User Binding
» IP&MAC Binding
> Wechat Binding

b self Services

» Advanced

Central Management | This page table

Authentication Policy

| Defaut |
Description: [

> Objects

IP/MAC Address: (i)
192.168.1.3

> Auth Method

=

2. Pilih metode authentication sebagai "SSO".
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R crercon ot |

) Status Central Management | This page is editable ‘
» Proxy. +add ~ dit | X Delete |« Enable @ Disable 4 Move up ¥ Move Down T Move To | (Himport Search by IP Address * | Search 2]
» Objects No. Name A in Users) Move Delete Status

¥l 1 Defa t+ 3 X v
~ Users Enable

il 2 Defaull + 3 X

4 Authentication Name: Default
Authentication Policy Description:

External Auth Server

Single Sign-On Dhvecs Auth Method: Open authentication

Custom Webpage N Password based

th Metho - :
Internal Portal Server _ @ Single Sign-On(SS0)

Action one (requests are rejected always)
4 Users SSO Enabled: AD server
Local Users S50 Settings
User Import For User Fails S50
User Binding Open authentication
1P&MAC Binding @ Password based
Wechat Binding Auth Server: Local user database v
Captive Portal: | Preview
| Self Services ) -
Login Redirection:  Previously visited webpage
Advanced -~
JGoto Predefined webpage
) CAS server v

) Access Mgt | Commit Cancel |

3. Restart test PC192.168.1.3 dan login ke PC dengan akun domain. Setelah Anda masuk desktop,
Anda harus membuka website Internet Explorer dan akses http, maka Anda dapat melihat

PC192.168.1.3 sedang online dan metode authentication adalah SSO di IAM.

EQ http://www.msn.com/en-my/2ocid=iehp v & || Search... 0~

ﬂ MSN Malaysia | Latest New... * ||

”msn ‘ | signin X

powered by Microsoft News

(5 Outlook.com ﬂ Shopping

'i Facebook Lazada O skpe

NEW Hotlink Postpaid

with 2X more Internet!

+ 30GB high-speed Internet GET IT NOW hotlink §
& YouTube

« Unlimited calls & SMS

« Only BM60/mth

Navigation

Group 1P address Encomint Device. At Methord Time Logged In/Loced + Cpesation
fraqocconysanglor T 192.168.1.3 PC{WIngams PC) ss0 Z020-08-26 14:56 56Login &
192.169.1.4 PCwInaws PC) Open authareicarion 2020.07-21 18:28:3400in conds s

Bab 4 Tindakan Pencegahan

1. Biasanya disarankan untuk mematikan sistem firewall Windows Server, karena mekanisme
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security Windows Server sangat ketat, yang biasanya menyebabkan perangkat lain tidak dapat
memperoleh data relevan dari AD server.

Recently added Windows Server

& > Z

Google Chrome Windows Windows
g Server Manager  PowerShell PowerShell ISE

q Google Chrome

Search P- g E

Windows
Server Manager Administrativ... Control Panel

Settings

A | ]
Windows Accessories Event Viewer File Explorer
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows Security

Windows System

G
9

D

&
el
®
»
e
L
R
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[E2 All Control Panel ltems — a x
1 [EZ » Control Panel » All Control Panel ltems » v O Search Control Panel o
Adjust your computer’s settings View by] Smallicons ¥
575 Administrative Tools g AutoPlay r Management
Credential Manager ff Date and Time B Default Programs
—é Device Manager A5 Devices and Printers 0 Ease of Access Center
E_ File Explorer Options Flash Player (32-bit) A Fonts
8 Indexing Options Internet Options &, iSCS! Initiator
= Keyboard ¥ Network and Sharing Center
] Phone and Modem ﬁ Programs and Features
Recovery @ RemoteApp and Desktop Connections
¥ Security and Maintenance & Speech Recognition
@ Sync Center System Taskbar and Navigation
'@ Text to Speech Troubleshooting g User Accounts
P Windows Defender Firewall
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& Windows Defender Firewall - O
« = v ‘« All Control Panel ltems > Windows Defender Firewall v ® Search Control Panel yel

ol itiome Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through the Internet or a network.

through Windows Defender

Firewall
Update your Firewall settings
O Change notification settings

- Windows Defender Firewall is not using the S - |
% T}‘"‘ Windows Defender recommended settings to protect your [ ®Use recommended selma
Firewall on or off computer.
o Restore defaults What are the recommended settings?
& Advanced settings
TouBleshootimy setwork l g Domain networks Connected ()]
Networks at a workplace that are attached to a domain
Windows Defender Firewall state: Off
Incoming connections: Block all connections to apps that are not on the
list of allowed apps
Active domain networks: i sangfor.com
Notification state: Do not notify me when Windows Defender
Firewall blocks a new app
. g Private networks Not connected ()|
Se dk . g Guest or public networks Not connected ()

Security and Maintenance

Network and Sharing Center
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@ Customize Settings — O X
g9

&« v 4 @ « Windows Defender Firewall > Customize Settings v O Search Control Panel R

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Domain network settings
o () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

e (® Tumn off Windows Defender Firewall (not recommended)

Private network settings
° () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

w (® Tumn off Windows Defender Firewall (not recommended)

Public network settings
° () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

MNotify me when Windows Defender Firewall blocks a new app

w (® Tumn off Windows Defender Firewall (not recommended)

[Tok ]| cance |

Atau Anda dapat secara manual menambahkan aturan firewall untuk mengizinkan perangkat terkait

mengakses AD Server.
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| 01 Filters v

Sar

o Best match

£4 Windows Defender Firewall with Advanced Security
Desktop app

Settings (5)

£ firewal
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File Action View Help

s | 7@l 2 HE

s Defender Firewall with

i3 Inbound Rules

3 Outbound Rules

®a Connection Security Rules
> B, Monitoring

Advanced Security

W Windows Defender Firewall wit] [l Lo o] Actions

Name Group Profile | Ensbled | Action 2 |
Active Directory Domain Controller - Ec... Active Directory Domain Ser... All Yes Allow & NewRule...
Active Directory Domain Controller - Ec... Active Directory Domain Ser.. Al Yes Allow T Filter by Profile N
Active Directory Domain Controller - LD...  Active Directory Domain Ser... All Yes Allow i
W A ki T Doasin lee LD Ak M n. im € An v} Al 7 _Filter by State 4
& New Inbound Rule Wizard X p »
Scope 4
Specify the local and remote IP addresses to which this rule applies.
Steps:
@ Rule Type
@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports O Any IP address
@ Scope (@ These IP addresses:
@ Action 19216812 Add.
@ Profil
‘ Edt.
@ Name
Remove
Customize the interface types to which this nule applies: Customize...

‘Which remote IP addresses does this rule apply to?
O Any IP address
(®) These IP addresses:

192.168.1.2

Edit

Remove

< Back
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