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BAB 1 Skenario Penerapan

Mulai dari versi NGAF8.0.26, NGAF menambahkan Endpoint Secure pada NGAF. Peningkatan ini
dengan menambahkan antar muka pengaturan antara MGR cloud image dan ke dalam antar muka
pengaturan NGAF. Peningkatan ini membuat administrator dapat mengatur dari kedua MGR dan
NGAF secara bersamaan. ES ditambahkan kedalam NGAF.

BAB 2 Langkah Konfigurasi

Langkah 1 Konfigurasi pada Sangfor Platform-X

1. Anda dapat mengakses pada _https://x.sangfor.com dan pilih login kedalam Platform-X.

@ Sangfor Platform-X

SaaS Based Central Management Platform

d security intelligeR@e and thous: moriitoring indic from one simple platform
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2. Setelah anda Klik login, Anda akan dialihkan menuju halaman berikut, Anda
harus memasukan user dan password untuk masuk.

T2 sancror securmy
A

@

Sangfor Platform-X

Sangfor Platform-X

Admin

é) Catatan: Registrasi pertama kali penguna akan menerima user dan password
melalui SMS.

3. Jika anda login untuk pertama kalinya, Anda akan diminta untuk merubah
password. Setelah password berubah, anda dapat login kembali ke Platform-X.

Change Password

Provid ount
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4. Berikut adalah tampilan layar dari Platform-X.
y Butler XD

Platform-X Neural-X

dpoint Secure

External Attacks Vi

No attack detected over the

Langkat 2 Tambahkan aset baru pada
Platform-X

1. Pada Asset > Branch Device dan kiik New untuk menambahkan cabang baru.

Operations Reports System T A A n e

Home Security

\:‘) Security Butler s

M Anunusual login attermptwas detected. If any anomaly is found, change your password ASAR. View

Branches Branches Wirtual Machines
Q C Refresh e More
Hame Device Stalus Device Type wersion Policy Template CPU Usage Disk U
All2)
HCENTRAL . = Mormal EDR 32152299 - 0% 0%

2inall o Entries PerPage 20 -

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 3


http://www.sangfor.com/
mailto:tech.support@sangfor.com

Panduan Konfigurasi Endpoint Secure pada NGAF

2. Masukan nama cabang/branch, branch device, access token, pilih lokasi perangkat,
dan pilih groupnya.

Add Branch

*Branch Name:

* Branch Device: v | CTI_NGAF Pol

®

“Access Token: Show this
*Geo Location: Malaysia - Kuala Lum...v Select
* Group:

Security Domain:

@
k') Catatan: Secara umum, access token dibuat secara acak. Anda dapat merubah
access token jika diperlukan.

3. Setelah semua informasi telah dimasukan, anda dapat mengklik OK.

Add Branch

“Branch Name:

*Branch Device: v  CTI_NGAF

“Access Token: Show this
*Geo Location: Malaysia w Kuala Lum...~ Select elect v
* Group: -

Security Domain: C Selected: CTI
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4. Setelah anda klik OK, aset cabang telah berhasil dibuat.

Security Butler was
%) &4 Horne Security Operations Reports System 9 A A Q ~
A An unusual lngin attempt was detected. If any anomaly is found, change your password ASAP View x
Branches Branches wirtual Machines
B Branch Device —
@] C' Reiresh [+ N e More
Mame Device Status Device Time Version Policy Ternplate GPU Usage Disk ...
All (2)
Tl = NGAF 6.0.26 - 17% 14%
HCENTRAL.. = Harmal EDR 32152299 - 0% 0%

o

Zinall o Enlries Per Page | 20 =

Langkah 2 Koneksi NGAF ke Sangfor Platform-X

MelaluiNGAF WebUI, Pada Next Gen Security System > Cloud Correlation >
Cloud Correlation Options, Pilih PlatformX.

1. Masukan CorplD, device name/nama alat, access token, lalu klik tombol Connect.

Endpoint Secure Integration s« w s

i e n
wethod!  Ends r
oID o
A Tok T .h l' :
—— - _ o
0 L
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Langkah 3 Aktifkan Endpoint Secure pada NGAF

1. PadaNextGen Security System >Endpoint Protection > Endpoint Correlation Options.

» Status
» Monitor
Endpoint Secure
» Network
» Objects
» Policies Sangfor Endpoint Secure is integrated with the Al-powered Sangfor
Engine-Zero, cloud-based engine and reputation database. When
» System
correlated with NGAF, Endpoint Secure provides a comprehensive, highly
» Authentication System coordinated and automated platform featuring continuous detection, rapid
~ Next Gen Security System response, and muilti-layered protection.

» Security Integration

4 Cloud Correlation
* Logging In and Correlating to Endpoint Secure
» Cloud Correlation Options

» Neural-X Subscription Endpoint Secure on NGAF

4 Endpoint Protection Manage endpoints centrally and easily

l- Endpoint Correlation Optuons] ‘_} For customers with less than 300 endpoints

» Protected Endpoints

» Correlation Logs

» Security Capabilities
& Endpoint Secure in Cloud
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2. Klik Endpoint Secure pada NGAF untuk masuk ke Endpoint Secure server di PX.

4 » Status

| » Monitor

» Network

| » objects

» Policies

» System

» Authentication System

~ Next Gen Security System

» Security Integration
4 Cloud Correlation
» Cloud Correlation Options

» Neural-X Subscription

4 Endpoint Protection
» Endpoint Correlation Options

» Protected Endpoints

» Correlation Logs

» Security Capabilities

Endpoint Secure (&

Unlicensed Functionality

Virus Scan Realtime Monitoring Quarantine File
Endpoint Isolation

APT Detection

Intelligent Correlated Response

* Logging In and Correlating to Endpoint Secure

Connection Method: Endpoint Secure on NGAF

C

Connecting, please wait... Cancel

3. Selanjutnya NGAF akan berhasil terhubung pada Endpoint Secure server di PX

[
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Endpoint Secure [ntegration . s sewe.
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Langkah 4 Mengaplikasikan Agen pada Endpoint

1. Anda dapat klik pada Agent Deployment untuk proses konfigurasi.

~ Status
Endpoint Secure

» Dashboard

» Ransomware Protection

, Security Operations Licensed Functionality

» Asset Management @ Virus Scan @ Realtime Monitoring @ Quarantine File
g - @ Endpoint Isolation = @ Intelligent Correlated Response

» Business System Security )
@ APT Detection

» User Security
* Service Details
» Correlated Address Block

Connection Method: Endpoint Secure on NGAF Log Out

» Monitor Expiration Date: 2021-06-17 (Remaining: 190 days)
» Network

= * Endpoint License
» Objects

s i s 1 /10
» Policies Windows Hosts (Used/Total):
» System Windows Servers (Used/Total): 0 /10

0/

» Authentication System Linux Servers (Used/Total): 0 /10

» Next Gen Security System

* Quick Widgets

gent Deployment ‘ Get Endpoint Secure installer and deploy

‘ Renew License | Update license to renew subscription service

2. Pilihzone, interface, dan alamat IP yang terkoneksi pada agen untuk terhubung
dengan NGAF dan dapat dilakukan instalasi. Lalu klik Add.

Agent Deployment X

Notes:
Download the installer and do not change its name because the Endpoint Secure manager IP address is written in the installer. When the agent is installed, it will
be connected to Endpoint Secure manager on NGAF automatically.

Steps:
1. Select zones, interfaces and connected IP addresses for agent to be connected to NGAF and get corresponding installer.

2. Distribute the installers to corresponding users based on the connected IP address. (Users download and install the agent via different connected IP
addresses)

Select zones and IP addresses to connect to Endpoint Secure:

lan v | eths v||192.168.11.1/24 v|®| Aadd ||

No.  Zone Interfaces Connected IP Address | Installer (Windows OS) Installer (Linux OS) Download Link (i) Ope...

No data available

Close
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3.Klik tombol generate. Setelah instalasi berhasil dilakukan, anda dapat klik download
dan membagikan file tersebut pada pengguna untuk di instal.

Agent Deployment X

Notes:
Download the installer and do not change its name because the Endpoint Secure manager IP address is written in the installer. When the agent is installed, it will

be connected to Endpoint Secure manager on NGAF automatically.
Steps:
1. Select zones, interfaces and connected IP addresses for agent to be connected to NGAF and get corresponding installer.
2. Distribute the installers to corresponding users based on the connected IP address. (Users download and install the agent via different connected IP

addresses)

Select zones and IP addresses to connect to Endpoint Secure:

lan v | leths v | 192.168.11.1/24 v®| add |
No. Zone Interfaces Connected IP Address  Installer (Windows OS) Installer (Linux OS) Download Link (i) Ope...
1 lan eths 192.168.11.1/24 Generate Download | Copy X

| Close =
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